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1 Reason for Change

This CR proposes the necessary mechanisms to adapt the Key Management Systems to a DVB network. Depending on the profile (drm or smartcard), it relies either on the 18Crypt or the Open Security Framework for the adaptation.

Adaptation is almost strait-forward, it only requires to properly use the DVB signaling in the ESG and SDP.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the action and the text proposed in the contribution and modified the specification accordingly.

6 Detailed Change Proposal

Change 1:  Move the following reference from the informative references to the normative references

	[DVB JTC 190]
	DTS/JTC-DVB-190, “Digital Video Broadcasting (DVB); IP Datacast over DVB-H: Service Purchase and Protection” 


Change 2:  Add the following text to the relevant section
6.3 DVB-H adaptation related to OMA-TS-BCAST_SvcCntProtection and OMA-TS-DRM-XBS

6.3.1 Content encryption

Encryption of the content can be done using IPSEC, SRTP or ISMACryp (referred as “Content Encryption in OMA).

6.3.2 Key management
6.3.1.1 Signalling of Key Management information

Mandatory signalling of Key Stream information for DVB-IPDC compliant system is summarized in Section 5 “Signalling of Service Purchase and Protection System” of [DVB-CBMS-SPP]. Signalisation for system supporting “The Open Security Framework” is also defined in the Annex A.
The following figures XX1 and XX2 show the difference levels of key management system signalling when considering an OMA-BCAST system on a DVB-H network, and compliant to DVB-IPDC specifications. Signalling is available in both the ESG and the SDP; it exists for LTKM and STKM. Once DVB signalling is obtained and interpreted, the OMA BCAST signalling can be read and interpreted.

[image: image1]
Figure XX1: Short Term Key Messages Streams signalling in the SDP in DVB-IPDC and in OMA BCAST.


[image: image2]
Figure XX2: Long Term Key Messages Streams signalling in the SDP in DVB-IPDC and in OMA BCAST.
The same type of information is available in the Service Guide, in form of a KMSStreamType in the Acquisition fragment for the DVB signalling and in Access fragment for the OMA BCAST signalling.
6.3.1.2 DRM profile

The DRM profile is almost identical to the 18Crypt as described in the annex B of [DVB-CBMS-SPP]. The DVB-H adaptation for the DRM profile is to follow the 18Crypt specifications as described in DVB documents in place of the DRM profile as described OMA BCAST documents.
6.3.1.3 Smartcard profile

As DVB-IPDC does not mandate the existence of an interactive channel, the smartcard profile is available only when such channel is available. The adaptation of the Smartcard profile key management System to the DVB bearer takes advantage of the so-called “Open Security Framework” as defined in the Annex A of [DVB-CBMS-SPP]. More specifically, necessary signalling is as follows:
· For Long Term Key Messages, in the DVB “KMSType”, the CA_system_id” SHALL be TBD
, the IPDCKMSId SHALL be TBD. The OMA BCAST signalling in the SDP and the ESG is used in addition to the DVB signalling, as this is complementary, containing information relevant for OMA BCAST systems.
· For Short Term Key Messages, the IPDCKMSId is TBD
. The OMA BCAST signalling in the SDP and the ESG is used in addition to the DVB signalling, as this is complementary, containing information relevant for OMA BCAST systems.

· The DVB IPDCOperatorId, DVB OperatorID and OMA BCAST kmsprovider SHALL refer to the same entity for a given service.
· The Key hierarchy defined in “Section 6.1 of the OMA-TS-BCAST_SvcCntProtection-V1_0-20060224-D” document applies for the STKM, LTKM. STKM are sent over the DVB-H network while LTKM take advantage of the interactive channel,
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�Once accepted, an official value has to be asked to DVB for the OMA smartcard profile


�Once accepted, an official value has to be asked to DVB for the OMA smartcard profile
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