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1 Reason for Change

Evolution in the security model and the need to support streams shared by multiple and independent BSMs now require the ability of the BSDA to generate Short Term Keys, deliver them using STKMs and use them for securing the transmitted content.
More specifically there are two issues with the current usage of BCAST-4 for service protection:

· Having the BSMs generate TEKs and deliver them to the BSDA for transmission over BCAST-5 could cause a number of synchronization problems. A BSDA may start using a TEK while the BSM has not yet issued the appropriate TEK in an STKM
· In a shared stream scenario, the TEK needs to be centrally generated for the shared stream so the TEKs cannot be generated in each BSM. Further the centrally generated TEK needs to then be delivered in multiple MIKEY message – one per BSM (corresponding to a current MSK),

To address these issue we propose to have the BSDA to generate TEKs on its own and consequently to generate the associated STKMs. This requires the BSDA to be aware of the long-term keys used by the BSM so that it can produce the STKMs for each BSM and deliver the generated keys. TEKs generated by the BSDA are then used for encrypting service data.
Changes from R00 ( R01
During the Seoul meeting the Service and Content Protection Architecture as been adjusted to the latsest insights. Specifically there have been 3 new interfaces defined, which where not covered yet by this CR:

- SP-4-3

- SP-2-2

- SP-3

The technical specification of these interfaces are now also defined in the R01 of this CR. 
Other changes that are made are the deletion of the “efficiency” messages. There is not inidication of bandwidth shortage in the back-end. The efficiency messages work confusing for the readability of the spec.

Furthermore, normqative statements have been included in the support of the interfaces SP-2-2, SP-3, SP-4-1, SP-4-2 and SP-4-3 for the functional entities in the architecture..
Changes from R01 ( R02

Several bug fixes and inconsistencies were resolved:

- Change of service ID and content ID to Global Service ID and Global Content ID

- bug fixed element description of Schedule ID

- Added GlobalContent ID and Schedule ID to messages over SP-4-2.

- XML data type “binary” does not exist. This is changed into “hexBinary” data type.
- added status element to TEK request messages

- created referral to a Global Status code [tbd] for the status element.

- removed status element from STKM delivery message
- added Key_start time and key-end-time elements for the SEAK/PEAK request messages for interfaces SP-4-1 and SP-3. The BSA needs these elements to indicate for which time period it requires SEAKs and/or PEAKs.
- deleted the last two tables of efficiency messages. There are already 28 message types which are all rather similar. Inclusion of these efficiency messages makes these sections even harder to read. 
- In Seoul meeting the use of HTTPS was agreed for the protocol stack. The option of IPSec was removed. The pictures and text for this is updated accordingly.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Proposal is for using SP-4-1 to deliver SEAKs and PEAKs rather than TEK and using the SP-4-2 interface for delivering LTKMs and Registration Key material only. The following changes are implemented:
· SP-4-1 key delivery messages are updated to allow for both SEAK delivery and PEAK delivery.

· For SP-4-1 key delivery messages, SEAK delivery is scoped by a time frame while PEAK delivery is scoped by a program identified by a Content ID

· Access criteria fields are included in the SP-4-1 messages from the BSM to the BSDA. The BSDA can then include these in the generated STKMs

· SP-4-2 is limited to delivery of LTKMs and Registration Key material.

6 Detailed Change Proposal

12.2 Interface SP-2-2

12.3 Interface SP-2-2 is to deliver Short Term Key messages from the BSA to the BSDA. A BSA that support service and/or content protection SHALL support Interface SP-2-2. A BSD/A that support service and/or content protection SHALL support Interface SP-2-2
12.3.2 Protocol Stacks

12.3.2.1 SP-2-2
The following protocol stack SHALL be used for the delivery of the STKM’s from the BSA to the BSDA. 
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Figure 1 – Protocol Stack for SP-2-2
HTTPS can be used to secure the interface between the BSD/A the BSA.

12.3.3 Message over SP-2-2
STKM is delivered from the BSA to the BSD/A over the interface SP-2-2 

12.3.2.2 Keys

Tags are defined in the following table to identify a type of each message. There are two cases for delivery of STKM to the BSD/A. The first case consists of the STKM Request Message by the BSDA and the Response with the Delivery of the STKM data by the BSA, i.e. BSD/A initiated STKM request. 

The second case is BSA initiated. In this case the BSA requests a set of TEK’s from the BSDA which it will use during a specific time period to encrypt the service or programme. In response, the BSDA delivers the TEKs and the associated security protocol parameters. With this data, the BSA can send an STKM delivery message to the BSD/A. The BSD/A confirms this delivery message.
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	· Tag
	· Message Type
	· Key

	· 1
	· STKM Request Message
	· TEK

	· 2
	· STKM Response Message
	· STKM

	· 3
	· TEK Request Message
	· TEK

	· 4
· 5
· 6
	· TEK response Message
· STKM Delivery message

· Confirmation to STKM delivery message
	· TEK

· STKM

· STKM


12.3.2.2.2 STKM Request Message

This message is sent from the BSD/A to the BSA for the acquisition of the Short Term Keys Messages.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	This message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. Used if service protection is programme based. Only GlobalContent ID which is related to the GlobalService ID is allowed. 
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. Only Schedule ID which is related to the GlobalService ID is allowed. 
	AnyURI

	Destination 
	E
	M
	1
	BSA ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	TEK
	E
	M
	1..N
	The traffic encryption key used to encrypt the service or program

TEK has the following attribute:


- Type


- Traffic protection protocol parameters


- Next traffic key


- Timestamp
	hexBinary

	Type
	A
	M
	1
	The traffic protection protocol used. This attribute can have the following values, as specified in the STKM message in paragraph 6.3.1:

- 1 if traffic_protection_protocol == TKM_ALGO_IPSEC

- 2 if traffic_protection_protocol == TKM_ALGO_SRTP

-3 if traffic_protection_protocol ==

 TKM_ALGO_AUENCRYP

- 4 if traffic_protection_protocol == TKM_ALGO_DCF
	integer

	Traffic protection protocol parameters
	A
	M
	1
	This specifies the data related to the traffic protection protocol for the STKM message, as defined in the STKM message:

if (traffic_protection_protocol == TKM_ALGO_IPSEC) {



security_parameter_index


if (next_traffic_key_flag == KSM_FLAG_TRUE ) {


    next_security_parameter_index    


}


}


if (traffic_protection_protocol == TKM_ALGO_SRTP) {



master_key_index_length



master_key_index



number_of_media_flows



for (I = 0; I < number_of_media_flows; i++) {




synchronization_source



}


}


if (traffic_protection_protocol == TKM_ALGO_AUENCRYP) {



key_indicator_length



key_indicator



if (next_traffic_key_flag == TKM_FLAG_TRUE) {




key_indicator



}


if (traffic_protection_protocol == TKM_ALGO_DCF) {



key_identifier_length



key_identifer



}


	hexBinary

	Next traffic key
	A
	M
	1
	Flag for indication of the next traffic key in an STKM message. If true, the STKM SHALL also include the next encrypted traffic key.
	Boolean

	ValidityTime
	A
	M
	1
	NTP time when the traffic encryption key is used to encrypt the service or programme. This value indicates to the BSA which Service Key it needs to use to encrypt the traffic encryption key.

	Int (32 bit) expressed as NTP time

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


12.3.2.2.3 STKM Response Message

After the reception of the STKM Request Message, the BSA sends this message to the BSD/A for the delivery of STKM. 

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	Key Request Message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the STKM request message.
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the STKM request message.
	AnyURI

	Destination
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSA ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	Status
	E
	M
	1
	Indication of the reception status of STKM Request Message. Global Status codes are used as specified in [tbd].
	Integer

	TEK
	E
	M
	1..N
	The traffic encryption key used to encrypt the service or program

TEK has the following attribute:


- STKM
	hexBinary

	STKM
	A
	M
	1
	The STKM message which is associated with this traffic encryption key
	hexBinary

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


12.3.2.2.4 TEK Request Message 

The TEK request message is used by the BSA to request a set of TEK’s from the BSD/A to deliver a set of TEK’s to be used for the encryption of the service or program. The set of TEK’s to be delivered are indicated by a start of end-time in the request message.
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	This message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. Used if service protection is programme based. Only GlobalContent ID which is related to the GlobalService ID is allowed.
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. Only Schedule ID which is related to the GlobalService ID is allowed. 
	AnyURI

	Destination
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSA ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	TEK start time
	E
	M
	1
	This is the start time of the TEKs that are used for the encryption of the service or program
	Int (32 bit) expressed as NTP time

	TEK end time
	E
	M
	1
	This is the end time of the TEK that are used for the encryption of the service or program. 
	Int (32 bit) expressed as NTP time

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


12.3.2.2.5 TEK response message

The TEK response message is used to deliver the TEK’s and the associated traffic protection protocol parameters to the BSA.  

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	This message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. Used if service protection is programme based. This field is mandatory if GlobalContent ID was provided in the TEK request message.. 
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the TEK request message.
	AnyURI

	Destination 
	E
	M
	1
	BSA ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	Status
	E
	M
	1
	Indication of the reception status of TEK Request Message. Global Status codes are used as specified in [tbd].
	Integer

	TEK
	E
	M
	1..N
	The traffic encryption key used to encrypt the service or program

TEK has the following attribute:


- Type


- Traffic protection protocol parameters


- Next traffic key


- Timestamp
	hexBinary

	Type
	A
	M
	1
	The traffic protection protocol used. This attribute can have the following values, as specified in the STKM message in paragraph 6.3.1:

- 1 if traffic_protection_protocol == TKM_ALGO_IPSEC

- 2 if traffic_protection_protocol == TKM_ALGO_SRTP

-3 if traffic_protection_protocol ==

 TKM_ALGO_AUENCRYP

- 4 if traffic_protection_protocol == TKM_ALGO_DCF
	integer

	Traffic protection protocol parameters
	A
	M
	1
	This specifies the data related to the traffic protection protocol for the STKM message, as defined in the STKM message:

if (traffic_protection_protocol == TKM_ALGO_IPSEC) {



security_parameter_index


if (next_traffic_key_flag == KSM_FLAG_TRUE ) {


    next_security_parameter_index    


}


}


if (traffic_protection_protocol == TKM_ALGO_SRTP) {



master_key_index_length



master_key_index



number_of_media_flows



for (I = 0; I < number_of_media_flows; i++) {




synchronization_source



}


}


if (traffic_protection_protocol == TKM_ALGO_AUENCRYP) {



key_indicator_length



key_indicator



if (next_traffic_key_flag == TKM_FLAG_TRUE) {




key_indicator



}


if (traffic_protection_protocol == TKM_ALGO_DCF) {



key_identifier_length



key_identifer



}


	hexBinary

	Next traffic key
	A
	M
	1
	Flag for indication of the next traffic key in an STKM message. If true, the STKM SHALL also include the next encrypted traffic key.
	Boolean

	ValidityTime
	A
	M
	1
	NTP time when the traffic encryption key is used to encrypt the service or programme. This value indicates to the BSA which Service Key it needs to use to encrypt the traffic encryption key.

The NTP value SHALL be bound by the start and end-times as indicated in the TEK request message.
	Int (32 bit) expressed as NTP time

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


12.3.2.3 STKM Delivery message

This message is used by the BSA to deliver the STKM to the BSDA.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	Key Request Message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. Only GlobalContent ID which is related to the GlobalService ID is allowed.
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. Only Schedule ID which is related to the GlobalService ID are allowed.
	AnyURI

	Destination
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSA ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	
	
	
	
	
	

	TEK
	E
	M
	1..N
	The traffic encryption key used to encrypt the service or program

TEK has the following attribute:


- STKM
	hexBinary

	STKM
	A
	M
	1
	The STKM message which is associated with this traffic encryption key
	hexBinary

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


12.3.2.4 Confirmation to STKM delivery message

This message is used by the BSD/A to confirm the reception of the STKM delivery message.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	Key Delivery Message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the target service
	String

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the STKM Delivery message.
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the STKM Delivery message.
	AnyURI

	Source
	E
	M
	1
	BSD/A ID (Note: To be independent of underlying network protocols, Source is included in the message.)
	String

	Status
	E
	M
	1
	Indication of the reception status of STKM Delivery Message. Global Status codes are used as specified in [tbd].
	Integer

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


12.3.2.5 Other Messages

TBD.

12.4 Interface SP-3
SEAK or PEAK is sent from the BSM to the BSA over the interface SP-3. A BSA that support service and/or content protection SHALL support Interface SP-3. A BSM that support service and/or content protection SHALL support Interface SP-3
12.4.2 Protocol Stacks

12.3.2.6 SP-3
The following protocol stack SHALL be used for the delivery of SEAK or PEAK from the BSM to the BSA. 
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Figure 2 – Protocol Stack for SP-2-2
HTTPS can be used to secure the interface between the BSA the BSM.

12.4.3 Message over SP-3
SEAK and or PEAK is delivered from the BSM to the BSD/A over the interface SP-3 

12.3.2.7 Keys

Tags are defined in the following table to identify a type of each message. There are two cases for delivery of SEAK or PEAK. The first case consists of the Key Request Message by the BSA and the Response to Key Request Message from the BSM. 
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The second case consists of the Key Delivery Message by the BSM and the Confirmation to Key Delivery Message by the BSA.
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	· Tag
	· Message Type
	· Key

	· 7
	· Key Request Message
	· SEAK or PEAK

	· 8
	· Response to Key Request Message
	· SEAK or PEAK

	· 9
	· Key Delivery Message
	· SEAK or PEAK

	· 10
	· Confirmation to Key Delivery Message
	· SEAK or PEAK


12.3.2.7.2 Key Request Message

This message is sent from the BSA to the BSM for the acquisition of SEAK or PEAK to encrypt Short Term Keys.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	This message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. Used if service protection is programme based. Only GlobalContent ID which related to the GlobalService ID is allowed. 
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. Used if service protection is program based. Only Schedule ID which is related to the GlobalService ID is allowed. 
	AnyURI

	Key_Start_Time
	E
	M
	1
	Provides the start time of the period for which the BSA requires a SEAKs and/or PEAKs for creating secured STKMs
	Int (32 bit) expressed as NTP time

	Key_End_Time
	E
	M
	1
	Provides the end time of the period for which the BSA requires a SEAKs and/or PEAKs for creating secured STKMs 
	Int (32 bit) expressed as NTP time

	Source
	E
	M
	1
	BSA ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


12.3.2.7.3 Response to Key Request Message

After the reception of the Key Request Message, the BSM sends this message to the BSA for the delivery of SEAK or PEAK. In case a SEAK is used for service protection of a certain service, the use of the SEAK is bound by its start and end-times. During the life-time of the service, the SEAK can be changed periodically. In case a PEAK is used for service-protection, the PEAK is used throughout the total life-time of the program. If both PEAK and SEAK are provided for a piece of content, then the TEK encrypted with the PEK and the PEK encrypted with the SEK SHALL be present in the STKM. When only the PEAK is provided, the STKM should only include the TEK encrypted with the PEK.  
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	Key Request Message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the key request message.
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the key request message.
	AnyURI

	Destination
	E
	M
	1
	BSA ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	Status
	E
	M
	1
	Indication of the reception status of Key Request Message. Global Status codes are used as specified in [tbd].
	Integer

	
	
	
	
	
	

	SEAK
	E
	O
	1
	SEAK
Contains attributes

- Key Identifier

Has the following elements


-SEAK Start


- SEAK End
	HexBinary

	Key Identifier
	A
	M
	1
	Provides the identifier of the SEAK. The SEAK identifier is the same as the one provided to the terminal with the LTKM message and is included with the STKM generated by the BSDA
	String

	SEAK Start
	E1
	M
	1
	Provides the start time of the period in which the SEAK provided can be used by the BSA in creating secured STKMs
	Int (32 bit) expressed as NTP time

	SEAK End
	E1
	M
	1
	Provides the end time of the period in which the SEAK provided can be used by the BSA in creating secured STKMs
	Int (32 bit) expressed as NTP time

	PEAK
	E
	O
	1
	PEAK

Note: Either SEAK, PEAK or both SHALL be included
Contains attributes


- Key Identifier


	HexBinary

	Key Identifier
	A
	M
	1
	Provides the identifier of the PEAK. The PEAK identifier is the same as the one provided to the terminal with the LTKM message. 
	String

	Access Criteria Descriptor
	E
	O
	1..N
	The Access Criteria Descriptor to be included in the STKM. Whenever access criteria are defined for a piece of Content, then these access criteria  take overrule the access criteria which where defined for the service to which the content item is related. 
	HexBinary

	Protection After Reception Flag
	E
	M
	1
	2 bit field defining the required protection after the removal of the service protection, as specified paragraph 6.3.1
	Uimbf

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


12.3.2.7.4 Key Delivery Message

This message is sent from the BSM to the BSA for the delivery of SEAK or PEAK without a request from the BSA. If the BSA receives this message, then the BSA replies to the BSM with Confirmation to Key Delivery Message. In case a SEAK is used for service protection of a certain service, the use of the SEAK is bound by its start and end-times. During the life-time of the service, the SEAK can be changed periodically. In case a PEAK is used for service-protection, the PEAK is used throughout the total life-time of the programme. If both PEAK and SEAK are provided for a piece of content, then the TEK encrypted with the PEK and the PEK encrypted with the SEK SHALL be present in the STKM. When only the PEAK is provided, the STKM should only include the TEK encrypted with the PEK.  
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	This message ID
	String

	
	
	
	
	
	

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. Used if service protection is programme based. Only GlobalContent ID which is related to the GlobalService ID is allowed.
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. Only Schedule ID which is related to the GlobalService ID is allowed 
	AnyURI

	Destination
	E
	M
	1
	BSA ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	
	
	
	
	
	

	SEAK
	E
	M
	1
	SEAK
Contains attributes


- Key Identifier

Has the following elements


-SEAK Start


- SEAK End
	HexBinary

	Key Identifier
	A
	M
	1
	Provides the identifier of the SEAK or PEAK. The SEAK or PEAK identifier is the same as the one provided to the terminal with the LTKM message. 
	String

	SEAK Start
	E1
	M
	1
	Provides the start time of the period in which the SEAK provided can be used by the BSA in creating secured STKMs
	Int (32 bit) expressed as NTP time

	SEAK End
	E1
	M
	1
	Provides the end time of the period in which the SEAK provided can be used by the BSA in creating secured STKMs
	Int (32 bit) expressed as NTP time

	PEAK
	E
	O
	1
	PEAK

Note: Either SEAK, PEAK or both SHALL be included
Contains attributes


- Key Identifier


	HexBinary

	Key Identifier
	A
	M
	1
	Provides the identifier of the PEAK. The PEAK identifier is the same as the one provided to the terminal with the LTKM message. 
	String

	Access Criteria Descriptor
	E
	O
	1..N
	The Access Criteria Descriptor to be included in the STKM. Whenever access criteria are defined for a piece of Content, then these access criteria  overrule the access criteria, which where defined for the service to which the content item is related.
	HexBinary

	Protection After Reception Flag
	E
	M
	1
	2 bit field defining the required protection after the removal of the service protection, as specified paragraph 6.3.1
	uimbf

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


12.3.2.7.5 Confirmation to Key Delivery Message

This message is sent from the BSA to the BSM for the acknowledgement of the Key Delivery Message.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	Key Delivery Message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected.. This field is mandatory if GlobalContent ID was provided in the key delivery message
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the key delivery message.
	AnyURI

	Destination
	E
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSA ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	Status
	E
	M
	1
	Indication of the reception status of Key Delivery Message. Global Status codes are used as specified in [tbd].
	Integer

	Time
	E
	O
	1
	The time when this message is sent
	DateTime



	
	



	







	










	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


12.3.2.8 Other Messages

TBD.

12.5 Interface SP-4-1

Interface SP-4-1 is to deliver SEAK or PEAK from SP-M in the BSM to the SP-KD in the BSD/A for the service protection. A BSM that support service and/or content protection SHALL support Interface SP-4-1. A BSD/A that support service and/or content protection SHALL support Interface SP-4-1
12.5.2 Protocol Stacks

12.3.2.9 SP-4-1

The following protocol stack SHALL be used for SEAK or PEAK delivery between the BSD/A and the BSM connected via interface SP-4-1.
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Figure 3 – Protocol Stack for SP-4-1
HTTPS can be used to secure the interface between the BSD/A the BSM.

12.5.3 Message over SP-4-1

SEAK or PEAK is sent from the BSM to the BSD/A over the interface SP-4-1 

12.3.2.10 Keys

Tags are defined in the following table to identify a type of each message. There are two cases for delivery of SEAK or PEAK. The first case consists of the Key Request Message by the BSD/A and the Response to Key Request Message from the BSM. 
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The second case consists of the Key Delivery Message by the BSM and the Confirmation to Key Delivery Message by the BSD/A.
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	· Tag
	· Message Type
	· Key

	· 11
	· Key Request Message
	· SEAK or PEAK

	· 12
	· Response to Key Request Message
	· SEAK or PEAK

	· 13
	· Key Delivery Message
	· SEAK or PEAK

	· 14
	· Confirmation to Key Delivery Message
	· SEAK or PEAK


12.3.2.10.2 Key Request Message

This message is sent from the BSD/A to the BSM for the acquisition of SEAK or PEAK to encrypt Short Term Keys.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	This message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. Used if service protection is programme based. Only GlobalContent ID which is related to the GlobalService ID is allowed. 
	AnyURI

	Schedule ID
	E
	O
	1
	Identieifer of the schedule that is protected. Used if service protection is program based. Only Schedule ID which is related to the GlobalService ID is allowed. 
	AnyURI

	Key_Start_Time
	E
	M
	1
	Provides the start time of the period for which the BSA requires a SEAKs and/or PEAKs for creating secured STKMs
	Int (32 bit) expressed as NTP time

	Key_End_Time
	E
	M
	1
	Provides the end time of the period for which the BSA requires a SEAKs and/or PEAKs for creating secured STKMs 
	Int (32 bit) expressed as NTP time

	Source
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


12.3.2.10.3 Response to Key Request Message

After the reception of the Key Request Message, the BSM sends this message to the BSD/A for the delivery of SEAK or PEAK. In case a SEAK is used for service protection of a certain service, the use of the SEAK is bound by its start and end-times. During the life-time of the service, the SEAK can be changed periodically. In case a PEAK is used for service-protection, the PEAK is used throughout the total life-time of the program. If both PEAK and SEAK are provided for a piece of content, then the TEK encrypted with the PEK and the PEK encrypted with the SEK SHALL be present in the STKM. When only the PEAK is provided, the STKM should only include the TEK encrypted with the PEK.  
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	Key Request Message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the key request message.
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the key request message.
	AnyURI

	Destination
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	Status
	E
	M
	1
	Indication of the reception status of Key Request Message. Global Status codes are used as specified in [tbd].
	Integer

	
	
	
	
	


	

	SEAK
	E
	O
	1
	SEAK
	HexBinary

	Key Identifier
	A
	M
	1
	Provides the identifier of the SEAK. The SEAK identifier is the same as the one provided to the terminal with the LTKM message and is included with the STKM generated by the BSDA
	String

	SEAK Start
	E1
	M
	1
	Provides the start time of the period in which the SEAK provided can be used by the BSD/A in creating secured STKMs
	Int (32 bit) expressed as NTP time

	SEAK End
	E1
	M
	1
	Provides the end time of the period in which the SEAK provided can be used by the BSD/A in creating secured STKMs
	Int (32 bit) expressed as NTP time

	PEAK
	E
	O
	1
	PEAK

Note: Either SEAK, PEAK or both SHALL be included
	HexBinary

	Key Identifier
	A
	M
	1
	Provides the identifier of the PEAK. The PEAK identifier is the same as the one provided to the terminal with the LTKM message. 
	String

	Access Criteria Descriptor
	E
	O
	1..N
	The Access Criteria Descriptor to be included in the STKM. Whenever access criteria are defined for a piece of Content, then these access criteria  take overrule the access criteria which where defined for the service to which the content item is related. 
	HexBinary

	Protection After Reception Flag
	E
	M
	1
	2 bit field defining the required protection after the removal of the service protection, as specified paragraph 6.3.1
	uimbf

	Time
	E
	O
	1
	The time when this message is sent
	DateTime



	
	



	







	










	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	

	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


12.3.2.10.4 Key Delivery Message

This message is sent from the BSM to the BSD/A for the delivery of SEAK or PEAK without a request from the BSD/A. If the BSD/A receives this message, then the BSD/A replies to the BSM with Confirmation to Key Delivery Message. In case a SEAK is used for service protection of a certain service, the use of the SEAK is bound by its start and end-times. During the life-time of the service, the SEAK can be changed periodically. In case a PEAK is used for service-protection, the PEAK is used throughout the total life-time of the programme. If both PEAK and SEAK are provided for a piece of content, then the TEK encrypted with the PEK and the PEK encrypted with the SEK SHALL be present in the STKM. When only the PEAK is provided, the STKM should only include the TEK encrypted with the PEK.  
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	This message ID
	String

	
	
	
	
	
	

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. Used if service protection is programme based. Only GlobalContent ID which is related to the GlobalService ID is allowed.
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. Only Schedule ID which is related to the GlobalService ID is allowed.
	AnyURI

	Destination
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	
	
	
	
	


	

	SEAK
	E
	M
	1
	SEAK
	Binary

	Key Identifier
	E
	M
	1
	Provides the identifier of the SEAK or PEAK. The SEAK or PEAK identifier is the same as the one provided to the terminal with the LTKM message. 
	String

	SEAK Start
	E1
	M
	1
	Provides the start time of the period in which the SEAK provided can be used by the BSD/A in creating secured STKMs
	Int (32 bit) expressed as NTP time

	SEAK End
	E1
	M
	1
	Provides the end time of the period in which the SEAK provided can be used by the BSD/A in creating secured STKMs
	Int (32 bit) expressed as NTP time

	PEAK
	E
	O
	1
	PEAK

Note: Either SEAK, PEAK or both SHALL be included
	HexBinary

	Key Identifier
	A
	M
	1
	Provides the identifier of the PEAK. The PEAK identifier is the same as the one provided to the terminal with the LTKM message. 
	String

	Access Criteria Descriptor
	E
	O
	1..N
	The Access Criteria Descriptor to be included in the STKM. Whenever access criteria are defined for a piece of Content, then these access criteria  overrule the access criteria, which where defined for the service to which the content item is related.
	HexBinary

	Protection After Reception Flag
	E
	M
	1
	2 bit field defining the required protection after the removal of the service protection, as specified paragraph 6.3.1
	uimbf

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


12.3.2.10.5 Confirmation to Key Delivery Message

This message is sent from the BSD/A to the BSM for the acknowledgement of the Key Delivery Message.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	Key Delivery Message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected.. This field is mandatory if GlobalContent ID was provided in the key delivery message
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the key delivery message.
	AnyURI

	Destination
	E
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	Status
	E
	M
	1
	Indication of the reception status of Key Delivery Message. Global Status codes are used as specified in [tbd].
	Integer

	Time
	E
	O
	1
	The time when this message is sent
	DateTime



	
	



	







	










	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


12.3.2.11 Other Messages

TBD.

12.6 Interface SP-4-2
Interface SP-4-2 is to deliver LTKM for broadcast distribution of LTKM’s Registration Key Material from SP-M in the BSM to the SP-KD in the BSD/A for the service protection. A BSM that support service and/or content protection SHALL support Interface SP-4-2. A BSD/A that support service and/or content protection SHALL support Interface SP-4-2.
12.6.2 Protocol Stacks

12.3.2.12 SP-4-2

The following protocol stack SHALL be used for LTKM delivery for broadcast distribution of LTKM’s or Registration Key Material delivery between BSD/A and BSM connected via interface SP-4-2. 
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Figure 4 – Protocol Stack for SP-4-2
HTTPS can be used to secure the interface between the BSD/A the BSM. 

12.6.3 Messages over SP-4-2

LTKM material for broadcast distribution of LTKM’s or Registration Key Material is sent from the BSM to the BSD/A over the interface SP-4-2.

12.3.2.13 Keys

Tags are defined in the following table to identify each message. There are two cases for delivery of LTKM material for broadcast distribution of LTKM’s or Registration Key Material. . The first case consists of the Key Request Message by the BSD/A and the Response to Key Request Message from the BSM. 
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The second case consists of the Key Delivery Message by the BSM and the Confirmation to Key Delivery Message from the BSD/A. 
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	· Tag
	· Message Type
	· Key

	· 15
	· Key Request Message
	· Long-Term Key Message

	· 16
	· Response to Key Request Message
	· Long-Term Key Message

	· 17
	· Key Delivery Message
	· Long-Term Key Message

	· 18
	· Confirmation to Key Delivery Message
	· Long-Term Key Message

	· 19
	· Key Request Message
	· Key Material for Registration

	· 20
	· Response to Key Request Message
	· Key Material for Registration

	· 21
	· Key Delivery Message
	· Key Material for Registration

	· 22
	· Confirmation to Key Delivery Message
	· Key Material for Registration

	· 
	· 
	· 

	· 
	· 
	· 

	· 
	· 
	· 

	· 
	· 
	· 


12.3.2.13.2 Key Request Message

This message is sent from the BSD/A to the BSM for the request for the delivery of LTKM material for broadcast distribution of LTKM’s or Registration Key Material..

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	This message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the target service
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. Only GlobalContent ID which is related to the GlobalService ID is allowed.
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. Only Schedule ID which is related to the GlobalService ID is allowed.
	AnyURI

	Source ID
	E
	M
	1
	BSD/A ID (Note: To be independent of underlying network protocols, Source is included in the message.)
	String

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


12.3.2.13.3 Response to Key Request Message

After the reception of the Key Request Message, the BSM sends this message to the BSD/A for the delivery of LTKM material for broadcast distribution of LTKM’s or Registration Key Material. 

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	Key Request Message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the target service
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the Key request message.
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the Key request message.
	AnyURI

	Source
	E
	M
	1
	BSM ID  (Note: To be independent of underlying network protocols, Source is included in the message.)
	String

	Status
	E
	M
	1
	Indication of the reception status of Key Request Message. Global Status codes are used as specified in [tbd].
	Integer

	Data
	E
	O
	1
	LTKM material for broadcast distribution of LTKM’s or Registration Key Material
	HexBinary

	LTKM Start
	E
	M
	1
	This field is mandatory if LTKM is provided. Provides the start time of the period in which the LTKM should be distributed by the BSD/A
	Int (32 bit) expressed as NTP time

	LTKM End
	E
	M
	1
	This field is mandatory if LTKM is provided. Provides the end time of the period in which the LTKM should be distributed by the BSD/A
	Int (32 bit) expressed as NTP time

	Time
	E
	O
	1
	The time when this message is sent
	DateTime



	
	



	







	










	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


12.3.2.13.4 Key Delivery Message

This message is sent from the BSM to the BSD/A for the delivery of LTKM material for broadcast distribution of LTKM’s or Registration Key Material without a request from the BSD/A. If the BSD/A receives this message, then the BSD/A replies to the BSM with Confirmation to Key Delivery Message.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	This message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the target service
	String

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. Only GlobalContent ID which is related to the GlobalService ID is allowed.
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. Only Schedule ID which is related to the GlobalService ID is allowed.
	AnyURI

	Source
	E
	M
	1
	BSM ID (Note: To be independent of underlying network protocols, Source is included in the message.)
	String

	Data
	E
	M
	1
	LTKM material for broadcast distribution of LTKM’s or Registration Key Material
	Binary

	LTKM Start
	E
	M
	1
	This field is mandatory if LTKM is provided. Provides the start time of the period in which the LTKM should be distributed by the BSD/A
	Int (32 bit) expressed as NTP time

	LTKM End
	E
	M
	1
	This field is mandatory if LTKM is provided. Provides the end time of the period in which the LTKM should be distributed by the BSD/A
	Int (32 bit) expressed as NTP time

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


12.3.2.13.5 Confirmation to Key Delivery Message

This message is sent from the BSD/A to the BSM to acknowledge the receipt of the Key Delivery Message.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	Key Delivery Message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the target service
	String

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the Key delivery  message.
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the Key Delivery message.
	AnyURI

	Source
	E
	M
	1
	BSD/A ID (Note: To be independent of underlying network protocols, Source is included in the message.)
	String

	Status
	E
	M
	1
	Indication of the reception status of Key Delivery Message. Global Status codes are used as specified in [tbd].
	Integer

	Time
	E
	O
	1
	The time when this message is sent
	DateTime



	
	



	







	










	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


12.3.2.14 Other Messages

TBD.

12.7 Interface SP-4-3
Interface SP-4-3 implements the delivery of the STKM’s from the BSM to the BSD/A. A BSM that support service and/or content protection SHALL support Interface SP-4-3. A BSD/A that support service and/or content protection SHALL support Interface SP-4-3.
12.7.2 Protocol Stacks

12.3.2.15 SP-4-3
The following protocol stack SHALL be used for the delivery of the STKM’s from the BSM to the BSDA. 
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Figure 5 – Protocol Stack for SP-4-3
HTTPS can be used to secure the interface between the BSD/A the BSM.

12.7.3 Message over SP-4-3
STKM is delivered from the BSM to the BSD/A over the interface SP-4-3 

12.3.2.16 Keys

Tags are defined in the following table to identify a type of each message. There are two cases for delivery of STKM to the BSD/A. The first case consists of the STKM Request Message by the BSDA and the Response with the Delivery of the STKM data by the BSM, i.e. BSD/A initiated STKM request. 
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The second case is BSM initiated. In this case the BSM requests a set of TEK’s from the BSDA which it will use during a specific time period to encrypt the service or programme. In response, the BSDA delivers the TEKs and the associated security protocol parameters. With this data, the BSM can send an STKM delivery message to the BSD/A. The BSD/A confirms this delivery message.
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12.3.2.16.2 STKM Request Message

This message is sent from the BSD/A to the BSM for the acquisition of the Short Term Keys Messages.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	This message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. Used if service protection is programme based. Only GlobalContent ID which is related to the GlobalService ID is allowed. 
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. Only Schedule ID which is related to the GlobalService ID is allowed. 
	AnyURI

	Destination 
	E
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	TEK
	E
	M
	1..N
	The traffic encryption key used to encrypt the service or program
TEK has the following attribute:


- Type

- Traffic protection protocol parameters


- Next traffic key


- Timestamp
	hexBinary

	Type
	A
	M
	1
	The traffic protection protocol used. This attribute can have the following values, as specified in the STKM message in paragraph 6.3.1:
- 1 if traffic_protection_protocol == TKM_ALGO_IPSEC

- 2 if traffic_protection_protocol == TKM_ALGO_SRTP

-3 if traffic_protection_protocol ==

 TKM_ALGO_AUENCRYP

- 4 if traffic_protection_protocol == TKM_ALGO_DCF
	integer

	Traffic protection protocol parameters
	A
	M
	1
	This specifies the data related to the traffic protection protocol for the STKM message, as defined in the STKM message:
if (traffic_protection_protocol == TKM_ALGO_IPSEC) {



security_parameter_index


if (next_traffic_key_flag == KSM_FLAG_TRUE ) {


    next_security_parameter_index    


}


}


if (traffic_protection_protocol == TKM_ALGO_SRTP) {



master_key_index_length



master_key_index



number_of_media_flows



for (I = 0; I < number_of_media_flows; i++) {




synchronization_source



}


}


if (traffic_protection_protocol == TKM_ALGO_AUENCRYP) {



key_indicator_length



key_indicator



if (next_traffic_key_flag == TKM_FLAG_TRUE) {




key_indicator



}


if (traffic_protection_protocol == TKM_ALGO_DCF) {



key_identifier_length



key_identifer



}


	hexBinary

	Next traffic key
	A
	M
	1
	Flag for indication of the next traffic key in an STKM message. If true, the STKM SHALL also include the next encrypted traffic key.
	Boolean

	ValidityTime
	A
	M
	1
	NTP time when the traffic encryption key is used to encrypt the service or programme. This value indicates to the BSM which Service Key it needs to use to encrypt the traffic encryption key.
	Int (32 bit) expressed as NTP time

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


12.3.2.16.3 STKM Response Message

After the reception of the STKM Request Message, the BSM sends this message to the BSD/A for the delivery of STKM. 

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	Key Request Message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the STKM request message.
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the STKM request message.
	AnyURI

	Destination
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	Status
	E
	M
	1
	Indication of the reception status of STKM Request Message. Global Status codes are used as specified in [tbd].
	Integer

	TEK
	E
	M
	1..N
	The traffic encryption key used to encrypt the service or program

TEK has the following attribute:


- STKM
	hexBinary

	STKM
	A
	M
	1
	The STKM message which is associated with this traffic encryption key
	hexBinary

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


12.3.2.16.4 TEK Request Message 

The TEK request message is used by the BSM to request a set of TEK’s from the BSD/A to deliver a set of TEK’s to be used for the encryption of the service or program. The set of TEK’s to be delivered are indicated by a start of end-time in the request message.
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	This message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. Used if service protection is programme based. Only GlobalContent ID which is related to the GlobalService ID is allowed.
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. Only Schedule ID which are related to the GlobalService ID is allowed.
	AnyURI

	Destination
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	TEK start time
	E
	M
	1
	This is the start time of the TEKs that are used for the encryption of the service or program
	Int (32 bit) expressed as NTP time

	TEK end time
	E
	M
	1
	This is the end time of the TEK that are used for the encryption of the service or program. 
	Int (32 bit) expressed as NTP time

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


12.3.2.16.5 TEK response message
12.3.2.16.6 The TEK response message is used to deliver the TEK’s and the associated traffic protection protocol parameters to the BSM.  
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	This message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. Used if service protection is programme based. This field is mandatory if Global Content ID was provided in the TEK request message.. 
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the TEK request message.
	AnyURI

	Destination 
	E
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	Status
	E
	M
	1
	Indication of the reception status of TEK Request Message. Global Status codes are used as specified in [tbd].
	Integer

	TEK
	E
	M
	1..N
	The traffic encryption key used to encrypt the service or program

TEK has the following attribute:


- Type


- Traffic protection protocol parameters


- Next traffic key


- Timestamp
	hexBinary

	Type
	A
	M
	1
	The traffic protection protocol used. This attribute can have the following values, as specified in the STKM message in paragraph 6.3.1:

- 1 if traffic_protection_protocol == TKM_ALGO_IPSEC

- 2 if traffic_protection_protocol == TKM_ALGO_SRTP

-3 if traffic_protection_protocol ==

 TKM_ALGO_AUENCRYP

- 4 if traffic_protection_protocol == TKM_ALGO_DCF
	integer

	Traffic protection protocol parameters
	A
	M
	1
	This specifies the data related to the traffic protection protocol for the STKM message, as defined in the STKM message:

if (traffic_protection_protocol == TKM_ALGO_IPSEC) {



security_parameter_index


if (next_traffic_key_flag == KSM_FLAG_TRUE ) {


    next_security_parameter_index    


}


}


if (traffic_protection_protocol == TKM_ALGO_SRTP) {



master_key_index_length



master_key_index



number_of_media_flows



for (I = 0; I < number_of_media_flows; i++) {




synchronization_source



}


}


if (traffic_protection_protocol == TKM_ALGO_AUENCRYP) {



key_indicator_length



key_indicator



if (next_traffic_key_flag == TKM_FLAG_TRUE) {




key_indicator



}


if (traffic_protection_protocol == TKM_ALGO_DCF) {



key_identifier_length



key_identifer



}


	hexBinary

	Next traffic key
	A
	M
	1
	Flag for indication of the next traffic key in an STKM message. If true, the STKM SHALL also include the next encrypted traffic key.
	Boolean

	ValidityTime
	A
	M
	1
	NTP time when the traffic encryption key is used to encrypt the service or programme. This value indicates to the BSM which Service Key it needs to use to encrypt the traffic encryption key.
The NTP value SHALL be bound by the start and end-times as indicated in the TEK request message.
	Int (32 bit) expressed as NTP time

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


12.3.2.17 STKM Delivery message
12.3.2.18 This message is used by the BSM to deliver the STKM to the BSDA.
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	Key Request Message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. Only GlobalContent ID which is related to the GlobalService ID is allowed.
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. Only Schedule ID which is related to the GlobalService ID is allowed.
	AnyURI

	Destination
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	
	
	
	
	
	

	TEK
	E
	M
	1..N
	The traffic encryption key used to encrypt the service or program

TEK has the following attribute:


- STKM
	hexBinary

	STKM
	A
	M
	1
	The STKM message which is associated with this traffic encryption key
	hexBinary

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


12.3.2.19 Confirmation to STKM delivery message
12.3.2.20 This message is used by the BSD/A to confirm the reception of the STKM delivery message.
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	Key Delivery Message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the target service
	String

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the STKM delivery message.
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the STKM delivery message.
	AnyURI

	Source
	E
	M
	1
	BSD/A ID (Note: To be independent of underlying network protocols, Source is included in the message.)
	String

	Status
	E
	M
	1
	Indication of the reception status of STKM Delivery Message. Global Status codes are used as specified in [tbd].
	Integer

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


12.3.2.21 Other Messages

TBD.

SP-A in BSA
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