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1 Reason for Change

This contribution provides a Global Status Code table that can be commonly used throughout the BCAST technical specifications. The table is based on the table in section 5.1.4 Error Codes with additional codes. As a lot of error codes can be reused in most response messages it is efficient to have a single code table that can be used commonly in all BCAST response messages. The columns of Pricing, Service Order, Renewal, Unsubscribe and Token of the original Table 1 have been removed as the distinction is unnecessary if a global look up table can be shared within all BCAST functionalities and entities. The codes in the new Global Status Code table are applicable to GlobalStatusCode, RoamingAuthorisationStatus in TS-Services. ItemWiseStatusCode and RoamingServiceScope are heavily dependent upon business issues and agreements and therefore are best left to proprietary tables. Also the Data Types of the codes in the response messages have been changed to unsignedByte with minor editorial changes to the text.
Summary of changes:

1. Updated table 1 in section 5.1.4 into Global Status Code table.

2. Changed Data Type of code values in response messages into unsignedByte & minor editorials.

2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

If agreed, the latest version of TS-Services to be changed as proposed.
6 Detailed Change Proposal

Change 1:  Change section 5.1.4
5.1.4       Global Status Codes

The following table lists all the possible status codes for error case, and their applicability to each transaction.  The table is to be used for GlobalStatusCode and RoamingAuthorisationStatus in Provisioning and Roaming response messages. The codes may also be used in other response messages in other BCAST technical specifications.

Table 1: Global Status Codes
	Code
	Status

	000
	Success
The request was processed successfully.

	001
	Device Authentication Failed

This code indicates that the BSM was unable to authenticate the device, which may be due to the fact that the user or the device is not registered with the BSM.

In this case, the user may contact the BSM, and establish a contract, or get the credentials in place that are used for authentication.

	002
	User Authentication Failed

This code indicates that the BSM was unable to authenticate the user, which may be due to the fact that the user or the device is not registered with the BSM.

In this case, the user may contact the BSM, and establish a contract, or get the credentials in place that are used for authentication.

	003
	Purchase Item Unknown

This code indicates that the requested service item is unknown. This can happen e.g. if the device has a cached service guide with old information.

In this case, the user may re-acquire the service guide.

	004
	Device Authorization Failed

This code indicates that the device is not authorized to get Long-Term Key Messages from the RI, e.g. because the device certificate was revoked.

In this case, the user may contact the BSM operator.

	005
	User Authorization Failed

This code indicates that the user is not authorized to get Long-Term Key Messages from the RI, e.g. because the device certificate was revoked.
In this case, the user may contact the BSM operator.

	006
	Device Not Registered

This code indicates that the device is not registered with the RI that is used for the transaction.

When this code is sent, the response message includes a registration trigger that allows the device to register.

In this case, the device may automatically perform the registration, and, if the registration is successful, re-initiate the original transaction.

	007
	Server Error

This code indicates that there was a server error, such as a problem connecting to a remote back-end system.

In such a case, the transaction may succeed if it is re-initiated later.

	008
	Mal-formed Message Error

This code indicates that there has been a device malfunction, such as a mal-formed XML request.

In such a case, the transaction may or may not (e.g. if there is an interoperability problem) succeed if it is re-initiated later.

	009
	Charging Error

This code indicates that the charging step failed (e.g. agreed credit limit reached, account blocked) and therefore the requested Long-Term Key Message cannot be provided.

The user may in such a case contact the BSM operator.

	010
	No Subscription

This code indicates that there has never been a subscription for this service item, or that the subscription for this item has terminated.

The user may in such a case issue a service request for a new subscription.

	011
	Operation not Permitted

This code indicates that the operation that the device attempted to perform is not permitted under the contract between BSM and user.

The user may in this case contact BSM operator and change the contract.

	012
	Unsupported version

This code indicates that the version number specified in the request message is not supported by the network. 

In this case, the user may contact the BSM operator.

	013
	Illegal Device

This code indicates that the device requesting services is not acceptable to the BSM. E.g. Blacklisted.

In this case, the user may contact the BSM operator.

	014
	Service Area not Allowed

This code indicates that the device is not allowed services in the requested area due to subscription limits

In this case, the user may contact the BSM operator or subscribe to the applicable service.

	015
	Requested Service Unavailable

This code indicates that the requested service is unavailable due to transmission problems.

In this case, the request may re-initiated at a later time.

	016 
	Request already Processed

This code indicates that an identical request has been previously processed. 

In this case, the user or the entity may check to see if the request had already been processed (i.e. received an LTK), if not retry the request.

	017
	Information Element Non-existent 

This code indicates that the message includes information elements not recognized because the information element identifier is not defined or it is defined but not implemented by the entity receiving the message. 

In this case related entities should contact each other.

	018 
	Unspecified

This code indicates that an error has occurred which cannot be identified.

In this case related entities should contact each other. 

	019 
	Process Delayed

Due to heavy load, request is in the cue, waiting to be processed.
In this case the user or entity should wait for the transaction to complete.

	020
	Generation Failure

This code indicates that the request information (message) could not be generated. 
In this case the user or entity should retry later.

	021
	Information Invalid

This code indicates that the information given is invalid and cannot be used by the system.

In this case the request should be rechecked and sent again.

	022
	Invalid Request

This code indicates that the requesting key materials and messages (e.g., LTKM) are not valid and can not be fulfilled.

In this case the request should be rechecked and sent again.

	023
	Wrong Destination

This code indicates that the destination of the message is not the intended one.

In this case the request should be rechecked and sent again.

	024
	Delivery of Wrong Key Information

This code indicates that the delivered key information and messages (e.g., LTKM) are invalid.

In this case the request should be rechecked and sent again.

	025 ~ 127
	Reserved for future use

	128 ~ 255
	Reserved for proprietary use


	
	
	
	
	
	
	

	
	


	
	
	
	
	

	
	


	
	
	
	
	

	
	


	
	
	
	
	

	
	



	
	
	
	
	

	
	


	
	
	
	
	

	
	


	
	
	
	
	

	
	


	
	
	
	
	

	
	


	
	
	
	
	

	
	


	
	
	
	
	

	
	


	
	
	
	
	


Change 2:  Minor editorial changes to response messages affected by proposed table
5.1.5.1       Pricing Information Response

If the price information request is accepted by BSM, then the message from BSM contains following data:

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Global
Status
Code
	E
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 1.
	UnsignedByte

	RequestID
	E
	O
	1
	Identifier for the corresponding Service Guide request message.
	Integer

	Purchase ITEM ID
	E
	M
	1..N
	IDs of PurchaseItem fragment that a user wants to know the price
	anyURI

	Price_info
	E1
	M
	1
	Price information of Purchase Item that a user wants to know the price.
	String

	Service
Guide
Fragment
	E
	O
	1..N
	Service guide fragments containing information for the requested purchase items. The format is specified in [BCAST-SG]
	Complex Type

	Authentication
	E
	O
	1
	The message authentication, created as described in section ‎5.1.3.

[Note] The method for message authentication is to be defined in 5.1.3
	Base64-encoded binary


If the price information request is rejected by BSM, then the message from BSM contains following data:

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Global
Status
Code
	E
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 1.
	UnsignedByte

	ItemWise
Status
Code
	E
	M
	1..N
	A list of item-specific error codes (see Table 2).
	Integer

	Purchase
ItemID
	A
	M
	1
	For each status code, the ID of the PurchaseItem Fragment to which the particular error is related.
	anyURI

	RequestID
	E
	O
	1
	Identifier for the corresponding Price Information request message.
	Integer

	Authentication
	E
	O
	1
	The message authenticaton, created as described in section ‎5.1.3.

[Note] The method for message authentication is to be defined in 5.1.3
	Base64-encoded binary


.

5.1.6.2      Service Response

If Service Request is accepted by BSM, then the message from BSM contains following data:

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Global
Status
Code
	E
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 1.
	UnsignedByte

	Rights
Validity
EndTime
	E
	O
	0..N
	The last time and date of validity of the Long-Term Key Message, after which it has to be renewed.

[Note] this element is validated if RO is broadcasted. Otherwise, this element is not necessary.
	DateTime

	ID
	A
	M
	1
	The ID of the PurchaseItem fragment to which the validity end time is related.
	anyURI

	RequestID
	E
	O
	1
	Identifier for the corresponding Service request message.
	Integer

	Authentication
	E
	O
	1
	The message authentication, created as described in section ‎5.1.3.

[Note] The method for message authentication is to be defined in 5.1.3
	Base64-encoded binary

	Trigger
	E
	M
	1
	ROAP RO Acquisition Trigger**. The device is expected to use the trigger to initiate one or more Long-Term Key Message acquisitions.
	MIME part


If Service Request is rejected by BSM, then the message from BSM contains following data:

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Global
Status
Code
	E
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 1.
	UnsignedByte

	ItemWise
Status
Code
	E
	M
	1..N
	The error code relative to a particular service item.
	Integer

	Purchase
ItemID
	A
	M
	1
	The ID of the PurchaseItem fragment to which this error code is related.
	anyURI

	RequestID
	E
	O
	1
	Identifier for the corresponding Service request message.
	Integer

	Authentication
	E
	O
	1
	The message authentication, created as described in section ‎5.1.3.

[Note] The method for message authentication is to be defined in 5.1.3
	Base64-encoded binary

	Trigger
	E
	O
	1
	If the service order failed because the device was unregistered, the response includes a ROAP Registration Trigger**. The device is expected to use the trigger to initiate a registration and repeat the service order once it is registered.
	MIME part


5.1.6.5      Subscription Renewal Response

If Subscription Renewal Response is accepted by BSM, then the message from BSM contains following data:

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Global
Status
Code
	E
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 1.
	UnsignedByte

	Long-Term Key 
Validity
EndTime
	E1
	O
	0..N
	The last time and date of validity of the Long-Term Key Message, after which it has to be renewed again.

[Note] the information on this element can be provided in RO.
	DateTime

	ID
	A
	M
	1
	The ID of the PurchaseItem fragment to which the validity end time is related.
	anyURI

	RequestID
	E
	O
	1
	Identifier for the corresponding Subscription request message.
	Integer

	Authenticaiton
	E
	O
	1
	The message authentication, created as described in section ‎5.1.3.

[Note] The method for message authentication is to be defined in 5.1.3
	Base64-encoded binary

	Trigger
	E
	M
	1
	ROAP RO Acquisition Trigger**. The device is expected to use the trigger to initiate one or more Long-Term Key Message acquisitions.
	MIME part


If Subscription Renewal Response is rejected by BSM, then the message from BSM contains following data:

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Global
Status
Code
	E
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 1.
	UnsignedByte

	ItemWise
Status
Code
	E
	M
	1..N
	The error code relative to a particular service item.
	Integer

	Purchase
ItemID
	A
	M
	1
	The ID of the PurchaseItem fragment to which this error code is related.
	anyURI

	RequestID
	E
	O
	1
	Identifier for the corresponding Subscription request message.
	Integer

	Authentication
	E
	O
	1
	The message authentication, created as described in section ‎5.1.3.

[Note] The method for message authentication is to be defined in 5.1.3
	Base64-encoded binary

	Trigger
	E
	O
	1
	If the service order failed because the device was unregistered, the response includes a ROAP Registration Trigger**. The device is expected to use the trigger to initiate a registration and repeat the service order once it is registered. The trigger is attached to the response as an additional MIME part.
	Complex type


5.1.6.8       Unsubscribe Response

If Unsubscribe Request is accepted by BSM, then the message from BSM contains following data:

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Global
Status
Code
	E
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 1.
	UnsignedByte

	Unsubscribe
InfoMessage
	E
	M
	1..N
	For each subscription that was successfully removed, a message (in free text form) indicating when the cancellation of the subscription will become effective.
	String

	Purchase
ItemID
	A
	M
	1
	The ID of the PurchaseItem fragment to which the message is related.
	anyURI

	RequestID
	E
	O
	1
	Identifier for the corresponding Unsubscribe request message.
	Integer

	Authentication
	E
	O
	1
	The message authentication, created as described in section ‎5.1.3.

[Note] The method for message authentication is to be defined in 5.1.3
	Base64-encoded binary


If Unsubscribe Request is rejected by BSM, then the message from BSM contains following data:

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Global
Status
Code
	E
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 1.
	UnsignedByte

	ItemWise
Status
Code
	E
	M
	1..N
	The error code(s) relative to a particular service item.
	Integer

	Purchase
ItemID
	A
	M
	1
	The ID of the PurchaseItem fragment to which this error code is related.
	anyURI

	RequestID
	E
	O
	1
	Identifier for the corresponding Unsubscribe request message.
	Integer

	Authentication
	E
	O
	1
	The message authentication, created as described in section ‎5.1.3.

[Note] The method for message authentication is to be defined in 5.1.3
	Base64-encoded binary


Note that if the user has already renewed the subscription, the removal of the subscription will become effective only after an additional subscription period.

5.8.1.4 Roaming service authorisation response

The Visited Service Provider BSM SHALL send the following message to the Home Service Provider BSM:

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Request ID
	E
	M
	1
	A unique ID that SHALL be used throughout the roaming registration procedure. It SHALL be generated by the terminal when it first requests roaming registration.
	UnsignedInt (32 bits)

	Roaming Authorisation Status
	E
	M
	1
	A field that SHALL indicate whether the terminal has been authorised for roaming services or not. This value of this field SHALL be determined by the Visited Service Provider BSM. 
Note: The codes in table 1 are be used.
	UnsignedByte

	Roaming Service Scope
	E
	M
	1
	A field that SHALL indicate the scope of roaming that has been permitted to the terminal. This field MAY have information such as surcharge of roaming services or the requested PurchaseItem Service etc. The terminal SHALL be able to recognise this field and also be able to present it to the user.
	UnsignedInt (32 bits)


5.8.1.5 Response to access roaming BCAST services

The Home Service Provider BSM SHALL send the following message to the terminal: 

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Request ID
	E
	NM/TM
	1
	A unique ID that SHALL be used throughout the roaming registration procedure. It SHALL be generated by the terminal when it first requests roaming registration.
	UnsignedInt (32 bits)

	Roaming Authorisation Status
	E
	NM/TM
	1
	A field that SHALL indicate whether the terminal has been authorised for roaming services or not. This value of this field SHALL be determined by the Visited Service Provider BSM. 
Note: The codes in table 1 are to be used.
	UnsignedByte

	Roaming Service Scope
	E
	NM/TM
	1
	A field that SHALL indicate the scope of roaming that has been permitted to the terminal. This field MAY have information such as surcharge of roaming services or the requested PurchaseItem Service etc. The terminal SHALL be able to recognise this field and also be able to present it to the user.
	UnsignedInt (32 bits)


5.8.2.4 Roaming Service Authorisation Response

The Home Service Provider BSM SHALL send the following message to the Visited Service Provider BSM.
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Request ID
	E
	M
	1
	A unique ID that SHALL be used throughout the roaming registration procedure. It SHALL be generated by the terminal when it first requests roaming registration.
	UnsignedInt (32 bits)

	Roaming Authorisation Status
	E
	M
	1
	A field that SHALL indicate whether the terminal has been authorised for roaming services or not. This value of this field SHALL be determined by the Visited Service Provider BSM.
Note: The codes in table 1 are to be used.
	UnsignedByte

	Terminal Subscription Type
	E
	M
	1
	A field that SHALL indicate the subscription scope of the terminal in terms of roaming. The Home Service Provider and the Visited Service Provider have a common understanding of the field according to roaming agreements between them.


	UnsignedInt (32 bits)


5.8.2.5 Response to access roaming BCAST services

The Visited Service Provider BSM SHALL send the following message to the terminal.

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Request ID
	E
	NM/TM
	1
	A unique ID that SHALL be used throughout the roaming registration procedure. It SHALL be generated by the terminal when it first requests roaming registration.
	UnsignedInt (32 bits)

	Roaming Authorisation Status
	E
	NM/TM
	1
	A field that SHALL indicate whether the terminal has been authorised for roaming services or not. This value of this field SHALL be determined by the Visited Service Provider BSM.
Note: The codes in table 1 are to be used.
	UnsignedByte

	Roaming Service Scope
	E
	NM/TM
	1
	A field that SHALL indicate the scope of roaming that has been permitted to the terminal. This field MAY have information such as surcharge of roaming services or the requested PurchaseItem Service etc. The terminal SHALL be able to recognise this field and also be able to present it to the user.
	UnsignedInt (32 bits)
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