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1 Reason for Contribution

This Input Contribution is for the internal collection of comments and resolutions related to [BCAST10-ServContProt] for BCAST 1.0 Consistency Review. The content of this IC will be reflected in the formal BCAST 1.0 Consistency Review Report later. 

2 Summary of Contribution

Collection of comments and resolutions related to [BCAST10-ServContProt] for BCAST 1.0 Consistency Review.
3 Detailed Proposal

Review Comments

< OMA-TS-BCAST_SvcCntProtection-V1_0-20060324-D>
	ID
	Open Date
	Edit
	Section
	Description
	Status

	SC-old-001
	2006.03.03
	N
	SP Back End Interface Section (Section 12)
	Source: KPN and Bamboo

From: OMA-BCAST-2006-0190R2

Comment :

Evolution in the security model and the need to support streams shared by multiple and independent BSMs now require the ability of the BSDA to generate Short Term Keys, deliver them using STKMs and use them for securing the transmitted content.

More specifically there are two issues with the current usage of BCAST-4 for service protection:

· Having the BSMs generate TEKs and deliver them to the BSDA for transmission over BCAST-5 could cause a number of synchronization problems. A BSDA may start using a TEK while the BSM has not yet issued the appropriate TEK in an STKM

· In a shared stream scenario, the TEK needs to be centrally generated for the shared stream so the TEKs cannot be generated in each BSM. Further the centrally generated TEK needs to then be delivered in multiple MIKEY message – one per BSM (corresponding to a current MSK),

To address these issue we propose to have the BSDA to generate TEKs on its own and consequently to generate the associated STKMs. This requires the BSDA to be aware of the long-term keys used by the BSM so that it can produce the STKMs for each BSM and deliver the generated keys. TEKs generated by the BSDA are then used for encrypting service data.

Proposed Resolution : 

Change Request OMA-BCAST-2006-0190R2 resolves this one.


	Status: OPEN

	SC-old-002
	2006.03.30
	N
	Appendix D
	Source : Samsung and LGE
From : OMA-BCAST-2006-0316
Comment : 

The usage of current Global Status code is missing.

The description about the usage of Global status code for BGI is missing.

Proposed Resolution : 

Change Request OMA-BCAST-2006-0316 resolves this one.


	Status: OPEN

OMA-BCAST-2006-0316R02
is Tentatively Agreed.

	SC-old-003
	2006.04.01
	N
	New
	Source: China Mobile
From: OMA-BCAST-0264R1

Comment : 

The main purpose of this CR is to propose MBMS [3GPP 23.246] adaptation for the 4-layer service protection model described in the OMA BCAST service and content protection document [TS SCP]. In order to reduce the number of keys and parallel functions fulfilling the same security requirements as BCAST SCP has defined, the security architecture used by MBMS for 3GPP systems SHALL be reused as much as possible.
Proposed Resolution : 

Change Request OMA-BCAST-2006-0264R01 resolves this one.


	Status: OPEN  

OMA-BCAST-2006-0264R04
is Tentatively Agreed.


	SC-old-004
	2006.03.26
	N
	6.4.1
	Source: Nokia

From: OMA-BCAST-2006-0280

Comment:

The default state of reserved bits is not defined.

Certain reserved bits in DVB-SPP are being used in BCAST.

Proposed Resolution:

Reserved bits in STKM message should be set to zero for harmonization. The proposed solution is presented in CR 292.
	Status: OPEN
OMA-BCAST-2006-0292
is Tentatively Agreed.



	SC-old-005
	2006.03.26
	N
	6.4.1
	Source: Nokia

From: OMA-BCAST-2006-0280
Comment:

There is a byte alignment problem in the STKM message structure.

Permission flag is one bit, and the previous reserved bits are 6 bits.

Proposed Resolution:

Proposed solution is introduced in CR 289.
	Status: OPEN
OMA-BCAST-2006-0289

is Tentatively Agreed.

	SC-old-006
	2006.03.26
	N
	6.3.3

6.4.1
	Source: Nokia

From: OMA-BCAST-2006-0280
Comment:

RoID is defined as “NCName”  in ROAP schema. “/”, “@” and “#” are not legal characters for this type. Also, “hex” instead of “ascii” should be used for consistency.

Proposed Resolution:

Proposed solution is introduced in CR 290.
	Status: OPEN
OMA-BCAST-2006-0290R01
is Tentatively Agreed.



	SC-old-007
	2006.03.26
	Y
	6.3.3

6.4.1
	Source: Nokia

From: OMA-BCAST-2006-0280
Comment:

At several places, “+”  has been used to denote concatenation operation. For example,  calculations of service_CID, program_CID, program_BCI, deviceRoID,domainRoID  use “+” for concatenation.

Proposed Resolution:

“+” should be replaced by  “||”
	Status: OPEN



	SC-old-008
	2006.03.26
	N
	6.4.1
	Source: Nokia

From: OMA-BCAST-2006-0280
Comment:

“key_indicator_length” parameter is missing for ISMAcryp in STKM message structure.

Proposed Resolution:

Proposed solution is introduced in CR 291.
	Status: OPEN
OMA-BCAST-2006-0291R01
Is Tentatively Agreed.



	SC-old-009
	2006.03.26
	N
	6.0
	Source: Nokia

From: OMA-BCAST-2006-0280
Comment:

The last  paragraph in Section 6.0 of the document is not very clear to us. The paragraph says:

 “Adaptation of the 4-layer model used in OMA BCAST to underlying BDSes SHALL be possible, for example for 3GPP MBMS, 3GPP2 BCMCS or DVB CBMS”. This sentence sets a normative requirement. However, this requirement does not seem to be for implementations but for the BCAST group itself.

Proposed Resolution:

Proposed solution is introduced in CR 293.
	Status: OPEN

	SC-old-010
	2006.04.01
	N
	6.2
	Source: China Mobile

From: OMA-BCAST-2006-0304R1

Comment:

Key hierarchy clarification for smartcard profile is necessary.
Proposed Resolution:

Key hierarchy clarification for smartcard profile by paragraphing the text of section 6.2 in TS SCP document (The latest version).
Describing how subscriber management key (SMK) is derived by using GBA.
Adding the procedures of requesting long term key from the terminal to the service provider
Proposed Resolution is introduced in CR 304R01.
	Status : OPEN


	SC-old-011
	2006.04.05
	N
	3.2
	Source: SEC WG

From: OMA-BCAST-2006-0343

Comment:

Definition of Secure Storage entity is missing

Proposed Resolution:

Proposed Resolution is introduced in OMA-BCAST-2006-0343.
	Status : OPEN

OMA-BACST-2006-0343R01
is Temporarily Agreed.


< OMA-TS-BCAST_SvcCntProtection-V1_0-20060412-D>
	ID
	Open Date
	Edit
	Section
	Description
	Status

	SC-New-001
	2006.04.06
	N
	4
	Source: Siemens

From : BCAST/DLDRM email reflector (Anja Jerichow)
Comment:

In Section 4.5 (key management), shouldn't there be an introductory section on the DRM profile as well?

	Status : OPEN

	SC-New-002
	2006.04.06
	N
	5,6,7
	Source: Siemens

From : BCAST/DLDRM email reflector (Anja Jerichow)
Comment:
There are two sub-sections labelled as Layer 4.
Proposed Resolution:

Just keep Layer 4 as one section, which has two sub-sections (streaming/dl)
	Status : Open

	SC-New-003
	2006.05.02
	N
	5.6 – 5.9
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

These sections are still incomplete
	Status: OPEN



	SC-New-004
	2006.05.02
	N
	6.7.1.1
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

There are several ‘notes’ for the mechanism described. However, one of the most important is that after play-back of the recorded content, the user has to obtain a new MSK for the current service in order to be able to consume this.  
	Status: OPEN



	SC-New-005
	2006.05.02
	N
	6.7.1.1
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

Recording chapter is only available within the SmartCard profile chapter. This is not very consistent. Furthermore, it should be clarified that recording is only possible when encryption on the AU level is applied. Recording of SRTP or IPSec streams require re-encryption. 
	Status: OPEN



	SC-New-006
	2006.05.02
	N
	9.1
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

4th bullet under SA management states that the IP Sec security Policy Shall be provided by the Service Guide. However, reference regarding solution or description of this data in the ESG spec is missing.

Proposed Solution:


	Status: OPEN



	SC-New-007
	2006.05.02
	N
	9.1
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

6th bullet under SA management. Definition of crypto periods is missing.
	Status: OPEN



	SC-New-008
	2006.05.02
	N
	9.1
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

9th bullet under SA management: definition of “LRU” is missing.
	Status: OPEN



	SC-New-009
	2006.05.02
	N
	10
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

The access information pertaining to the traffic key is not present in the ESG. 

Furthermore, the word must is mentioned. Is it normative?
	Status: OPEN



	SC-New-0010
	2006.05.02
	
	10.2.1
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

Table ( Stream ID purpose: Text states “Numbers are limited to….” Could be clarified more:

Proposed Solution:

Reword into: “Numbers are unique within a particular…


	Status: OPEN



	SC-New-0011
	2006.05.02
	N
	10.2.3
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

First paragraph is far from clear. An encrypted media stream can refer to 2 STKM streams per operator, but can contain multiple STKM streams in total
	Status: OPEN



	SC-New-0012
	2006.05.02
	N
	10.2.3
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

The paragraph mentions examples from multiple service provider SDP, but it is unclear how this is constructed. It is also unclear whether this SDP information can be acquired over the interaction channel or not. 
	Status: OPEN



	SC-New-0013
	2006.05.02
	N
	10.2.3 and 10.2.5 3rd table
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

The paragraph mentions an example of two different audio streams for a media stream. However, this is inco0nsistent the way the ESG is created. Declaring 2 audio languages in the SDP does not provide information to the end-user. A different audio language is indicated by a different schedule fragment and a separate access fragment. 
	Status: OPEN



	SC-New-0014
	2006.05.02
	N
	10.2.4
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

This is only required for BCRO’s. Therefore this section is confusing the way it is. Either clarify or move the section to the4 XBS spec.
	Status: OPEN



	SC-New-0015
	2006.05.02
	N
	10.2.5
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

The 4th example with the 4th table is confusing. It is not clear whether current interfaces provide the information to create such an aggregated SDP. It is more logical that each service provider has it’s own ESG and it’s own SDP. 
	Status: OPEN



	SC-New-0016
	2006.05.02
	N
	13.2
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

2nd sentence states that “..,it is only MANDATORY for content protection”. This is unclear. Mandatoriness should be coupled to a terminal feature, not to a selected technology by the service provider.
	Status: OPEN



	
	2006.05.02
	N
	13.2.1
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

Referral is made to TS [3GPP TS 33.222] Section 5.5. This is not a stable reference, as chapter numbers may change. 

Proposed Solution:

Include the name of the section and specify TS version. 
	Status: OPEN



	
	2006.05.02
	N
	14.4
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

The technical difference between Service Protection and content protection is only the setting of the “protection after reception” flag in the STKM. 

Proposed Solution:

Therefore, the CP section can be removed and the SP section can cater for the CP solution.  Wording should be changed to indicate that chapter 14 covers both SP and CP. 
	Status: OPEN




CRs tracking

	CR ID
	Addresses Comments
	Status of CR

	OMA-BCAST-2006-0190R3
	SC-old-001
	Noted

	OMA-BCAST-2006-316R02
	SC-old-002
	Tentatively Agreed

	OMA-BCAST-2006-0264R04
	SC-old-003
	Tentatively Agreed

	OMA-BCAST-2006-0292
	SC-old-004
	Tentatively Agreed

	OMA-BCAST-2006-0289
	SC-old-005
	Tentatively Agreed

	OMA-BCAST-2006-0290R01
	SC-old-006
	Tentatively Agreed

	OMA-BCAST-2006-0291R01
	SC-old-008
	Tentatively Agreed

	OMA-BCAST-2006-0293
	SC-old-009
	Noted

	OMA-BCAST-2006-0304R02
	SC-old-010
	Noted

	OMA-BACST-2006-0343R01
	SC-old-011
	Tentatively Agreed


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This is BCAST internal working document to collect and resolve Consistency Review comments that apply to BCAST Service and Content Protection Technical Specification. Recommend including above comments and relevant resolutions to be agreed in BCAST 1.0 Consistency Review Report at the end of Consistency Review.
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