Doc#  OMA-BCAST-2006-0396R03-Smartcard clarifications [image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc#  OMA-BCAST-2006-0396R3-Smartcard clarifications 
Change Request



Change Request

	Title:
	Smart Card clarifications
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BCAST/DLDRM

	Doc to Change:
	OMA-TS-BCAST-SvcCntProtection-V1_0-20060412-D

	Submission Date:
	31 May 2006

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Pierre Fargues, Axalto, fargues@axalto.com
Ferial Chummun, Agere Systems Inc., chummun@agere.com
Santiago Martinez, Telefonica Moviles , smg@tid.es 


	Replaces:
	n/a


1 Reason for Change

After the presentation of the smartcard concepts in the IC “OMA-BCAST 2006-0278R01”, this CR is providing the necessary references, definitions and abbreviations and propose a harmonization of the terminologies used in the OMA-TS-BCAST-SvcCntProtection v1 0-20060412-D document.

Basically, this CR proposes to: 
· Add normative references on R-UIM and CSIM

· Add definitions CSIM, R-UIM, SIM, UICC, USIM, (U)SIM

· Add abbreviations CSIM, ICC, ISIM, MBMS, R-UIM, SIM, UICC, USIM

· And relevant terminologies’ modifications

· All the occurrences “USIM” become “(U)SIM”

· All the occurrences “(R-)UIM” become “(R-)UIM/CSIM

· And all occurrences “(U)SIM/(R-)UIM” become “(U)SIM/(R-)UIM/CSIM

The modifications in the release 1 are : 

· Add “(“, “)” to the R-UIM. 
· Add link to 3GPP2 references in the chapter 7.1.1 “Smartcard Profile Key management”
The modification in the release 2 is to resolve the inconsistency in 7.1.1 paragraph. 

The modification in the release 3 is to resolve the number of the impacted paragraph : 7.1.1 becomes 4.5.1. 

2 Impact on Backward Compatibility

Shouldn’t have any backward compatibility since this is the first version of the BCAST enabler.

3 Impact on Other Specifications

None identified.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is proposed to introduce the changes in a new version of the BCAST document.

6 Detailed Change Proposal

In OMA-TS-BCAST-SvcCntProtection-V1_0

· And relevant terminologies’ modifications

· All the occurrences “USIM” become “(U)SIM”

· All the occurrences “(R-)UIM” become “(R-)UIM/CSIM”

· And all occurrences “(U)SIM/(R-)UIM” become “(U)SIM/(R-)UIM/CSIM”

2.1Normative References

	[3GPP TS 26.346]
	“Multimedia Broadcast/Multicast Service (MBMS); Protocols and codecs”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 26.346, http:// www.3gpp.org/

	[3GPP TS 31.101]
	“UICC-terminal interface; Physical and logical characteristics”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 31.101, http:// www.3gpp.org/

	[3GPP TS 31.102]
	“Characteristics of the Universal Subscriber Identity Module (USIM) application”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 31.102, http:// www.3gpp.org/

	[3GPP TS 33.203]
	“3G security; Access security for IP-based services”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 33.203, http:// www.3gpp.org/

	[3GPP TS 33.220]
	“Generic Authentication Architecture, Generic Bootstrapping Architecture”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 33.220, http:// www.3gpp.org/

	[3GPP TS 33.222]
	“Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 33.222, http://www.3gpp.org/

	[3GPP TS 33.246]
	“Security of Multimedia Broadcast/Multicast Service”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 33.246, http://www.3gpp.org/

	[3GPP2 S.S0083]
	“BCMSC Security Framework”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 S.S0083, http://www.3gpp2.org/

	[3GPP2 S.S0083-A]
	“Broadcast-Multicast Service Security Framework”, http://www.3gpp2.org/

	[3GPP2 X.S0022]
	“Broadcast and Multicast Service in cdma2000 Wireless IP Network”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 X.S0022, http://www.3gpp2.org/

	[3GPP2 C.S0023-C]
	“Removable User Identity Module for Spread Spectrum Systems”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0023, http://www.3gpp2.org/

	[3GPP2 C.S0065]
	“cdma2000 Application on UICC for Spread Spectrum Systems”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0065, http://www.3gpp2.org/

	[BDS Adaptation MBMS-v1.0]
	"Broadcast Distribution System Adaptation – 3GPP/MBMS", Open Mobile Alliance™, OMA-TS-BCAST_MBMS_Adaptation-V1_0, http://www.openmobilealliance.org/

	[BDS Adaptation BCMCS-v1.0]
	"Broadcast Distribution System Adaptation – 3GPP2/BCMCS", Open Mobile Alliance™, OMA-TS-BCAST_BCMCS_Adaptation-V1_0, http://www.openmobilealliance.org/

	[draft-sdpsd]
	IETF Internat draft internet-drafts/draft-ietf-mmusic-sdescriptions-12, work in progress

	[draft-srtp-rcc]
	IETF Internet draft draft-lehtovirta-srtp-rcc-01, work in progress

	[DRMCF-v2.0]
	“DRM Content Format V2.0”, Open Mobile Alliance™, OMA-DRM-DCF-V2_0, http://www.openmobilealliance.org/

	[DRMDRM-v2.0]
	“DRM Specification V2.0”, Open Mobile Alliance™, OMA-DRM-DRM-V2_0, http://www.openmobilealliance.org/

	[DRM Enabler-v2.0]
	OMA-DRM-V2_0 enabler, Open Mobile Alliance™, http://www.openmobilealliance.org/

	[ETSI EN 300 468 V1.6.1]
	Digital Video Broadcasting (DVB); Specification for Service Infor-mation (SI) in DVB systems, November 2004, http://www.etsi.org/

	[FIPS197]
	ADVANCED ENCRYPTION STANDARD (AES), Federal Information Processing Standards Publication 197, http://csrc.nist.gov/publications/fips/

	[FIPS198]
	The Keyed-Hash Message Authentication Code (HMAC), Federal Information Processing Standards Publication 198, http://csrc.nist.gov/publications/fips/

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[ISMACRYP1]
	"ISMA 1.0 Encryption and Authentication, Version 1.1", release version URL:http://www.isma.tv

	[RFC2045]
	“Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies”, N. Freed, N. Borenstein, November 1996, URL:http://www.ietf.org/rfc/rfc2045.txt

	[RFC2104]
	“HMAC: Keyed-Hashing for Message Authentication”, H. Krawczyk, M. Bellare, R. Canetti, February 1997, URL:http://www.ietf.org/rfc/rfc2104.txt

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell, November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[RFC2327]
	"SDP: Session Description Protocol", M. Handley, V. Jacobson, April 1998, URL:http://www.ietf.org/rfc/rfc2327.txt

	[RFC2401]
	“Security Architecture for the Internet Protocol”, S. Kent, R. Atkinson, November 1998, URL:http://www.ietf.org/rfc/rfc2401.txt

	[RFC2404]
	“The Use of HMAC-SHA-1-96 within ESP and AH”, C. Madson, R. Glenn, November 1998, URL:http://www.ietf.org/rfc/rfc2404.txt

	[RFC2406]
	“IP Encapsulating Security Payload (ESP)”, S. Kent, R. Atkinson, November 1998, URL:http://www.ietf.org/rfc/rfc2406.txt

	[RFC2451]
	“The ESP CBC-Mode Cipher Algorithms”, R. Pereira, R. Adams, November 1998, URL:http://www.ietf.org/rfc/rfc2451.txt

	[RFC3237]
	“Requirements for Reliable Server Pooling”, M. Tuexen, Q. Xie, R. Stewart, M. Shore, L. Ong, J. Loughney, M. Stillman, January 2002, URL:http://www.ietf.org/rfc/rfc3237.txt

	[RFC3394]
	“Advanced Encryption Standard (AES) Key Wrap Algorithm”, J. Schaad, R. Housley, September 2002, URL:http://www.ietf.org/rfc/rfc3394.txt

	[RFC3566]
	“The AES-XCBC-MAC-96 Algorithm and Its Use With IPsec”, S. Frankel, H. Herbert, September 2003, URL:http://www.ietf.org/rfc/rfc3566.txt

	[RFC3602]
	“The AES-CBC Cipher Algorithm and Its Use with IPsec”, S. Frankel, R. Glenn, S. Kelly, September 2003, URL:http://www.ietf.org/rfc/rfc3602.txt

	[RFC3640]
	“RTP Payload Format for Transport of MPEG-4 Elementary Streams”, J. van der Meer, D. Mackie, V. Swaminathan, D. Singer, P. Gentric, November 2003, URL:http://www.ietf.org/rfc/rfc3640.txt

	[RFC3664]
	“The AES-XCBC-PRF-128 Algorithm for the Internet Key Exchange Protocol (IKE)”, P. Hoffman, January 2004, URL:http://www.ietf.org/rfc/rfc3664.txt

	[RFC3711]
	“The Secure Real-time Transport Protocol (SRTP)”, M. Baugher, D. McGrew, M. Naslund, E. Carrara, K. Norrman, March 2004, URL:http://www.ietf.org/rfc/rfc3711.txt

	[RFC3830]
	“MIKEY: Multimedia Internet KEYing”, J. Arkko, E. Carrara, F. Lindholm, M. Naslund, K. Norrman,  August 2004,  URL:http://www.ietf.org/rfc/rfc3830.txt

	[RFC 4281]
	"The Codecs Parameter for Bucket Media Types", R.Gellens, D. Singer, P. Frojdh, November 2005, URL:http://www.ietf.org/rfc/rfc4281.txt

	[XBS DRM extensions-v1.0]
	"OMA DRM v2.0 Extensions for Broadcast Support", Open Mobile Alliance™, OMA-TS-DRM-XBS-V1_0, http://www.openmobilealliance.org/


3.2 Definitions

	Broadcast Channel Rights Object
	This is a Rights Object used by DRM profile of the Service and Content Protection. BCRO is delivered over Broadcast Channel. Encoding of the BCRO is specified in [XBS DRM extensions-v1.0].

	Broadcast Device
	A device that does not support an interactive communication channel and cannot communicate with other entities except using the broadcast channel.

Note that a Broadcast Device can still have an implicit return channel: it may present information, triggers and dialogs to the user who may “implement” the interactive channel in various ways (e.g. telephone, web portal, service desk).

	Content Encryption
	The cipher algorithm is applied on data before packetization for transport or encapsulations in a file occurs.

	Content Protection
	This involves the protection of content (files or streams) during the complete lifetime of the content i.e. it is NOT an access control mechanism only as it involves post-acquisition rules. Content protection is enabled for encrypted content through the use of appropriate rules or rights, e.g. using OMA DRM v2.0 for files and OMA DRM Broadcast extensions for streamed content. Content remains protected in the Terminal.

Usage rules are enforced at "consumption time" (typically, based on DRM). In addition to subscription and pay-per-view, typically associate with Service Protection, Content Protection enables also more fine-grained usage rules, such as for displaying, saving in unencrypted form, printing, processing, re-distributing, etc. [DRMDRM-v2.0].

	CSIM
	A Cdma2000 Subscriber Identify Module is an application defined in [3GPP2 C.S0065] residing on the UICC to register services provided by 3GPP2 mobile networks with the appropriate security.

	DRM Profile
	The DRM profile uses the Service & Content Protection solution for BCAST receivers in which the long term key management and registration of devices is based on OMA DRM and the broadcast extensions [XBS DRM extensions-v1.0].

The Service & Content Protection solution for the DRM profile is described in Section Error! Reference source not found..

	Generalised Rights Object
	This term is used in this document as a more generic term whenever an RO or a BCRO is meant.

	Interactive Device
	A device that supports an interactive communication channel and can communicate with other entities without using the broadcast channel for the communication. For example, an Interactive Device can execute interactive protocols, like the DRM 2.0 ROAP protocol or HTTP towards a Rights Issuer.

	ISIM
	An IP Multimedia Services Identity Module is an application defined in [3GPP TS 31.103] residing in the memory of the UICC, providing IP service identification, authentication and ability to set up Multimedia IP Services.

	Programme
	A logical portion of a service with a distinct start and end

	Rights Object
	This is a Rights Object used by DRM profile of the Service and Content Protection. RO is delivered over Interacticity Channel. Encoding of the RO is specified in [DRMDRM-v2.0].

	R-UIM
	A Removable User Identity Module is a standalone module defined in [3GPP2 C.S0023] to register services provided by 3GPP2 mobile networks with the appropriate security.

	Service Protection
	This involves protection of content (files or streams) during its delivery i.e. it is an access control mechanism only. Content is freely available (thus unencrypted) once securely delivered.

For the benefit of allowing Content Protection to be provided for the same service, Service Protection may be limited to immediate consumption / rendering only, allowing recording of encrypted content for future acquisition of post-acquisition rights (see Content Protection).

	Smartcard Profile
	The Smartcard Profile uses the Service and Content Protection solution for BCAST receivers in which the long term key management and registration is based on GBA and  (U)SIM (for 3GPP MBMS) or a pre-provisioned shared secret key and R-UIM (for 3GPP2 BCMCS).

The Smartcard profile is described in Sections Error! Reference source not found. and Error! Reference source not found..

	SIM
	A Subscriber Identity Module is a standalone module defined in [3GPP TS 51.011] to register services provided by 2G mobile networks with the appropriate security.

	Transport Encryption
	The cipher algorithm is applied on data that have been packetized for transport on a network. This can also be referred as Service Encryption but for the sake of clarity, only Transport Encryption term is used.

	UICC
	A Universal Integrated Circuit Card, an ICC (or 'smart card') is a physically removable secured device as defined in [3GPP TS 31.101] for communication purposes not restricted to mobile convenience only.  It is a platform to all the resident applications (e.g. USIM, CSIM or ISIM)

	USIM
	A Universal Subscriber Identity Module is an application defined in [3GPP TS 31.102] residing in the memory of the UICC to register services provided by 3GPP mobile networks with the appropriate security.

	(U)SIM
	An SIM or a USIM application residing in the memory of the UICC.


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	AES
	Advanced Encryption Standard

	BAK
	BCRO Authentication Key

	BCRO
	Broadcast Rights Object

	CSIM
	cdma2000 subscriber Identify Module

	ESP
	Encapsulating Security Payload

	GMK
	Group Management Key

	HMAC
	Hashed Message Authentication Code

	ICC
	Integrated Circuit(s) Card

	ICRO
	Interactivity Channel Rights Object

	IPsec
	IP Security

	ISIM
	IP Multimedia Services Identity Module

	LTKM
	Long Term Key Message

	MAC
	Message Authentication Code

	MBMS
	Multimedia Broadcast Multicast Service 

	PAK
	Programme Authentication Key 

	PAS
	Programme Authentication Seed

	PEAK
	Programme Encryption / Authentication Key

	PEK
	Program Encryption Key

	PRF
	Pseudo Random Function

	RIAK
	Right Issuer Authentication Key

	REK
	Right Encryption Key

	RO
	Rights Object

	SAK
	Service Authentication Key 

	SAS
	Service Authentication Seed

	SEAK
	Service Encryption / Authentication Key

	SEK
	Service Encryption Key

	SHA-1
	Secure Hash Algorithm

	SMK
	Subscriber Management Key

	STKM
	Short Term Key Message

	TAK
	Traffic Authentication Key

	TAS
	Traffic Authentication Seed

	TEK
	Traffic Encryption Key

	R-UIM
	Removable User Identity Module

	SIM
	Subscriber Identity Module

	UICC 


	Universal Integrated Circuit(s) Card

	USIM
	Universal Subscriber Identity Module 


 4.5.1 Smartcard Profile Key Management

In the case of the Smartcard profile key management, the registration layer is implemented using a secret that is held by a smartcard. This secret is used to provide access to the keys used in the different layers of hierarchy. This is similar to the device key concept in the DRM profile. 

The secret key referred as “Smartcard key” (SK) in the Smartcard profile is a shared key. This is shared between the smartcard and the BCAST service provider. The SK key is stored on a smartcard based identity module (such as the authentication key K stored on 3GPP compliant (U)SIM [3GPP 31.102] based on UICCs [3GPP 31.101], or a registration key RK stored on a 3GPP2 compliant (R-)UIM [C.S0023-C] or on a 3GPP2 compliant CSIM [3GPP2 C.S0065] based on UICCs [3GPP 31.101].).
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