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Change Request

	Title:
	Proposed SvcCntProt TS Changes Referred by Doc-0397
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BAC-BCAST

	Doc to Change:
	OMA-AD-BCAST-V1_0-20060328-D

	Submission Date:
	8 May 2006

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Lakshminath Dondeti, QUALCOMM Incorporated, ldondeti@qualcomm.com
Jun Wang, QUALCOMM Incorporated, jwang@qualcomm.com
Charles Lo, QUALCOMM Incorporated, clo@qualcomm.com

	Replaces:
	n/a


1 Reason for Change

This CR contains QUALCOMM’s proposed resolutions to the consistency review comments, as indicated in Doc-0397R01, on the SvcCntProt TS. 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review, discuss and agree to incorporate the proposed changes to the SvcCntProt TS.
6 Detailed Change Proposal

Change 1:
Modify definitions in Sec. 3.2
3.2 Definitions

	Broadcast Channel Rights Object
	This is a Rights Object used by DRM profile of the Service and Content Protection. BCRO is delivered over Broadcast Channel. Encoding of the BCRO is specified in [XBS DRM extensions-v1.0].

	Broadcast Device
	A device that does not support an interactive communication channel and cannot communicate with other entities except using the broadcast channel.

Note that a Broadcast Device can still have an implicit return channel: it may present information, triggers and dialogs to the user who may “implement” the interactive channel in various ways (e.g. telephone, web portal, service desk).

	Content Encryption
	The cipher algorithm is applied on data before packetization for transport or encapsulations in a file occurs.

	Content Protection
	This involves the protection of content (files or streams) during the complete lifetime of the content i.e. it is NOT an access control mechanism as it involves post-acquisition rules. Content protection is enabled for encrypted content through the use of appropriate rules or rights, e.g. using DRM Profile or Smartcard Profile based solution for file and stream distributed content. Content remains protected in the Terminal.

Usage rules are enforced at "consumption time" (based on DRM or Smartcard Profile). In addition to subscription and pay-per-view, typically associate with Service Protection, Content Protection enables also more fine-grained usage rules, such as for displaying, saving in unencrypted form, printing, processing, re-distributing, etc. 

	DRM Profile
	The DRM profile uses the Service & Content Protection solution for BCAST receivers in which the long term key management and registration of devices is based on OMA DRM and the broadcast extensions [XBS DRM extensions-v1.0].

The Service & Content Protection solution for the DRM profile is described in Section Error! Reference source not found..

	Generalised Rights Object
	This term is used in this document as a more generic term whenever an RO or a BCRO is meant.

	Interactive Device
	A device that supports an interactive communication channel and can communicate with other entities without using the broadcast channel for the communication. For example, an Interactive Device can execute interactive protocols, like the DRM 2.0 ROAP protocol or HTTP towards a Rights Issuer.

	MIKEY (Multimedia Internet KEYing)
	IETF defined mey management protocol to support multimedia security protocols, as defined in [RFC3830]

	Programme
	A logical portion of a service with a distinct start and end

	Rights Object
	This is a Rights Object used by DRM profile of the Service and Content Protection. RO is delivered over Interactivity Channel. Encoding of the RO is specified in [DRMDRM-v2.0].

	Service Protection
	This involves protection of content (files or streams) during its delivery i.e. it is an access control mechanism only. Content is freely available (thus unencrypted) once securely delivered.
For the benefit of allowing Content Protection to be provided for the same service, Service Protection is limited to immediate consumption / rendering only.

	Smartcard Profile
	The Smartcard Profile uses the Service and Content Protection solution for BCAST receivers in which the long term key management and registration is based on GBA and  (U)SIM (for 3GPP MBMS) or a pre-provisioned shared secret key and R-UIM (for 3GPP2 BCMCS).
The Smartcard profile is described in Sections Error! Reference source not found. and Error! Reference source not found..

	Transport Encryption
	The cipher algorithm is applied on data that have been packetized for transport on a network. This can also be referred as Service Encryption but for the sake of clarity, only Transport Encryption term is used.


Change 2:
Add MIKEY to list of abbreviations in Sec. 3.3
3.3 Abbreviations

	OMA
	Open Mobile Alliance

	AES
	Advanced Encryption Standard

	BAK
	BCRO Authentication Key

	BCRO
	Broadcast Rights Object

	ESP
	Encapsulating Security Payload

	GMK
	Group Management Key

	HMAC
	Hashed Message Authentication Code

	ICRO
	Interactivity Channel Rights Object

	IPsec
	IP Security

	LTKM
	Long Term Key Message

	MAC
	Message Authentication Code

	MIKEY
	Multimedia Internet KEYing

	PAK
	Programme Authentication Key 

	PAS
	Programme Authentication Seed

	PEAK
	Programme Encryption / Authentication Key

	PEK
	Program Encryption Key

	PRF
	Pseudo Random Function

	RIAK
	Right Issuer Authentication Key

	REK
	Right Encryption Key

	RO
	Rights Object

	SAK
	Service Authentication Key 

	SAS
	Service Authentication Seed

	SEAK
	Service Encryption / Authentication Key

	SEK
	Service Encryption Key

	SHA-1
	Secure Hash Algorithm

	SMK
	Subscriber Management Key

	STKM
	Short Term Key Message

	TAK
	Traffic Authentication Key

	TAS
	Traffic Authentication Seed

	TEK
	Traffic Encryption Key


Change 3:
Modifications for Sec. 4
4. Introduction

4.1 Overview of the solution

An architectural overview of service protection and content protection appears in the OMA BAC BCAST architecture document (AD).

This specification describes a service and content protection system for OMA BCAST services. It enables the restriction of access to services to authorised users.

OMA BCAST has requirements to provide both protection for broadcast content and services. However, the protection of broadcast content and services are required for different purposes:

· Content Protection: This involves the protection of content (files or streams) during the complete lifetime of the content. Content providers require securing the content not only at the present time of broadcasting, but also in the future. Some content providers might want to determine post-acquisition usage rules or so called digital rights. These can be obtained on an individual basis by the end user. Other content providers have content to offer, for which they do not require technical restrictions but limit it to fair use cases and rely on copyright acts.

· Service Protection: This involves protection of content (files or streams) during its delivery. Service providers require a secure access mechanism. They are only concerned with managing access to the content at the time of broadcasting. This is independent of the offered content and independent of the presence of digital rights for certain types of content. Only an access/no-access mechanism is required to distinguish between subscribed and not-subscribed users.

Therefore, service protection and content protection will be handled by two different security mechanisms.  The complete protection system consists of:

· Service protection: The possible key management systems and encryption are as defined in this document. There are two possibilities:
· An OMA DRM 2.0 based solution for encryption and managing the rights.  This is referred to as the "DRM Profile" (described in Section 5).
· A USIM/(R‑)UIM/Smartcard based solution encryption and for managing the rights.  This is referred to as the "Smartcartd Profile" (described in Sections 6 and 7).
In addition to the layer of rights management, the encryption solution can operate on one of the following:
· The Internet Protocol (IP) layer based on the IPsec security standard, in which case it is transparent to IP based receiver applications like video players.

· The transport layer, based on the SRTP security standard.

· The content level, i.e. by encrypting Access Units before packetization occurs.
For service protection, both IPsec and SRTP allow the solution to be completely independent of the content format by protecting content at the transport level.  On the other hand, content encryption is provided at the content level, allowing the solution to be completely independent of the transport level mechanism.  Service protection may include message authentication / integrity protection and preventing replay attack.

A service provider may use content level encryption instead of transport layer encryption for streaming to provide service protection and assist
 content protection for the same encrypted stream. In this case, the service offered depends on the nature of implicit or explicit rights delivered (access-only right or post-acquisition rights). To allow this scenario, recording of content-encrypted content shall be allowed in encrypted format only if content encryption is used for the purpose of providing optional content protection.
For service protection, an appropriate file format may allow direct recording, either encrypted or unencrypted.

· Content protection: The possible key management systems and encryption are defined in this document. There are two possibilities:
· An OMA DRM 2.0 based solution for encryption and managing the rights.  This is also referred to as the “DRM Profile” as defined in Sec. 3.2.
For file download delivered over the broadcast channel, the content protection is as per OMA DRM 2.0 specifications.  In this case normal usage rules are as defined in the OMA DRM 2.0 Rights Object.
· For real-time broadcast streaming using RTP, content protection is applied using the relevant broadcast extensions and appropriate content encryption. Post delivery usage rules associated with the service and / or specific program content are delivered in Rights Objects.  These rules can apply to content recorded in an appropriate file format, as defined in this specification for broadcast streams, which may be recorded either encrypted or unencrypted.
A USIM/(R‑)UIM/Smartcard based solution for encryption and managing the rights.  This is referred to as the "Smartcartd Profile" as defined in Sec. 3.2.
Change 4:
Modifications to Sec. 4.3
4.3 Overview of Operation for Streaming of Content

Figure 1 – Protection via Four Layer Model

As illustrated in Figure 1, the solution is based on a four-layer cryptographic architecture, with an optional optimisation to provide both secure subscription and pay-per-view purchase options for a single service.  Traffic Encryption Keys (TEKs) are applied to the actual content following different mechanisms depending on the actual encryption method used.

The TEKs may be themselves broadcast encrypted by a Service or Program Encryption Key (SEK/PEK). The broadcast messages carrying TEKs are Short Term Key messages (STKMs) in the case of the DRM Profile, and MIKEY messages in the case of Smartcard Profile based on the (U)SIM
.  The TEKs may optionally be encrypted with a Terminal Binding Key (TBK) before being encrypted by the SEK/PEK, to provide for terminal binding.  The TEKs may also be derived from a Service or Program Encryption Key (SEK/PEK), in which case Short Term Key messages or MIKEY messages are not needed.  

Short Term Key messages MAY contain two types of key hierarchy. Separate SEK and PEK keys can have different lifetimes and can be used to provide, for a single service, different granularities of purchase periods to different customers. This allows for the efficient implementation of both subscription and pay-per-view business models for the same service. Pay-per-view customers are provided with a PEK that is only valid for a single program while subscribers would be provided with a SEK, valid for reception of the service for some longer period. Within the Short Term Key message, the TEK is encrypted with a PEK, and the PEK is also carried, encrypted with the SEK. Thus, pay-per-view subscribers can directly decrypt the TEK, while subscribers can decrypt the PEK by using the SEK, which can then be used to decrypt the TEK.

Short Term Key messages contain content IDs for the program or service. Devices use this ID to identify which Long Term Key message to use for decryption of Short Term Key messages.  They also contain a flag indicating whether or not a TBK is used.

Where the two-layer service and program functionality is not required, the TEK may be directly encrypted with either the SEK or the PEK, and the service-key-encrypted program key can be omitted.

For the Smartcard Profile key management, the two types of key hierarchy handled by the short term key delivery message have been omitted. For more details, please refer to Sections Error! Reference source not found. and Error! Reference source not found..
Cryptographic keys introduced by the four layer model SHALL be stored securely within a secure storage entity to guarantee the access control, the confidentiality and the integrity of the sensitive data and SHALL never be exposed outside of the secure storage.

Only the TEK among cryptographic keys MAY be allowed to be exposed outside the secure storage upon request from authorized applications.
Change 5:
Modifications to Sec. 4.3.1
4.3.1 Streaming Using Service Protection
For service protection, encryption is carried out using the AES algorithm with 128 bit symmetric traffic keys.  TEKs are retrieved from the secure storage entity and are applied:

· as part of standard IPsec security associations (SAs), or 

· as an SRTP master key, from which the session key is derived as per the SRTP specification, or

· Directly to encrypt content, presented as Access Units (AUs), before packetization for transport occurs.

Depending on the chosen encryption specified in STKM, the keys are used to perform decryption automatically before passing the packets to the receiving application.  For the case that no STKM is sent, SRTP is applied.
The SEKs or PEKs are transmitted to each receiving device within Long Term Key messages and SHALL be stored within the secure storage entity, and SHALL never be exposed outside of the secure storage.  (If OMA DRM 2.0 extensions are used these Long Term Key messages are referred to as Rights Objects). Such transmission of Long Term Key messages can be done in two different ways, depending on whether the receiving device can make use of an interactivity channel:

· Via broadcast over OMA BCAST broadcast channel, or

· Via an interactivity channel.

As already mentioned, there are two key management systems:

· Using OMA DRM 2.0 Extensions.  When delivering Long Term Key messages over the OMA BCAST broadcast channel in the form of Rights Objects (ROs), bandwidth is a major constraint. This specification addresses this problem in two complimentary ways. Firstly, a new binary form of an RO, called a Broadcast Rights Object (BCRO), is defined. Secondly, a method is described for securely delivering BCROs to groups of devices at the same time. Valuable portions of Rights Objects are protected by group or unit keys, and when necessary, broadcast encryption can be used to allow messages to be decrypted only by arbitrary sets of devices within a larger group.  When delivering Rights Objects to devices that have access to an interactive channel, implementation complexity is a major constraint. Thus, such devices, which are expected to support OMA DRM 2.0 for interactive content services, use standard OMA DRM 2.0 mechanisms as much as possible, e.g. they acquire Rights Objects for broadcast content via the interactive channel using the DRM 2.0 ROAP protocol, as they would do for non-broadcast content as well.  This specification defines also an efficient and user-friendly process for the registration of devices which do not have an interactivity channel.  Rights Encryption Keys (REKs) are also delivered to receive-only devices during a device registration process protected using the public key of the individual devices. When an interactivity channel is available, the registration process is according to standard OMA DRM v2.0.

Using Smartcard-based profile. An overview of operation is given in Sections Error! Reference source not found. and Error! Reference source not found..
Change 6:
Modifications to Sec. 4.5.1

4.5.1 Smartcard Profile Key Management

In the case of the Smartcard profile key management, the registration layer is implemented using a secret that is held by a smartcard. This secret is used to provide access to the keys used in the different layers of hierarchy. This is similar to the device key concept in the DRM profile. 

The secret key referred as “Smartcard key” (SK) in the Smartcard profile is a shared key. This is shared between the smartcard and the BCAST service provider. The SK key is stored on a smartcard based identity module (such as the authentication key K stored on 3GPP compliant UICCs [3GPP 31.101] i.e. the USIM [3GPP 31.102], or a registration key RK stored on a (R-)UIM for 3GPP2 system).

The key used for Layer 1 is called Subscriber Management Key (SMK).  Using the shared secret key that reside in the USIM/(R‑)UIM, a Subscriber Management Key (SMK) is established between the USIM/(R‑)UIM or the terminal (depending on the key management implementation) and the service provider
. SMK is a user-specific key that is used to protect the Long Term Key Messages (LTKM). 

SMKs SHALL be stored on a USIM/(R-)UIM or the terminal depending on key management implementation. Regarding smartcard profile key management where the security is based on GBA, SMKs SHALL be stored on a USIM for GBA_U, and on the terminal for GBA_ME. Regarding smartcard profile key management where the security is based on registration key RK, SMKs SHALL be stored on a (R-)UIM.

Depending on the service configuration, a Program Encryption Key (PEK) or a Service Encryption Key (SEK) is delivered protected by SMK, respectively for pay per view or subscription customers.  PEK or SEK SHALL be stored within the (R-)UIM if security is based on RK, the USIM for GBA_U implementation, and on the terminal for GBA_ME implementation.

Traffic Encryption Keys - TEK - are protected using SEK or PEK, as well as optionally by a TBK, in a Short Term Key Message (STKM). 

For GBA_U based implementation, upon reception of the STKM the terminal sends to the USIM the encrypted TEK and other additional information needed to identify/generate SEK or PEK to decrypt the encrypted TEK. The USIM then sends back TEK in the clear to the terminal.  If a TBK is used, then the returned value is the TEK wrapped by the TBK. For GBA_ME based implementation the terminal handles the decryption of the TEK.

For registration key RK based implementation, upon reception of the SRTP packets, the terminal sends key materials related information if necessary to the (R-)UIM to derive the TEK from SEK or PEK. The (R-)UIM then sends back TEK in the clear, or the TEK wrapped by TBK, to the terminal.

Table 1 gives a brief outline of the key hierarchy model:

Table 1: Smartcard profile key hierarchy model

	Key layer
	Key name
	Key hierarchy
	Storage location

	0
	Shared secret Key, Smartcard Key (SK)
	SK
	Equivalent to the Device Key (DK) in the OMA DRM profile. Provisioning of this key is out of the scope of this specification.
	Smartcard 

	1
	Subscriber Management Key (SMK)
	SMK
	Generated after a successful BCAST service registration, or generated when long term key is to be sent to Smartcard
	Smartcard (for GBA_U or if security is based on registration key RK) and Terminal (for GBA_ME)

	2
	Service / Program Encryption Key (SEK/PEK)
	SMK[SEK] or SMK[PEK]
	Encrypted with SMK and sent to the smartcard via the terminal using either broadcast channel or a point to point channel
	Smartcard (for GBA_U or if security is based on registration key RK) and Terminal (for GBA_ME)

	3
	Traffic Encryption Key (TEK)
	SEK[TEK] or PEK[TEK]
	Encrypted with SEK or PEK or derived from SEK or PEK and sent over the broadcast channel
	Terminal


Secure service protection is critical for service providers. For service providers with a GSM or UMTS compliant network, there is currently an existing security framework defined for broadcast/multicast services based on smartcards, i.e. MBMS security based on the USIM, 3GPP2 networks supporting BCMCS will provide a similar security framework based on (R-)UIM. 

It MUST be possible for the BCAST terminals to reuse the Security mechanisms of MBMS and BCMCS for service protection if the terminals already implemented the smartcard based (USIM or (R-)UIM) security mechanisms used in MBMS and BCMCS. Detailed information can be found in [3GPP TS 33.246] and [3GPP2 S.S0083-A].

Regarding a 3GPP based implementation, MBMS mechanisms introduced to guarantee the integrity of exchanges messages will be reused [3GPP TS 33.246].
Regarding a 3GPP2 based implementation, BCMCS mechanisms introduced to guarantee the integrity of exchanges messages will be reused [3GPP2 X.S0022-A].
Note: if only service protection is required then LTKM MUST transport a SEK or a PEK, whereas if additional content protection using Digital Rights Management is required then the LTKM MAY also transport Rights Objects (ROs).  However, this is outside the scope of the Smartcard profile specifications.

The Smartcard Profile uses GBA (3GPP TS 33.220) or its equivalent pre-shared key mechanism (3GPP2 S.S0083-A), to enable service &/or content protection. In the context of the BCAST 4-layer key hierarchy, a key management solution is provided using the smartcard and the interactive cellular radio interface, as described in this specification. This allows Layer 1 authentication and registration, Layer 2 LTK delivery and Layer 3 TEK delivery, as specified in Sections [TBD] for 3GPP and [X.S0022-A] for 3GPP2.

The Smartcard key management allows access to Layer 4 Content Layer irrespective of the type of encryption used (SRTP, IPSec or content encryption).
Section 6.1 relates to different BDS architectures that can be used with the Smartcard Profile. These are explained in Sections 6.1.1 and 6.1.2, for the smartcard profile using MBMS key management.
5.3.2 


	
	
	

	
	
	

	
	
	


	
	
	




	
	
	



	
	
	







5.3.2.2 










5.3.3 




	
	
	

	
	
	


	
	
	



	
	
	




	
	
	



	
	
	








5.3.3.2 









5.4.3.3 





	
	
	

	
	
	

	
	
	




	
	
	



	
	
	

	
	
	

	
	
	

	
	
	



	
	
	



	
	
	





	
	
	



	
	
	

	
	
	


	
	
	



5.4.3.4 





	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


	
	
	



	
	
	

	
	
	


	
	
	

	
	
	




	
	
	




5.3.7 




	
	
	

	
	
	


	
	
	


	
	
	





	
	
	

	
	
	


	
	
	




5.3.7.3 




5.3.8 




	
	
	

	
	
	




	
	
	


	
	
	






























































































� Regarding a smartcard profile key management where the security is based on GBA [3GPP TS 33.220], GBA-ME or GBA-U is performed depending on whether smartcard profile key management is performed on the ME or the USIM.





�Content encryption is not full content protection.


�I added this one since my understanding is for (U)SIM case, the TEK is carried in KEMAC field of MIKEY message, not in the STKM which is carried in the EXT_BCAST field of MIKEY.
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