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1 Reason for Contribution

Initial Orange consistency review comments on OMA-TS-BCAST_SvcCntProtection
2 Summary of Contribution

Initial review comments on OMA-TS-BCAST_SvcCntProtection
3 Detailed Proposal

Comments regarding OMA-TS-BCAST_SvcCntProtection-V1_0-20060412-D

	ID
	Open Date
	Edit
	Section
	Description
	Status

	
	
	N
	3.3
	Source: Orange

Form: <INP doc, mtg, confcall

Abbreviations still contain ICRO. We believe this no longer exists and corresponds to a RO.

Proposal: delete ICRO
	Status: OPEN

<provide response>

	
	
	N
	5.1
	Source: Orange

Form: <INP doc, mtg, confcall

5.1 mentions content level encryption, ISMACryp should be specified

Proposal:

•
The content level , i.e. by encrypting Access Units before packetization occurs (ISMACryp).
	Status: OPEN

<provide response>

	
	
	N
	4.1
	Source: Orange

From: <INP doc, mtg, confcall

Content protection section does not reflect use of smartcard profile

Proposal:

· Content protection: 
· For file download delivered over the broadcast channel, the content protection is as per OMA DRM 2.0 specifications or using DCF as specified in this specification for the Smartcard Profile.  In this case normal usage rules are as defined in the OMA DRM 2.0 Rights Object for the DRM Profile and within STKMs for the Smartcard Profile. 
· For real-time broadcast streaming using RTP, content protection is applied using the relevant broadcast extensions and appropriate encryption (IPSec, SRTP or ISMACryp). Post delivery usage rules associated with the service and / or specific program content are delivered in Rights Objects and  STKM for the DRM Profile, or via the STKM for the Smartcard Profile.  These rules can apply to content recorded in an appropriate file format, as defined in this specification for broadcast streams, which may be recorded either encrypted or unencrypted. 

	Status: OPEN

<provide response>

	
	
	N
	4.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Content protection paragraph actually refers to content encryption and hence ISMACryp.

Proposed Resolution:

· Content protection encryption as specified in OMA DRM 2.0 for files and for audio/video content [DRMCF-v2.0] [ISMACRYP1]. Appropriate extensions are provided for codec agnostic RTP transport of ISMACryp protected content protection encryption of broadcast RTP streams in this specification.


	Status: OPEN

<provide response>

	
	
	N
	4.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Reason for choosing technologies does not mention content encryption i.e. ISMACryp.

Proposed Resolution:

Add bullet:

· ISMACryp allows encrypted content to be streamed. This means encrypted content stored in a file can be streamed at the server side and directly recorded in a file at the terminal side, without the need for decryption and re-encryption. Content encryption protects content during its complete lifetime, not only during transport.

	Status: OPEN

<provide response>

	
	
	N
	4.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

First sentence says protection can be done using service or content protection, this should be transport or content encryption. Depending on rights, service protection or content protection can be achieved.

Proposed Resolution:

Streaming can be done with content coming either from a live source or from a file. For streamed content, protection can be done using service protection transport encryption or content encryption protection. Both protection encryption mechanisms use the Four Layer model of Figure 1. Depending on the rights given, either service protection or content protection can be achieved.

	Status: OPEN

<provide response>

	
	
	YES
	4.3
	Source:Orange

From: <INP doc, mtg, confcall

Comment:

Figure 1 shows Device Key / Smartcard Key on the left-hand part of the 4-layer model whereas the right-hand part only shows the Device Key. "key" on the left should be changed to "Key".

Proposed Resolution:

Correct the text so that Device Key becomes Device Key /Smartcard Key
Left-hand side Device Key/Smartcard key becomes Device Key/Smartcard Kkey
	Status: OPEN

<provide response>

	
	
	N
	4.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Figure 1 says encrypted traffic over broadcast or interactive channel. Encrypted content should be mentioned as well.

Proposed Resolution:

Encrypted traffic or content over broadcast or interactive channel
	Status: OPEN

<provide response>

	
	
	N
	4.3.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

ISMACryp should be mentioned when referring to content encryption.

Proposed Resolution:

· Directly to encrypt content, presented as Access Units (AUs), before packetization for transport occurs (ISMACryp).

	Status: OPEN

<provide response>

	
	
	N
	4.3.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

DRM extension ROs are now called BCROs. Brackets should be removed. Also, the brackets mentioning DRM extensions and BCROs should put in the bullet when talking about broadcast mode

Proposed Resolution:

The SEKs or PEKs are transmitted to each receiving device within Long Term Key messages and SHALL be stored within the secure storage entity, and SHALL never be exposed outside of the secure storage.  (If OMA DRM 2.0 extensions are used these messages are Rights Objects). Such transmission of Long Term Key messages can be done in two different ways, depending on whether the receiving device can make use of an interactivity channel:

· Via broadcast over OMA BCAST broadcast channel using DRM 2.0 extensions and Broadcast Rights Objects (BCROs), or

· Via an interactivity channel using DRM 2.0 ROs.


	Status: OPEN

<provide response>

	
	
	N
	4.3.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

GBA mechanism is mentioned but not pre-provisioned shared secret for 3GPP2.

Proposed Resolution:

· Using GBA mechanisms for the Smartcard Profile using a (U)SIM and a using pre-provisioned secret key for the Smartcard Profile using a (R-)UIM . An overview of operation is given in Sections ‎6 and ‎7.
	Status: OPEN

<provide response>

	
	
	N
	4.3.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

ISMACryp is not mentioned for content encryption. Service level encryption does not exist, only transport encryption. SRTP and IPSec can be mentioned.

Appropriate measures is vague. This means decrypting and re-encrypting.

Proposed Resolution:

For content protection, encryption is carried out according to AES using 128 bit symmetric traffic keys.  While service protection provides protection of the stream only at the time of service reception, content protection provides protection of the content even after the service reception, i.e. content remains stored protected in the Terminal. On one hand, this may be issued by using TEKs to encrypt the content before packetization for transport or encapsulation in a file occurs (ISMACryp). On the other hand, content protection may also be provided using service level transport encryption (SRTP or IPSec) and appropriate measures in the receiving device to protect content inside the device. This means decrypting at the  transport level and then encrypting at the content level.
	Status: OPEN

<provide response>

	
	
	N
	4.4
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Download of content only refers to DRM profile mechanism. Content actually means files.

Proposed Resolution:

Protection of content files is as defined by OMA DRM 2.0 specifications [DRM Enabler-v2.0] for the DRM Profile. For the Smartcard Profile using (U)SIM a modified version of the DCF file format is defined in this specification.


	Status: OPEN

<provide response>

	
	
	Y
	4.5
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Figure 2 should be corrected to reflect the new document organization. It should help identify where the different profiles are in the document.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	Y
	4.5
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

A section for the DRM Profile Key Management should be created, referring to section 5.

Proposed Resolution:

4.5.1 DRM Profile Key Management

The DRM Profile key management is described in Section 5 (Editor: please add link to section 5).
4.5.21 Smartcard Profile Key Management
Editor: other section numbers corrected automatically too 

	Status: OPEN

<provide response>

	
	
	Y
	4.5.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Section details generic keys for smartcard profile. 3GPP and 3GPP2 specific information should be placed in the relevant sections for 3GPP and 3GPP2 key  management. This comment removes the specific information. See below for 3GPP and 3GPP2 specific sections.

Proposed Resolution:

The secret key referred as “Smartcard key” (SK) in the Smartcard profile is a shared key. This is shared between the smartcard and the BCAST service provider. The SK key is stored on a smartcard based identity module (such as the authentication key K stored on 3GPP compliant UICCs [3GPP 31.101] i.e. the USIM [3GPP 31.102], or a registration key RK stored on a (R-)UIM for 3GPP2 system).


	Status: OPEN

<provide response>

	
	
	Y
	6.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

6.1 should be Introduction (as is 7.1).

6.2 Layer 0: Key Provisioning – remove Layer 0

Proposed Resolution:

6.1 Introduction

6.2 Layer 0: Key Provisioning
	Status: OPEN

<provide response>

	
	
	N
	6.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Text is missing. Add the text below. Section is now 6.2 as 6.1 is introduction. 

Proposed Resolution:
Access to the Registration layer 1 is implemented using a secret Smartcard Key SK that is stored on the (U)SIM. The SK corresponds to the authentication key K stored on 3GPP compliant UICCs [3GPP 31.101] i.e. the USIM [3GPP 31.102].  

How the SK is provisioned is out of scope of this specification.
	Status: OPEN

<provide response>

	
	
	N
	7.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Text is missing. Add text below.

Proposed Resolution:

Access to the Registration layer 1 is implemented using a secret Smartcard Key SK that is stored on the (R-)UIM. The SK corresponds to the registration key RK stored on a (R-)UIM.
How the SK is provisioned is out of scope of this specification.
	Status: OPEN

<provide response>

	
	
	N
	4.5.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Note is rather confusing. It is probably best to delete it.

Proposed Resolution:

Note: if only service protection is required then LTKM MUST transport a SEK or a PEK, whereas if additional content protection using Digital Rights Management is required then the LTKM MAY also transport Rights Objects (ROs).  However, this is outside the scope of the Smartcard profile specifications.


	Status: OPEN

<provide response>

	
	
	Y
	4.5.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Missing links to correct sections. Editor asked to add links to sections. Should refer to (U)SIM and (R-)UIM.

Proposed Resolution:

The Smartcard Profile uses GBA (3GPP TS 33.220) or its equivalent pre-shared key mechanism (3GPP2 S.S0083-A), to enable service &/or content protection. In the context of the BCAST 4-layer key hierarchy, a key management solution is provided using the smartcard and the interactive cellular radio interface, as described in this specification. This allows Layer 1 authentication and registration, Layer 2 LTKM delivery and Layer 3 STKM delivery, as specified in Sections [TBD Editor: please add link to section 6] for 3GPP (U)SIM and [TBD Editor: please add link to section 7] for 3GPP2 (R-)UIM.
	Status: OPEN

<provide response>

	
	
	Y
	4.5.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

ISMACryp instead of content encryption.

Proposed Resolution:

The Smartcard key management allows access to Layer 4 Content Layer irrespective of the type of encryption used (SRTP, IPSec or content encryption ISMACryp).
	Status: OPEN

<provide response>

	
	
	Y
	4.5.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Reference is made to Section 6.1, 6.1.1 and 6.1.2, these correspond to the old spec. These should be replaced by the editor with the correct links.

Proposed Resolution:

Section 6.1 Editor: please insert link to section 4.5.2 relates to different BDS architectures that can be used with the Smartcard Profile. These are explained in Sections 6.1.1 Editor: please insert link to section 4.5.2.1 and 6.1.2, Editor: please insert link to section 4.5.2.2 for the smartcard profile using MBMS key management.
	Status: OPEN

<provide response>

	
	
	YES
	4.5.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Two paragraphs provide information on the treatment of TEKs, one for the (U)SIM, the other for the (R-)UIM. As the section is generic to both, it is suggested to move these to the relevant section in Sections 6 and 7 i.e. those on layer 3.

Proposed Resolution:

Move the following text from 4.5.1 to the end of the section on Delivery of TEKs using MIKEY (section 6.4.1.1):

"For GBA_U based implementation, upon reception of the STKM the terminal sends to the USIM the encrypted TEK and other additional information needed to identify/generate SEK or PEK to decrypt the encrypted TEK. The USIM/(R‑)UIM then sends back TEK in the clear to the terminal.  If a TBK is used, then the returned value is the TEK wrapped by the TBK. For GBA_ME based implementation the terminal handles the decryption of the TEK."

Move the following text from 4.5.1 to the end of section 7.5 and before 7.5.1:

"For registration key RK based implementation, upon reception of the SRTP packets, the terminal sends key materials related information if necessary to the (R-)UIM to derive the TEK from SEK or PEK. The (R-)UIM then sends back TEK in the clear, or the TEK wrapped by TBK, to the terminal."
	Status: OPEN

<provide response>

	
	
	YES
	4.5.2.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Error code is apparent below figure 3. It should be (*).
Proposed Resolution:

Editor to fix.
	Status: OPEN

<provide response>

	
	
	YES
	4.5.2.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Error code is apparent below figure 4. It should be (*).
Proposed Resolution:

Editor to fix.
	Status: OPEN

<provide response>

	
	
	YES
	4.5.2.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Section nos are TBD. Add correct link.

Proposed Resolution:

This is explained in [TS 33.246] for 3GPP. This can also be obtained on a pre-shared key basis as explained in Section [TBD] Editor: please insert link to section 7.3 for 3GPP2. 
· LTKM Delivery: This corresponds to layer 2 of the BCAST 4-layer key hierarchy model. After the trust relation is established with the NAF, the (U)SIM/(R-)UIM or the terminal (depending on the key management implementation) may request the long-term keys and related parameters to the NAF, or alternatively, the NAF may send them automatically. This information is delivered in the LTKM to the (U)SIM/(R-)UIM or the terminal, via the point-to-point bearer. This is explained in Section [TS 33.246] for 3GPP and in [TBD] Editor: add correct reference or link to section 7.4 for 3GPP2.

· STKM Key Delivery: This corresponds to layer 3 of the BCAST 4-layer key hierarchy model. The key management protocol uses a separate message (STKM) to deliver the short-term keys. STKM may be delivered over the point-to-multipoint bearer or the point-to-point bearer, to the (U)SIM/(R-)UIM or the terminal. This is explained in Section Editor: please add link to section 6.4 [TBD] for 3GPP and in Editor: please insert link to section 7.5 [TBD] for 3GPP2.
	Status: OPEN

<provide response>

	
	
	Y
	5.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Introduction is TBD

Proposed Resolution:

Someone to provide an introduction.
	Status: OPEN

<provide response>

	
	
	Y
	5.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Key Provisioning is empty. Propose to remove Layer 0.

Proposed Resolution:

5.2 Layer 0: Key Provisioning

Add text.


	Status: OPEN

<provide response>

	
	
	Y
	5.3.
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Section 5.3 Registration goes directly into definition of broadcast domains. A short paragraph should mention registration using ROAP via interactive channel or the offline method described in the XBS document

Proposed Resolution:

Someone to do the above.
	Status: OPEN

<provide response>

	
	
	YES
	5.3.1.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

areis in 2nd paragraph.

Proposed Resolution:

Terminals in a service domain areis allowed to share the same contents and the same services with at least one other device within the service domain, subject to permissions specified by content or service providers. The advantage of service domains is that communicating changes in SEK or PEK consumes very little bandwidth.
	Status: OPEN

<provide response>

	
	
	Y
	5.4.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Text is highlighted in yellow saying "to be defined later".

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	5.4.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

reference is made to service key messages in the first paragraph. Are these not BCROs?

Proposed Resolution:

Service Encryption Keys (SEK) described in Layer 2 of the Key Hierarchy for Service Protection MAY be transmitted to each terminal within rights objects (ROs) or directly by using service key messages BCROs, whose format is to be defined later.  
	Status: OPEN

<provide response>

	
	
	YES
	5.4.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

BCRO is Broadcast Channel RO.

Proposed Resolution:

If the LTKM is transmitted over the broadcast channel, then the RO MUST be encoded using a suitable binary encoding or compression.  An RO thus encoded is called a Broadcast Channel RO (BCRO) for delivery.  The choice of whether to use binary encoding or compression to BCROs is TBD.  The syntax for binary encoding and the mechanism for compression is TBD.

	Status: OPEN

<provide response>

	
	
	YES
	5.4.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Reference is missing for XBS document.

Proposed Resolution:

Extensions to OMA DRM v2.0 for broadcast rights objects, i.e. optimized Rights Objects distributed over the broadcast channel, including design and format, appear in the OMA DRM v2.0 Extensions for Broadcast Support document [XBS DRM extensions-v1.0].
	Status: OPEN

<provide response>

	
	
	N
	5.4.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

SEAKs and PEAKs are mentioned without an  introduction while the 4-layer model only mentions SEKs and PEKs. This should be corrected.

Also, SAS and PAS are mentioned without explanation. SEAK and PEAK lengths should be specified for clarity.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	5.4.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

deviceID and bsdaID are mentioned without reference. Where are these defined? A relevant link is needed.

 Also, text says deviceID is the OMA device ID but does an OMA device ID actually exist? Is this not an OMA BCAST device ID or DRM Profile ID?

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	5.4.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

What is rekeying_period_number? Where is it defined? It is used in deviceROID and domainROID but not explained.

Also, are domain and device ROID sizes defined? Is it fixed or variable?

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	Y
	5.4.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

<service encryption and authentication material> is used when <SEAK> should be used. same for PEAK.

Proposed Resolution:

A Service RO SHALL contain at least one (<CID>, <service encryption and authentication key materialSEAK>) pair. The <CID> (Content Identifier) shall be constructed as specified in the paragraph defining the traffic key message (see Section ‎5.5).

After unwrapping the SEAK contained in the RO, the SEK and the SAS are obtained by splitting the unwrapped key material into two parts as follows:

SEK = first part (128 bits, since AES-128 is used to wrap the traffic or program key material)

SAS = second part (128 bits)

A Program RO SHALL contain at least one (<CID>, <program encryption and authentication key materialPEAK>) pair. The <CID> SHALL be constructed as specified in the paragraph defining the traffic key message (see Section ‎5.5).


	Status: OPEN

<provide response>

	
	
	N
	5.4.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Are SAS and PAS not protected? Perhaps this should be stated explicitly (as compared to the information on SEK / PEK wrapping).

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	Y
	5.5.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

TKM_AGO_DC has no assigned value. Assign value 3.

Proposed Resolution:

5.5.2
Constant Values

TKM_ALGO_IPSEC
0

TKM_ALGO_SRTP
1

TKM_ALGO_ISMACRYP 
2

TKM_ALGO_DCF              3
TKM_FLAG_FALSE
0

TKM_FLAG_TRUE
1
	Status: OPEN

<provide response>

	
	
	N
	5.5.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

SRTP as used by DRM profile has MS set to NULL (as per DVB-CBMS) whereas normal SRTP implementation does not impose this constraint. This should be distinguished.

Proposed Resolution:

5.5.2
Constant Values

TKM_ALGO_IPSEC
0

TKM_ALGO_SRTP
1

TKM_ALGO_SRTP_NULL_MS 2

TKM_ALGO_ISMACRYP 
2 3

TKM_ALGO_DCF              3 4
TKM_FLAG_FALSE
0

TKM_FLAG_TRUE
1
	Status: OPEN

<provide response>

	
	
	N
	5.5.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

SRTP and MS NULL needs to be clarified. Also add SRT_NULL_MS case.

Proposed Resolution:

CR TBD
	Status: OPEN

<provide response>

	
	
	N
	5.5.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

protection-after_reception Content Protection description only talks about ROs. Add smartcard mechanism.

Proposed Resolution:

Content protection

Device has to protect all content against access in the clear.

For the DRM Profile, oOnly the explicitly allowed types of consumption as defined in Rights Objects that the device has for this service or programme are permitted. For the Smartcard Profile using (U)SIM, an implicit play once exists for authenticated terminals.

An example permission in ROs is 'Access' for the immediate rendering of the service or programme.
	Status: OPEN

<provide response>

	
	
	Y
	5.5.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Note 2 relating to protection_after_reception render and recording playback only refers to DRM profile and says "once play back of (P)DCF files when having just service or programme key has been standardized". 

This is actually the case.  So note 2 no longer applies and should be removed.

Proposed Resolution:

2 In principle, any device that has the service or programme key should be allowed to play back these recordings. However, present OMA DRM specifications require that an OMA DRM V2 agent has the appropriate Rights Objects for being allowed to play back (P)DCF files. The constraint “which are made by the device itself” can be relaxed once play back of (P)DCF files when having  just a service or programme key has been standardised.

	Status: OPEN

<provide response>

	
	
	Y
	5.5.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

ISMACRYP may use SRTP authentication. key length is hence 160 bits and not 128.

Proposed Resolution:

AU encryption (encryption: AES-128-CTR [key length 128]; SRTP authentication: HMAC-SHA1-80 [key length 128160] or NULL).
	Status: OPEN

<provide response>

	
	
	N
	5.5.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

number_of_media_flows description says that for each flow SRTP rollover counter needs to be signaled. This suggests the rollover counter is sent  in the STKM. Should this not be removed?

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	5.5.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

encrypted_traffic_key_material description for ISMACryp is wrong. The Master Salt is signaled via SDP. Also, without authentication the key is the encryption key whereas if SRTP authentication is used the key is the MK.

Proposed Resolution:

ISMACRYP:  If no traffic authentication is used, the decrypted traffic key material is identical to the key used for the AES-CTR decryption and its length is 16 bytes. If authentication is used, the first 16 bytes of the decrypted traffic key material are the TEK used as the Master Key (MK) together with the Master Salt (MS) signalled via SDP, while the remaining16 bytes are the key used for to derive the encryption and authentication keys as described by STRP.


	Status: OPEN

<provide response>

	
	
	Y
	5.5.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

sentence on bsdaID and serviceBaseCID in program_CID_extension and service_CID_extension says they are expected to be part of the service guide. They are in the ESG.

Also typo in receiption, should be reception.

Proposed Resolution:

The bsdaID and serviceBaseCID are string values and are expected to be part of the service guide. Upon receiption of a STKM, the terminal can assemble the program_CID/BCI and look up the PEK (wrapped inside a LTKM).


	Status: OPEN

<provide response>

	
	
	N
	5.5.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

service_CID_extension and program_CID_extension  text refers to bsdaID without any further information. As this is not defined in the spec, a proper reference should be made to the document defining it.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	6
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

6.1 introduction is missing.

Proposed Resolution:

6.1 Introduction

OMA BCAST Smartcard Profile using (U)SIM uses the key management defined by 3GPP MBMS [3GPP TS 33.246]. The solution requires an interactive channel to obtain key material.
The following sections describe the 4-layers of the 4-layer model key hierarchy, as well as the key provisioning required to access the first layer.

Section 6.2 briefly describes key provisioning. Section 6.3 describes registration. Section 6.4 details the LTKM structure of the MIKEY message while Section 6.5 describes that of the STKM.  Section 6.6 and 6.7 describe streaming and file delivery respectively for both service and content protection.  Recording aspects are detailed in Section 6.8 while ESG signalling is explained in Section 6.9.
Note to the Editor: please add links to the sections above and note that the numbering above reflects the insertion of section 6.1 Introduction.
	Status: OPEN

<provide response>

	
	
	N
	6.4.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

STKM format is given for smartcard profile using (U)SIM. It would be best to refer to the DRM section for full details on each parameter.

Proposed Resolution:

Traffic Key Management Data:

The STKM message format below SHALL be used for the Smartcard Profile using MBMS key management. This corresponds to the STKM defined for the DRM profile but without the fields applicable to the DRM profile only. For full information on each field in the STKM please refer to Section Editor: please insert link to section 5.5.3. Furthermore, key material is moved to the main MIKEY message (KEMAC).


	Status: OPEN

<provide response>

	
	
	Y
	6.4.1.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

terminal_binding_flag is missing from STKM.

Proposed Resolution:

Short_Term_Key_Message_Description

Length

Type

short_term_key_message() {


selectors_and_flags {



protocol_version

4

Uimsbf



protection_after_reception

2

Uimsbf



reserved_for_future_use  terminal_binding_flag
1

uimsbfBslbf



access_criteria_flag

1

uimsbf



traffic_protection_protocol

3

uimsbf



traffic_authentication_flag

1

uimsbf


}


reserved_for_future_use

4

bslbf


traffic_key_lifetime

4

uimsbf


if (access_criteria_flag == TKM_FLAG_TRUE) {



reserved_for_future_use

8

bslbf



number_of_access_criteria_descriptors

8

uimsbf



access_criteria_descriptor_loop() {




access_criteria_descriptor()



}


}

}


	Status: OPEN

<provide response>

	
	
	YES
	6.4.1.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Remove Editor's note.

Proposed Resolution:

Remove the note.
	Status: OPEN

<provide response>

	
	
	N
	6.4.1.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

MK and MS need to be mentioned in SRTP section

Proposed Resolution:

SRTP

3GPP MBMS is designed for SRTP encryption, hence the OMA BCAST MIKEY message defined above is compatible with SRTP. SRTP encryption SHALL be indicated by the traffic_protection_protocol value in the BCAST STKM.

MK and MS SHALL be sent via MIKEY. For compatibility with the DRM Profile a NULL MS MAY be sent.
	Status: OPEN

<provide response>

	
	
	N
	6.4.1.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Ismacryp section needs to be clarified for MK and MS.

Proposed Resolution:

ISMACRYP

For content encryption, this SHALL also be signaled by traffic_protection_protocol value in the BCAST STKM. The Key Indicator sent in the OMADRMAUHeader SHALL correspond to the MTK ID sent in the MBMS extension payload. The TEK SHALL be transported as for SRTP, in the KEMAC field. Note: unlike SRTP, the key indicator SHALL NOT be MSK ID || MTK ID.
If no SRTP authentication is used the encryption key SHALL be sent instead of the MK. The MS is not used (NULL value can be sent).

If SRTP authentication is used, MK and MS SHALL be sent as per SRTP.
	Status: OPEN

<provide response>

	
	
	N
	6.5.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Section is TBD.  Add text below and remove TBD.

Proposed Resolution:

Broadcast streams that are signalled as having service protection by the ESG and the protection_after_reception flag are encrypted by TEKs using IPSec, SRTP or ISMACryp.

How to obtain the relevant information from the ESG to request the appropriate SEK or PEK to access the protected stream is explained in Section Editor: please add link to section 6.8 ESG signaling.

	Status: OPEN

<provide response>

	
	
	N
	6.6.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

The text says "For the DRM profile key_id…." although this section is about the smartcard profile. Then text is provided for the smartcard profile. Clearly the DCF can be used for both profiles.

TBD for R-UIM should be removed, correct section inserted in section for R-UIM (7.7.1).

Proposed Resolution:

· Cut and paste the existing text in section 5.7.1 and remove the text about the smartcard profile.

· Remove the text for DRM profile in section 6.6.1.

· Do the same for the smartcard profile using R-UIM if it applies to BCMCS key management as well (section 7.7.1?)
	Status: OPEN

<provide response>

	
	
	N
	6.6.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

This section was apparently incorrectly placed in the smartcard profile (U)SIM section. Is it not common to all profiles? If so, it should be placed in an appropriate section, or duplicated in all sections for different profiles?

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	Y
	6.6.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Note: The MIME type of the STKM is TBD. MIME type has been defined, this should be removed.

Proposed Resolution:

Note: The MIME type of the STKM is TBD.
	Status: OPEN

<provide response>

	
	
	N
	6.7.1.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

The described mechanism applies to the adapted PDCF and the use of ISMACryp for protection of streaming.

Proposed Resolution:

6.7.1.1
Content Protection of recorded material using the (U)SIM

This section describes how streamed content encrypted at the content level using ISMACryp and recorded in the adapted PDCF together with STKM key track can be re-read locally. Content protection is indicated by the protection_after_reception value in the STKM.
The smartcard profile mechanisms for service protection using the USIM can be used as described briefly for content protection. Unless indicated otherwise standard MBMS mechanisms are used.
	Status: OPEN

<provide response>

	
	
	Y
	6.7.1.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

text in yellow says "refernce to chapter 8 recording". Text pointing to such a section is suggested.

Proposed Resolution:

reference to chapter 8 Recording For further information on recording, please refer to Editor: please insert link to section 8 Recording.
	Status: OPEN

<provide response>

	
	
	Y
	6.7.1.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Bullet 6 has TBD for section.

Proposed Resolution:

9.     Mutually authenticate with the Rights Issuer (MBMS NAF Server) and establish an HTTPS tunnel as described in Section TBD Editor: please insert link to section 13 BCAST Client ID.
	Status: OPEN

<provide response>

	
	
	Y
	6.7.1.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Secure Authenticated Channel need not be used if Terminal Binding Key is used instead. Text is added below to reflect this.

Proposed Resolution:

1. Read the first MIKEY message from the key track and send it to the USIM if using GBA_U via the Secure Authenticated Channel (SAC) between the terminal and smartcard as defined in [ETSI SCP reference and 3GPP TS 33.110] (unless the Terminal Binding Key is required in which case the SAC is optional) or move to step ‎6
……….

· The delivery of MIKEY message must only be done through a Secure Authenticated Channel to ensure MTKs are returned via a secure channel and not in the clear, unless the Terminal Binding Key is used in which case the SAC is optional
	Status: OPEN

<provide response>

	
	
	YES
	6.8.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

TBD in yellow should be removed as text is there.

Proposed Resolution:

TBD
	Status: OPEN

<provide response>

	
	
	Y
	8.1.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

ISMACryp should be stated explicitly for content encryption.

The paragraph below applies only for ISMACryp, this should be stated explicitly.

Proposed Resolution:

For broadcast streams encrypted at the content level using ISMACryp, recording in encrypted format MAY be achieved by recording the encrypted AUs in the PDCF file format together with the TEK stream as explained in [XBS DRM extensions-v1.0].

Note that recording of encrypted broadcast streams is possible without having the appropriate service protection rights (i.e. SEK or PEK) when using ISMACryp. These can be acquired at a later stage using the information stored in the Short Term Key Message Stream. This allows automatic recording of programmes based on user profiles, for example, or pricing models based on the time at which rights are acquired for service protection, i.e. the value of recorded content reduces as time goes by.
	Status: OPEN

<provide response>

	
	
	Y
	8.1.2, 8.1.2.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Adapted PDCF is in XBS document, should this still be the case as it also works for the smartcard profile and is not related to broadcast only mode of operation of DRM profile?

Proposed Resolution:

Move adapted PDCF section to BCAST service and content protection spec.

Change all references in text accordingly.
	Status: OPEN

<provide response>

	
	
	Y
	8.1.2.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Section on content encryption (ISMACryp) is not clearly stated as applying to that case. It should be clarified.

Proposed Resolution:

When recording content from a real-time delivery service using ISMACryp, the file MAY be created according to a modified version of OMA DRM PDCF 2.0 that allows usage of multiple encryption keys (TEKs) for content encryption in a single file [XBS DRM extensions-v1.0]. This is achieved by using the Access Unit header OMADRMAUHeader, which signals AU encryption and provides storage for the Key Indicator and IV. The Key Indicator identifies the TEK key used to encrypt Access Unit and the IV is used for the Counter mode of AES.  The STKMs are recorded in a key track. Note that repeated STKMs can be ignored i.e. if the same STKM is received as one already recorded, it SHOULD not be recorded.  The type of STKM is indicated in the adapted PDCF.
	Status: OPEN

<provide response>

	
	
	N
	8.1.2.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Adapted PDCF applies to smartcard profile also and is part of BCAST spec. It is suggested to change the title of the OMADRMAUHeader to OMABCASTAUHeader.

Proposed Resolution:

This is achieved by using the Access Unit header OMABCASTDRMAUHeader, which signals AU
	Status: OPEN

<provide response>


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Consider and resolve comments during consistency review.
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