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1 Reason for Contribution

Initial Orange consistency review comments on OMA-TS-DRM-XBS-V1_0-20060321-D.
2 Summary of Contribution

Initial review comments on OMA-TS-DRM-XBS-V1_0-20060321-D.
3 Detailed Proposal

Comments regarding OMA-TS-DRM-XBS-V1_0-20060321-D.
	ID
	Open Date
	Edit
	Section
	Description
	Status

	
	
	N
	All document
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

GRO or generalized RO is mentioned throughout the text but this is not defined in the XBS document, only in the service and content protection spec.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	Y
	2.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

No reference exists for the service and content protection document.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	12
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Adapted PDCF is in XBS document, should this still be the case as it also works for the smartcard profile and is not related to broadcast only mode of operation of DRM profile?

Proposed Resolution:

Move adapted PDCF section to BCAST service and content protection spec.
	Status: OPEN

<provide response>

	
	
	N
	12
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Text applies to ISMACryp only and should refer to BCAST spec. Also, reference to figure 9 is not needed. Text should be made generic as adapted PDCF applies to both profiles.

Proposed Resolution:

This section allows a Traffic Encryption Key (TEK) stream (transmitted using Layer 3 of the 4-layer model for Service Protection and Content Protection of RTP streams) to be stored within a PDCF. 

The existing PDCF file format as defined in OMA DRM v2.0 [DRMCF-v2.0] allows audio video content to be stored in a file format together with the relevant OMA DRM information.  Audio and video tracks can be encrypted as defined in [DRMCF-v2.0] using the appropriate CEK stored in a Generalised Rights Object (GRO).

In the context of broadcast services, RTP streams can be encrypted at the content level (encrypting Access Units using ISMACryp as explained in [DRMCF-v2.0 BCAST10-ServContProt]) using TEKs transmitted using Layer 3 as shown in Figure 9.1. This key is not the traditional CEK stored in a RO.  In the broadcast context the CEK is a Service Encryption Key (SEK) or a Program Encryption Key (PEK) delivered using Layer 2 (delivered in a BCRO or via a return path). This SEK or PEK allows the TEK delivered in Traffic Encryption Key stream messages delivered in Layer 3 to be decrypted. The TEK is used to encrypt content transmitted in RTP packets using ISMACryp.  As this key changes regularly, this section explains how the PDCF file format can be adapted to include storage of the relevant TEK stream information.


	Status: OPEN

<provide response>

	
	
	N
	12 and all sections within
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Adapted PDCF applies to smartcard profile also and is part of BCAST spec. It is suggested to change the title of the OMADRMAUHeader to OMABCASTAUHeader.

Proposed Resolution:

Replace everywhere 

OMABCASTDRMAUHeader
	Status: OPEN

<provide response>

	
	
	N
	12.2.1.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

OMAKeySampleDescriptionEntry does not contain indication of TBK ID and RightsIssuerURI. This need to be added.
Proposed Resolution:

aligned(8) class OMAKeySampleDescriptionEntry extends SampleEntry(‘oksd’) {

unsigned int(8) sample_version;

// sample version

unsigned int(8) sample_type;


// sample type

if (terminal_binding_flag in STKM == 1) {// from the STKM

      unsigned int(32) TerminalBindingKeyID; // from the ESG

unsigned int(16) RightsIssuerURILength;


// Rights Issuer URI field length in bytes


char
RightsIssuerURL[];
// Rights Issuer URI string
      }

}


	Status: OPEN

<provide response>

	
	
	N
	12.2.2.4
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

ISMACryp sends IV before key indicator. As BCAST is using ISMACryp for broadcast, the adapted PDCF should use the same order so as to avoid re-ordering of each AU.

Proposed Resolution:

aligned(8) class OMADRMAUFormatBox extends FullBox('odaf', 0, 0) {

bit(1) SelectiveEncryption;

bit(7) reserved;

unsigned int(8) IVLength;

unsigned int(8) KeyIndicatorLength;

unsigned int(8) IVLength;

}

Parameters are as defined below:

Table 41: OMA Sample Format Box fields

Field name

Type

Purpose

SelectiveEncryption

Bit(1)

Indicate whether selective encryption is used or not
Reserved

Bit(7)

Reserved, SHOULD be set to 0.
IVLength

unsigned int(8)

Size of the IV in bytes

KeyIndicatorLength

Unsigned int(8)

Size of the key indicator in bytes

IVLength

unsigned int(8)

Size of the IV in bytes


	Status: OPEN

<provide response>

	
	
	N
	12.2.2.5
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

ISMACryp sends IV before key indicator. As BCAST is using ISMACryp for broadcast, the adapted PDCF should use the same order so as to avoid re-ordering of each AU.

Proposed Resolution:

aligned(8) class OMADRMAUHeader {


if (SelectiveEncryption == 1) {// from the OMASampleFormatBox


bit(1)
EncryptedAU;

// Encryption indicator



bit(7)
reserved;


// Must be zero


}


else EncryptedAU = 1;


if (EncryptedAU==1) {



unsigned int(8 * IVLength) IV;

              unsigned int(8 * KeyIndicatorLength) KeyIndicator;



unsigned int(8 * IVLength) IV;


}

}

Table 42: OMA DRM AH Header fields

Field name

Type

Purpose

EncryptedAU

bit(1)

Encryption Indicator for the access unit. 

IV

unsigned int(8)

IV preceding the access unit payload.

KeyIndicator

unsigned int(8)

Key indicator field preceding the access unit payload.

IV

unsigned int(8)

IV preceding the access unit payload.


	Status: OPEN

<provide response>

	
	
	N
	12.4
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Section is about content encryption i.e. ISMACryp

Proposed Resolution:

12.4 Recording RTP streams encrypted using ISMACryp
This section explains how RTP streams encrypted at the content level using ISMACryp can be recorded in a PDCF file.


	Status: OPEN

<provide response>

	
	
	N
	12.4.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

12.4.1 refers to file delivery and not streaming using ISMACry, it should be moved to a separate section.

Proposed Resolution:

Move outside section 12 altogether in a section for file delivery.
	Status: OPEN

<provide response>

	
	
	N
	12.4.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Section refers to ISMACry, this should be stated explicitly. Furthermore, dynamic keying is not in broadcast extensions but in OMA BCAST. The fact that this works for the different profiles should be mentioned.

Proposed Resolution:

12.4.2
Content encrypted by a TEK stream using ISMACryp
OMA BCASTroadcast extensions provides dynamic keying that can be applied to encryption of content transmitted in RTP streams (content protection of RTP streams using ISMACryp).  The adapted PDCF file format described in this specification provides the means to record encrypted AUs directly.  The associated STKM TEK key stream (containing the TEKs) can be recorded in the appropriate key track.

For broadcast purposes TEK messages may be repeated several times during the same cryptoperiod (time interval during which the same key is used).  These messages are therefore redundant and MAY be ignored.  However, if these messages are different in any other way (i.e. due to other information they contain, even though the keys are the same), they SHALL be stored in the PDCF key track. Note that the key track can record STKMs in the format used by DRM Profile or the Smartcard Profile.
	Status: OPEN

<provide response>

	
	
	Y
	12.4.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

ISMACryp should be mentioned.

Proposed Resolution:

OMA Broadcast extensions provide dynamic keying that can be applied to encryption of content transmitted in RTP streams (content protection of RTP streams using ISMACryp).  The adapted PDCF file format described in this specification provides the means to record encrypted AUs.  The associated TEK key stream can be recorded in the appropriate key track.

For broadcast purposes TEK messages may be repeated several times during the same cryptoperiod (time interval during which the same key is used).  These messages are therefore redundant and MAY be ignored.  However, if these messages are different in any other way (i.e. due to other information they contain, even though the keys are the same), they SHALL be stored in the PDCF key track.


	Status: OPEN

<provide response>

	
	
	N
	12.4.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

GRO is mentioned, a generic term applicable to DRM and Smartcard Profiles should be used.

Proposed Resolution:

12.4.3
Change of Rights and Recommendations for Recording

The following rules SHALL be observed when recording streamed content in a PDCF:

1.
If the user has a valid Rights and the end of a program / event is reached, a new track MAY be created for the new program / event. Alternatively, a new file MAY be created for the new program / event, rather than using the same file.

2.
If the user has a valid Service Rights and PEKs are used to protect TEKs, then new tracks or files MAY be created when PEKs change, rather than using the same track.

3.
If a program / event is being recorded for which the user has the appropriate Rights and a new program / event starts for which the user has NO valid Rights, a new track or a new file SHOULD be created, rather than using the same track.

4.
If a program / event is being recorded for which the user has no Rights, a new track or file MAY be created for a new program / event, rather than using the same track, if the user still has no valid Rights for the new program / event.

If the user has valid Rights for the new program / event, a new track or file SHOULD be created, rather than using the same track.

5.
In all cases, if a different SEK or PEK or GRO is required, a different track or file SHALL be used.
	Status: OPEN

<provide response>

	
	
	Y
	Appendix A.1.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

[BCAST-CntSvcProt] is used as a reference. This is not the correct reference. Furthermore the reference does not exist in the reference list.

Proposed Resolution:


	Status: OPEN

<provide response>


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Consider and resolve comments during consistency review.
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