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1 Reason for Contribution

This document presents an analysis of SRTP for the DRM Profile, the Smartcard Profile using (U)SIM and the Smartcard Profile using (R-)UIM.

As the conclusions have an impact on providing access to an SRTP stream using several profiles, this is presented to the group for validation.

A CR would follow to clarify the conclusions in the service and content protection specification.

2 Summary of Contribution

Analysis of SRTP.
3 Detailed Proposal

SRTP keys (RFC3711)
· MK = Master Key = 128 bits

· MS = Master Salt = 112 bits

· k_e = SRTP session encryption key (derived see below) (128 bits default length)

· k_s = SRTP session salting key (derived see below) (112 bits default length)

· k_a = SRTP authentication key (derived see below) (160 bits default length)

For DRM Profile:

k_e (encryption key) & k_s (salting key) derivation
MK = BCAST STKM encrypted_traffic_key_material key (128 bits)

MS = NULL (112 bits)

KDF (MK,MS, 0) = SRTP session key k_e (128 bits) = BCAST TEK



= SRTP session salting key k_s (112 bits) 
k_a derivation (authentication key)

MK = BCAST STKM encrypted_traffic_key_material key (128 bit)

MS = NULL (112 bits)
KDF (MK,MS, 0) 
= SRTP authentication key k_a (160 bits) = BCAST TAK
SRTP key derivation rate = 0
For 3GPP2 BCMCS:

k_e (encryption key) & k_s (salting key) derivation
MK = BAK (128 bits)
MS = SK_RAND(32bits) padded to 112 bits

KDF(MK,MS, 0) 
= SRTP session key k_e = BCAST TEK
 = SRTP session salting key k_s (112 bits) 
k_a derivation (authentication key)



MK = BAK (128 bits)
MS = SK_RAND (32bits) padded to 112 bits
KDF (MK,MS,0) = SRTP authentication key k_a (160 bits) = BCAST TAK
SRTP key derivation rate = 0
For 3GPP MBMS:
k_e (encryption key) & k_s (salting key) derivation
MK = MTK in MIKEY KEMAC (128 bits)
MS = salt key in MIKEY KEMAC (112 bits)
KDF(MK,MS, packet index DIV key derivation rate) = SRTP session key k_e = MTK_C = BCAST TEK
 = SRTP session salting key k_s (112 bits) 
k_a derivation (authentication key)

MK = MTK in MIKEY KEMAC (128 bits)
MS = salt key in MIKEY KEMAC (112 bits)
KDF (MK,MS, packet index DIV key derivation rate) = SRTP authentication key  k_a (160 bits) = BCAST TAK

SRTP key derivation rate = not specified, can be non-zero.
OMA BCAST Specification
TEK generation for SRTP: generate MK and generate MS

DRM Profile: 

uses MK and MS = NULL, SRTP key derivation rate = 0

Smartcard Profile: 
uses MK and MS for MBMS, SRTP key derivation rate = 0

  
uses MK and MS for BCMCS, SRTP key derivation rate = 0

The table below shows MK and MS values for the DRM profile and Smartcard profiles when taken independently.

	Parameter / Profile
	DRM
	Smartcard USIM
	Smartcard R-UIM

	MK
	Random 128 bits
	same as DRM
	BAK

	MS
	NULL
	random 112 bits
	SK_RAND (32 bits)

	derivation rate r*
	0
	0
	0


Table X MK and MS values for different Profiles used independently – OMA BCAST
The table below shows MK and MS values several profiles are used in combination to give access to a shared SRTP stream.

For example, both DRM profile and Smartcard profile using (U)SIM can be used at the same time provided a NULL MS is used or provided the DRM profile sends a MS via the STKM.

In the unlikely scenario that DRM profile, Smartcard profile using (U)SIM and Smartcard profile using (R-)UIM are used together, the 32 bit SK_RAND value used by BCMCS key management is used.

	Parameter / Profile
	DRM
	Smartcard (U)SIM
	Smartcard (R-)UIM

	DRM and Smartcard (U)SIM
	
	
	

	MK
	same as (U)SIM
	Random 128 bits
	N/A

	MS
	same as (U)SIM, send MS via STKM
	random 112 bits
	N/A

	DRM and Smartcard (U)SIM
	
	
	

	MK
	Random 128 bits
	same as DRM
	N/A

	MS if sharing SRTP stream
	NULL
	same as DRM
	N/A

	DRM, (U)SIM and    (R-)UIM
	
	
	

	MK
	same as (R-)UIM
	same as (R-)UIM
	BAK

	MS if sharing SRTP stream
	same as (R-)UIM, send MS via STKM
	same as (R-)UIM i.e. random 32 bits + padding to 112 bits
	SK_RAND (32 bits)

	All cases
	
	
	

	derivation rate r*
	0
	0
	0


Table X MK and MS values for different Profiles used to share access to an SRTP stream – OMA BCAST
DVB-H Adaptation
The table below applies when BCAST terminals and DVB-CBMS terminals share access to the same SRTP stream. DVB-CBMS specifies MS = null, so for smartcard profile using MBMS key management we can say MS = null as well. For BCMCS this is not possible as this would imply a constant TEK, hence BCMCS key management can not be used.

	Parameter / Profile
	DRM
	Smartcard (U)SIM
	Smartcard (R-)UIM

	MK
	Random 128 bits
	same as DRM
	N/A

	MS
	NULL
	NULL
	N/A

	derivation rate r* 
	0
	0
	0


Table X MK and MS values for different Profiles used to share access to an SRTP stream – DVB-H adaptation
MBMS Adaptation

The table below applies when BCAST terminals and 3GPP MBMS terminals share access to the same SRTP stream. MBMS uses random MS. We can't force MS = null for MBMS, so we can only informatively say that if we want compatibility with DRM profile we either have to set MS = NULL in MBMS OR use the STKM to send a non-NULL MS.

Null derivation rate r is needed although this can not be imposed on the MBMS BDS.

	Parameter / Profile
	DRM
	Smartcard (U)SIM
	Smartcard (R-)UIM

	Non-NULL MS
	
	
	

	MK
	same as (U)SIM
	
	N/A

	MS
	same as (U)SIM

send MS via STKM
	Random 112 bits
	N/A

	NULL MS
	
	
	

	MK
	same as (U)SIM
	Random 128 bits
	N/A

	MS
	NULL
	NULL if BDS decides
	N/A

	derivation rate r*
	0
	0 for interoperability with DRM profile
	N/A


Table X MK and MS values for different Profiles used to share access to an SRTP stream – MBMS adaptation
BCMCS Adaptation

The table below applies when BCAST terminals and 3GPP2-BCMCS terminals share access to the same SRTP stream. Same problem for DRM profile for MS, same proposed solution (send MS via STKM).

	Parameter / Profile
	DRM
	Smartcard USIM
	Smartcard R-UIM

	MK
	same as (R-)UIM
	same as (R-)UIM
	BAK

	MS
	same as (R-)UIM for 32 bits, rest are set to 0 (112 bits)
	same as (R-)UIM for 32 bits, rest are set to 0 (112 bits)
	SK_RAND random 32 bits

	derivation rate r*
	0
	0
	0


Table X MK and MS values for different Profiles used to share access to an SRTP stream – BCMCS adaptation
* Note that derivation rate refers to SRTPs ability to refresh the session keys k_e, k_a and k_s from the keying material in MK, the salt MS and the packet index without sending new MK and MS (see RFC3711). 

Conclusions
· For DVB-H adaptation, MS is NULL so BCMCS key management can NOT be used.
· For MBMS adaptation, allow possibility to send non-null MS via STKM for DRM profile.
· For MBMS adaptation, sharing with BCMCS key management is not possible.
· For BCMCS adaptation, sharing SRTP stream with all profiles means using BAK as MK, hence BCMCS BSM is used. DRM Profile sends non-NULL MS.
4 Intellectual Property Rights
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5 Recommendation

Agree the principle so that the diagram can be completed and associated text modified.
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