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1 Reason for Contribution

More Orange consistency review comments on OMA-TS-BCAST_SvcCntProtection
2 Summary of Contribution

Further review comments on OMA-TS-BCAST_SvcCntProtection
3 Detailed Proposal

Comments regarding OMA-TS-BCAST_SvcCntProtection-V1_0-20060412-D

	ID
	Open Date
	Edit
	Section
	Description
	Status

	
	
	N
	All document
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Roaming is not discussed. Is it an issue for the smartcard profile? Perhaps it should be "explained" briefly e.g. by pointing to 3GPP / 3GPP2 mechanisms? If it is explained in another document, a reference should be provided.
Proposed Resolution:
Add section on roaming, even if it points to another BCAST document.
	Status: OPEN

<provide response>

	
	
	N
	3.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Sentence says Introduction is informative whereas it contains normative text.

Proposed Resolution:

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.
	Status: OPEN

<provide response>

	
	
	N
	10.2.1,10.3.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

codec and enc-generic are defined in 10.2.1 whereas ISMACryp SDP signaling in 10.3.2 uses also "codec" and enc-isoff-generic to identify ISMACryp protected streams.  "codec" use should be harmonized or only applied to ISMACryp case. MIMEE type should be clarified for ISMACryp, is it used by ISMACryp 1.1 or just for the codec-generic solution, or both?
Proposed Resolution:
	Status: OPEN

<provide response>

	
	
	N
	10.3.X
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

SDP signaling does not mention encryption type. Would it not make sense to signal it so as to avoid a terminal decrypting STKM only to realize it does not support the encryption?

Proposed Resolution:
	Status: OPEN

<provide response>

	
	
	N
	9.3,9.4
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Content encryption was accepted by the group for streaming and was mandatory for the terminal. This was changed to optional as soon as certain companies realized streaming of encrypted content was ISMACryp. However, it remains the only seamless solution to go from encrypted content in a file in the server to an RTP stream and back into a file in the terminal without decryption and re-encryption i.e. without having the key material before. This is of great benefit as it means recording is possible before deciding whether or not one wants to buy the rights. Hence it is proposed that content-level encryption i.e. ISMACryp should be MANDATORY for terminals to support. This would mean BCAST terminals would support one transport-level encryption method and one content-level encryption method.

Also, as IPSMACryp is mandatory over DVB-H networks, this makes sense for BCAST terminals to support as they are likely to support roaming over different BDSes.

Proposed Resolution:

Make ISMACryp MANDATORY for terminals to support.
	Status: OPEN

<provide response>

	
	
	N
	9.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

As IPSec is also mandatory in DVB-IPDC it makes sense for reasons of interoperability to make it mandatory for terminals in BCAST as well.

Proposed Resolution:

Make support for IPSec MANDATORY for BCAST terminals.
	Status: OPEN

<provide response>

	
	
	N
	9
	Source: Orange

From: <INP doc, mtg, confcall

Comment:
It is not clear whether the Network side (server) should support encryption or not. It should be stated explicitly that the server support all encryption protocols for reasons of interoperability.
Proposed Resolution:
	Status: OPEN

<provide response>

	
	
	N
	3.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Rights Issuer not defined. It is used generically by DRM and Smartcard Profiles. It should be defined.

Proposed Resolution:
	Status: OPEN

<provide response>

	
	
	N
	3.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Should LTKM and STKM not be defined?

Proposed Resolution:
	Status: OPEN

<provide response>

	
	
	N
	3.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Transport encryption definition states this can be referred as Service Encryption but this does not mean anything.

Proposed Resolution:

The cipher algorithm is applied on data that have been packetized for transport on a network. This can also be referred as Service Encryption but for the sake of clarity, only Transport Encryption term is used.
	Status: OPEN

<provide response>

	
	
	N
	6.4
	Source: Orange

From: <INP doc, mtg, confcall

Comment:
Table 8 introduces TEK ID but it is not explained. MSK ID and MTK ID lengths are not specified, nor are TEK ID length. If lengths are known , they should be specified for clarity.
Proposed Resolution:
	Status: OPEN

<provide response>

	
	
	N
	11
	Source: Orange

From: <INP doc, mtg, confcall

Comment:
There is no mention of TEK ID or of TEKs. To be consistent and complete the use of TEK identifier should be stated explicitly as should TEK ID length / TEK length. This should be done for SRTP, IPSec and ISMACryp as this would be of great assistance to have a global view of all key material, IDs, lengths.
Proposed Resolution:
	Status: OPEN

<provide response>

	
	
	N
	11
	Source: Orange

From: <INP doc, mtg, confcall

Comment:
11.3 talks about sharing streams when using SRTP. Having similar sections on IPSec and ISMACryp would make great sense and greatly help implementation / usage of the specification.
Proposed Resolution:
	Status: OPEN

<provide response>


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Consider and resolve comments during consistency review.
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