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1 Reason for Contribution

This Input Contribution provides consistency review comments related to the Service and Content Protection specification. 
2 Summary of Contribution

This Input Contribution provides consistency review comments related to the Service and Content Protection specification. 

3 Detailed Proposal

Vodafone raises the following comments against OMA-TS-BCAST-SvcCntProtection-V1_0020060412-D:
	ID
	Open Date
	Editorial
	Section
	Description
	Status

	1
	2006.05.23
	N
	5.3.1.1 and 5.3.1.2
	Source: Vodafone
From: OMA-BCAST-2006-0531
Comment:
The text on domains is not clear, e.g. Is a service domain the set of terminals sharing a common group key or common SEK/PEK or both? Also Vodafone is not sure there is any value in defining a Service Domain when it doesn’t seem to be used as a concept anywhere else in this specification? In addition, Vodafone finds the section on Device Domain confusing. We assume this is the same concept as defined in OMA DRMv2 and referenced in the XBS documents (Section 6.4). If this is the case we recommend a reference to the relevant section in the XBS document. If this assumption is incorrect we suggest that the concept needs to be clarified and renamed.  
Proposed resolution:
Vodafone will draft a CR if others agree
	OPEN

	2
	2006.05.23
	N
	5.4.1
	Source: Vodafone
From: OMA-BCAST-2006-0531
Comment:

It is not clear what the following text implies: 
“Digital signature generation for every user that wants to tune into an event needs to be evaluated to determine whether it provides a sufficient level of scalability.” 
XBS specification section 7.2.1. defines the optional ability to sign a BCRO. A10.3 in XBS specification says that all BCROs will include a MAC for authentication and integrity checking. Text should indicate options available. Is A10.3 normative or informative?
Proposed resolution:

Clarification required
	OPEN

	3
	2006.05.23
	N
	6.2
	Source: Vodafone
From: OMA-BCAST-2006-0531
Comment:

Text mixes use of BM-SC and BCAST NAF. Should use either BM-SC or BCAST NAF
Proposed resolution:

Use BCAST NAF – Vodafone will produce CR if agreed
	OPEN

	4
	2006.05.23
	N
	6.4.1.1.
	Source: Vodafone
From: OMA-BCAST-2006-0531
Comment:

The following text refers only to the GBA_U version of Smartcard profile but should also describe GBA_ME variant. 
“In addition support for MIKEY encapsulation allows the use of existing 3GPP smartcard implementations without the need for any changes. MIKEY extensions defined in this section MUST only be parsed by the BCAST Terminal. MIKEY implementations in existing 3GPP MBMS smartcards will ignore the OMA Extensions as these extensions are not currently supported by 3GPP MBMS [3GPP TS 33.246]. No processing is required by the smartcards regarding the OMA extensions of MIKEY.

Please note that in case of 3GPP MBMS all TEK/SEK processing is done in the smartcard. Therefore encrypted TEKs are encapsulated in the main body of the MIKEY and not in the OMA BCAST extensions. The relevant mappings of MBMS key names and OMA BCAST key names are given later in this section.” 

Proposed resolution:

Vodafone will provide CR if agreed
	OPEN

	5
	2006.05.23
	N
	6.5.2
	Source: Vodafone
From: OMA-BCAST-2006-0531
Comment:

Following text is unclear :
“The Rights Issuer can provide content protection for the smartcard profile allowing an implicit play once right. Once the server issues the appropriate key to the terminal / smartcard, the BCAST client SHALL interpret the obtained keys relating to the recorded stream as being "play once" i.e. the keys used by the terminal SHALL be "transient"; they are to be destroyed once the content has been rendered once. How this is implemented is out of scope of this specification. The terminal is trusted to know that the key material is for recorded content and not for live streams.”
Not clear which keys are being referred to – MTKs or MSKs.
Proposed resolution:

Clarification required 
	OPEN

	6
	2006.05.23
	N
	6.7.1.1.
	Source: Vodafone
From: OMA-BCAST-2006-0531
Comment:

The following text is incorrect: 
“The MTK ID lower and upper limits allow a finer management of rights on the server side rather than basing charging on the full duration of the programme defined by the MTK ID.” 
Should read “…defined by the MSK ID”
Proposed resolution:

Change text as above
	OPEN

	7
	2006.05.23
	N
	6.7.1.1.
	Source: Vodafone
From: OMA-BCAST-2006-0531
Comment:

“The MBMS mechanisms prevent re-use of an MSK (see anti-replay) as the USIM uses a counter for the MTKs. Hence the USIM incorporates an implicit "play once" mechanism.”
Vodafone believe that the replay mechanism in MBMS will actually always stop all recorded content from being played back using the Smartcard profile. This is because the MTK counter for the first MTK in the keystream will always be lower than that of the present counter in the MBMS engine (see section 6.4.3 TS 33.246 V6.5.0). If this not the case it has to be explained how this constraint is overcome.
Proposed resolution:

Clarification required
	OPEN


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration. These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Consider and resolve comments during consistency review.
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