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1 Reason for Contribution

Review comments on OMA DRM v2.0 XBS specification.
2 Summary of Contribution

See Section 3  for a detailed proposal of the consistency review comments for OMA DRM v2.0 XBS specification.
3 Detailed Proposal

	ID
	Open Date
	Edit
	Section
	Description
	Status

	1
	24 May 2006
	
	A.8.1, A.8.2
	Source: Fraunhofer IIS

Comment:
In section A.7.1 the node numbering in the FIAT NAOR tree is defined. It is indicated that the MSB of the position parameter indicates whether the node is an internal node (MSB = 0) or a leaf (MSB = 1). The other 9 bits are used to define the position.

However, in section A.7.2, example 6, the position of NK7 (D0) is coded as 1000000001. It is unclear why this is not 1000000000 (first leaf) or 1000000111 (node 7, which is a leaf).

Proposed Resolution:

Change the example into the position bit field in the example in 1000000111.

As an alternative it can be changed into 1000000000. But then additional explanation has to be added that when the node is a leaf the position is the leaf number rather than the node number.
	Status: OPEN

	2
	24 May 2006
	
	
	Source: Fraunhofer IIS
Comment:
Very big Subscriber Groups (i.e. bigger than 214 =16,384) might lead to problems on the implementation of the zero-message Broadcast Encryption scheme on the device.

Proposed Resolution:
Use one of the following possible solutions: 

a) limit the mandatory number of keys that must be handled by the device. 
b) make the Broadcast Encryption Scheme optional for very big Subscriber Groups (i.e. bigger than 214).
	Status: OPEN

	3
	24 May 2006
	
	9.3.3
	Source: Fraunhofer IIS

Comment:
The function HMAC-SHA1-128{}() is used without a proper definition.

Proposed Resolution:
Add a definition.
	Status: OPEN

	4
	24 May 2006
	
	9.3.2, 9.3.3
	Source: Fraunhofer IIS

Comment:
The keys NKi, DKj and SGK1..n are not used consistently. 
Proposed Resolution:
Use the keys properly:

NKi (Node Keys) are all the node keys in the Fiat-Naor tree.

DKj (Device Keys) are the device keys, the leaves in the Fiat-Naor tree.

SGK1..n (as well as FSGK1..n) are the Node Keys that a device actually receives.
	Status: OPEN

	5
	24 May 2006
	
	9.3.3.4
	Source: Fraunhofer IIS

Comment:
It is unclear whether internal nodes in the Fiat-Naor tree may be used to calculate the DEK. For example, when two excluded devices have the same parent, it is not clear whether the node key of the parent should be used or the two node keys of the devices. The following example and the article of Fiat-Naor seem to indicate that only leaf keys are used.

Proposed Resolution:
Use DKj instead of NKi , would clarify that only leaf keys are used to deduce the DEK.
	Status: OPEN


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Consider and resolve the above comments during consistency review.
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