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1 Reason for Change

This CR adressed comment DX085:

	DX085
	
	Y
	2.1
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Many references are used without listed.

Proposed resolution:

Add the following references:

RFC2404, RFCxxx (for RTP), several ISO standards, several PKCS standards and SCHNEIER.
	Status: OPEN

 


In section 2.1, the following normative references are missing:

[FIAT_NAOR], [ISO14496-12], [NAOR02], [OCSP], [OCSP-MP], [OFT], [NAOR02], [RFC768], [RFC1305], [RFC2045], [RFC2560], [RFC3280], [SCHNEIER], [XC14N], [XMLEnc] and [XMLSchema].
Some of the links in the text to the references are wrong. 
This CR introduces the above-named normative references and corrects many links to these references in different sections of the spec.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DLDRM-BCAST group to accept the CR to tentatively close comment DX085.
6 Detailed Change Proposal

2. References

2.1 Normative References

	[AES_WRAP]

	"NIST Key Wrap", National Institute of Standards and Technology, 16 November 2001

	[EUROCRYPT]

	EN 50094:1992 - CLC/TC 206 Access control system for the MAC/packet family: EUROCRYPT, 1992

	[FIAT_NAOR]  
	"Broadcast Encryption", Advances in Cryptology - CRYPTO ’93, Lecture Notes in Computer Science, Vol. 773, 1994, pp. 480–491, A. Fiat, M. Naor.

	[FIPS 197]
	National Institute of Standards and Technology, Specification for the Advanced Encryption Standard (AES) FIPS 197.  November 26, 2001

	[FIPS 198]
	"The Keyed-Hash Message Authentication Code (HMAC)", Information Technology Laboratory National Institute of Standards and Technology, Gaithersburg, MD 20899-8900, Issued March 6, 2002

	[ISO14496-12]
	"Information technology – Coding of audio-visual objects – Part 12: ISO Base Media File Format", International Organisation for Standardisation, ISO/IEC 14496-12, Second Edition, April 2005.

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[NAOR02]
	"Revocation and Tracing Schemes for Stateless Recievers", D. Naor, M. Naor, J. Lotspiech, June 2002

	[OCSP]
	RFC2560, "Internet X.509 Public Key Infrastructre: Online Certificate Status Protocol – OCSP", M. Myers, R. Ankney, A. Malpani, S. Galperin, C. Adams, June 1999, URL: http://www.ietf.org/rfc/rfc2560.txt

	[OCSP-MP]
	OMA Online Certificate Status Protocol (profile of [OCSP] V1.0, URL: http://www.ietf.org/rfc2560.txt  

	[OFT]
	“Key establishment in large dynamic groups using one-way function trees, ”Sherman, A.T., McGrew, D.A., IEEE Transactions on Software Engineering, Volume 29, Issue 5, May 2003. Page(s):444 – 458."

	[PKCS#1]

	"PKCS #1 v2.1: RSA Cryptography Standard", RSA Laboratories, June 14, 2002

	[RFC 768]
	RFC768, "User Datagram Protocol", J. Postel, August 1980, URL: http://www.ietf.org/rfc/rfc768.txt

	[RFC1305]
	RFC1305, "Network Time Protocol (Version 3) Specification, Implementation and Analysis", David L. Mills, March 1992, URL: http://www.ietf.org/rfc/rfc1305.txt 

	[RFC 1738]

	RFC 1738, "Uniform Resource Locators (URL)", T. Berners-Lee - CERN,  L. Masinter - Xerox Corporation, M. McCahill - University of Minnesota, December 1994

	[RFC2045]
	RFC2045, "Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies", N. Freed, N. Borenstein, November 1996, URL: http://www.ietf.org/rfc/rfc2045.txt  

	[RFC 2104]
	RFC 2104, "HMAC: Keyed-Hashing for Message Authentication", H. Krawczyk, M. Bellare, R. Canetti. February 1997

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[RFC 2406]
	RFC 2406, IP Encapsulating Security Payload (ESP). S. Kent, R. Atkinson. November 1998

	[RFC2560]
	RFC2560, "X.509 Internet Public Key Infrastructure. Online Certificate Status Protocol – OCSP", M. Myers, R. Ankney, A. Malpani, S. Galperin, C. Adams, June 1999, URL: http://www.ietf.org/rfc/rfc2560.txt

	[RFC3280] 
	RFC3280, "Internet X.509 Public Key Infrastructure. Certificate and Certificate Revocation List (CRL) Profile", R. Housley, W. Polk, W. Ford, D. Solo, April 2002, URL: http://www.ietf.org/rfc/rfc3280.txt

	[RFC 3566]
	RFC 3566, "The AES-XCBC-MAC-96 Algorithm and Its Use With IPsec", S. Frankel (NIST) H. Herbert (Intel), September 2003

	[RFC 3629]
	RFC 3629, UTF-8, a transformation format of ISO 10646. F. Yergeau, November 2003.

	[RFC 3664]
	RFC 3664, "The AES-XCBC-PRF-128 Algorithm for the Internet Key Exchange Protocol (IKE)", P. Hoffman VPN Consortium, January 2004

	[SCHNEIER]
	"Applied Cryptography, Second Edition: protocols, algorithms, and source code in C", Bruce Schneier. 

	[VERHOEF_1969]
	"Error detecting decimal codes", Verhoef J , Mathematical Centre Tract 29, The mathematical Centre, Amsterdam, 1969.

	[XC14N]
	"Exclusive XML Canonicalization: Version 1.0", John Boyer, Donald E. Eastlake 3rd and Joseph Reagle, W3C Recommendation 18 July 2002. URL: http://www.w3.org/TR/xml-exc-c14n/" 

	[XMLEnc]
	"XML Enryption Syntax and Processing", D. Eastlake and J. Reagle. W3C Recommendation, December 2002, URL: http://www.w3.org/TR/2002/REC-xmlenc-core-20021210/

	[XMLSchema]
	"XML Schema Part 1: Structures", H. S. Thompson, D. Beech, M. Maloney and N. Mendelsohn. W3C Recommendation, May 2001. http://www.w3.org/TR/2001/REC-xmlschema-1-20010502/


2.2 Informative References

	[DRM-v2]
	“Digital Rights Management”, Open Mobile Alliance(, OMA-DRM-DRM-V2_0, URL:http://www.openmobilealliance.org/

	[DRMARCH-v2]
	”OMA DRM Architecture Overview”, Open Mobile Alliance™, OMA-DRM-ARCH-V2-0, URL:http://www.openmobilealliance.org/

	[DRMCF-v2]
	“DRM Content Format”, Open Mobile Alliance(, OMA-DRM-DCF-V2_0, URL:http://www.openmobilealliance.org/


2.3 Definitions

	Broadcast Device
	A device that does not support an interactive communication channel and cannot communicate with other entities except using the broadcast channel. 

Note that a Broadcast Device can still have an implicit return channel: it may present information, triggers and dialogs to the user who may “implement” the interactive channel in various ways (e.g. telephone, web portal, service desk).

	Interactive Device
	 A device that supports an interactive communication channel and can communicate with other entities without using the broadcast channel for the communication. For example, an Interactive Device can execute interactive protocols, like the DRM 2.0 ROAP protocol or HTTP towards a Rights Issuer.


	Rights Object
	This is a Rights Object used by DRM profile of the Service and Content Protection. RO is delivered over Interacticity Channel. Encoding of the RO is specified in [DRM-v2].

	Broadcast Rights Object
	This is a Rights Object used by DRM profile of the Service and Content Protection. BCRO is delivered over Broadcast Channel. Encoding of the BCRO is specified in Section 7 
of this specification.

	Generalised Rights Object
	This term is used in this document as a more generic term whenever an RO or a BCRO is meant.


6. Broadcast Device and Domain Management

6.1. Device Registration

To register the device data has to be notified to the RI. There are two cases for the notification of device data to the RI:

Case 1: The device has never been registered before and is activated by the user.

There are two possibilities in which the device has no direct communication back channel to contact the RI but needs to report device data to the RI:

· The device has no interactivity channel or the interactivity channel is not able to make a connection to the RI, but the device is able to create an other connection to a connected OMA device. This device is called an unconnected  device, and is covered in [DRM-v2] section 14.

· The device has no interactivity channel and is unable to make a connection to an interactive device. This device is called a broadcast (only) device. In this case the 1-pass binary push registered device protocol is used, as is specified in this document.

6.1.3.2.2 
Protection of the (device registration) keyset

The device_registration_response() message is split in two parts: device specific (time bound) data and global (not time bound) data.
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Figure 6: device_registration_response()  message

The device global data SHALL be in the clear. The device specific data contains the keyset for the device. This key material SHALL be encrypted, whereas the rest of the device specific data SHALL be in the clear. The key material SHALL be protected by encryption. The RI SHALL use the device’s public key to encrypt all key material in the device specific data part of the message.

The RI SHALL use his private key to sign the complete message data. Upon reception the device SHALL verify the RI signature, by using the issuer’s public key from the RI certificate. The device SHALL make sure that this message is correct by using a valid and correct RI certificate.

The complete message SHALL be authenticated by a signature from the RI.

Creation of the encrypted message SHALL adhere to the following rules:

1. Generate a (128 or 192 or 256) bit AES key to be used as session key (SK) for the device_registration_response() message.

2. Concatenate the keyset (UGK, BGK1..n, UDK, RIAK, UDF and/or LDK, SLDF plus optional LLDF if applicable) under rules of [FIPS 197] and the Tag Length Format described in section A.8. 

3. Encrypt the keyset using [AES_WRAP] using the generated SK as (AES-WRAP style) KEK. This will produce the keyset_block.

6.4.3.1.2
Protection of the (domain registration) keyset 

The domain_registration_response() message is split in two parts: device specific (time bound) data and global (not time bound) data.
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Figure 7: domain_registration_response() message

The device global data SHALL be in the clear. The device specific data contains the keyset for the device. This key material SHALL be encrypted, whereas the rest of the device specific data SHALL be in the clear. The key material SHALL be protected by encryption. The RI SHALL use the device’s public key to encrypt all key material in the device specific data part of the message.

The RI SHALL use his private key to sign the complete message data. Upon reception the device SHALL verify the RI signature, by using the issuer’s public key from the RI certificate. The device SHALL make sure that this message is correct by using a valid and correct RI certificate.

The complete message SHALL be authenticated by a signature from the RI.

Creation of the encrypted message SHALL adhere to the following rules:

1. Generate a (128 or 192 or 256) bit AES key to be used as session key (SK) for the domain_registration_response() message.

2. Concatenate the keyset (LDK, SLDF plus optional LLDF if applicable) under rules of [FIPS 197] and the Tag Length Format described in section A.8. More than one context is allowed up to the RSA blocksize.

3. Encrypt the keyset using [AES_WRAP] using the generated SK as (AES-WRAP style) KEK. This will produce the keyset_block.

4. Calculate the part of the keyblock that would fit into the RSA block (depending on the size of RSA used, be that 1024, 2048 or 4096), including the SK and under implementation rules of the PCKS#1. 

12. PDCF adaptation for Traffic Encryption Key stream

This section allows a Traffic Encryption Key (TEK) stream (transmitted using Layer 3 of the 4-layer model for Service Protection and Content Protection of RTP streams) to be stored within a PDCF. 

The PDCF file format as defined in OMA DRM v2.0 [DRMCF-v2] allows audio video content to be stored in a file format together with the relevant OMA DRM information.  Audio and video tracks can be encrypted as defined in [DRMCF-v2] using the appropriate CEK stored in a Generalised Rights Object (GRO).

In the context of broadcast services, RTP streams can be encrypted at the content level (encrypting Access Units as explained in [DRMCF-v2]) using TEKs transmitted using Layer 3 as shown in Figure 9.1. This key is not the traditional CEK stored in a GRO.  In the broadcast context the CEK is a Service Encryption Key (SEK) or a Program Encryption Key (PEK) delivered using Layer 2 (delivered in a BCRO or via a return path). This SEK or PEK allows the TEK delivered in Traffic Encryption Key stream messages delivered in Layer 3 to be decrypted. The TEK is used to encrypt content transmitted in RTP packets.  As this key changes regularly, this section explains how the PDCF file format can be adapted to include storage of the relevant TEK stream information.

12.1. Overall PDCF structure

The table below outlines the mandatory and optional ISO boxes and their order. Additional boxes MAY be added after the mandatory boxes have first appeared. Table 34 shows the nesting order of the mandatory boxes, on the left is the parent and on the right, the child. The first column indicates which fields and boxes MUST be present in PDCF and which boxes MAY appear in the PDCF. The following syntax is adopted:

M
ISO mandatory boxes

MO
mandatory OMA boxes

O
optional boxes

The table 9.1 below includes all boxes defined by ISO in [ISO14496-12] when OMA information is specified per track. The file format structure corresponds to OMA DRM v2.0 [DRMCF-v2] and is not modified in this specification. It is fully ISO compliant.

12.2. PDCF adaptation for key stream inclusion

This section details the modifications required in the PDCF file format of OMA DRM v2.0 [DRMCF-v2] so as to allow an OMA key stream to be stored in the PDCF.

The adapted PDCF file format is schematically shown in Figure 22 below in a simplified format, as per OMA DRM v2.0. The only difference between the diagram below and the original PDCF file format is the addition of an OMA key track in the Movie Box and the associated OMA key track data in the Media Data box, as shown in red.  Full backward compatibility with the original PDCF file format is thus ensured.

Details on the PDCF file format, key track and details on how to link the key track to appropriate audio / video tracks are given in this specification in the sections below.

Supporting the adapted PDCF format defined in this specification is OPTIONAL for a Device, as is the case for the original PDCF format in OMA DRM v2.0.
12.2.2.2 Protection Scheme Information

The ISO ProtectionSchemeInfoBox ‘sinf’ is used to carry DRM key management system specific information, thus it is only a container box. 

It contains the ISO SchemeTypebox (‘schm’) adapted for OMA as defined in 12.2.2.3 below, the ISO SchemeInformationBox 'schi' as defined in 12.2.2.4 below and the ISO OriginalFormatBox 'frma'  as defined here. 

The ISO Protection Info Box contains all the information required both to understand the encryption transform applied and its parameters, and also to find other information such as the kind and location of the key management system. It also documents the original (unencrypted) format of the media. The Protection Info Box is a container Box.

	aligned(8) class ProtectionInfoBox(fmt) extends Box('sinf') {

OriginalFormatBox(fmt) original_format;

SchemeTypeBox scheme_type;

SchemeInformationBox info;

}


When used in a protected sample entry, the 'sinf' box' must contain the ISO Original Format Box ‘frma’ which holds the 4CC of the unencrypted sample description:

aligned(8) class OriginalFormatBox(codingname) extends Box ('frma') {

unsigned int(32) data_format = codingname;

// format of decrypted, encoded data

// could be 'mp4v', 'h263', 'avc1', 'mp4a', etc.

}

There MAY be several instances of the ISO Protection Scheme Information Box in a PDCF file. There must be exactly one per each protected track. 

Figure 23: Possible ProtectionSchemeInfoBox positions within PDCF
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This box is exactly the same as defined in [DRMCF-v2] and is not modified in this specification.

The ‘sinf’ box is very similar to the box defined in [DRMCF-v2]. In this version, Selective encryption can be activated or deactivated, and key_indicator is used.

12.2.2.4  DRM Scheme Information

The ISO ProtectionSchemeInfoBox is used to carry DRM key management system specific information, thus it is only a container box. For OMA DRM, this box MUST include exactly one OMADRMCommonHeaders box ‘ohdr’ (see [DRMCF-v2]), as the first sub-box and exactly one OMADRMAUFormatBox, as the second sub-box. 

In this version, the OMADRMAUFormatBox MUST be present.

aligned(8) class ProtectionSchemeInfoBox extends Box('schi') {

Box scheme_specific_data[];

}

…

12.3. Traffic Encryption Key stream storage format

The new OMA key track defined in [12.2.1.2] is described by the sample description information defined in [12.2.1.3].  In order to provide maximum flexibility, this information merely declares the key track version and size only.  This section defines the actual OMA key sample format stored in the Media Data box containing OMA key track samples.

As needs evolve, new sample formats can be defined as this specification evolves, identifying new formats with new key track sample version numbers.  This approach ensures future PDCF specifications will remain fully backward compatible.

aligned(8) class OMAKeySample  {

unsigned int(8) KeyIndicatorLength


// key indicator length

unsigned int(8*KeyIndicatorLength) keyIndicator
// key indicator

unsigned int(8) TKMLength;



// traffic key message length

unsigned int(8**TKMLength) TKM;


// traffic key message as defined in 
// [BCAST-ServContProt]

}

Even though key indicator length and key indicator value are present in the TKM, for optimization purposes, these are placed at the beginning of each OMAKeySample.

12.4.1 Content encrypted by a single CEK

The existing PDCF streamable file format can be streamed as defined in [DRMCF-v2].  In this case the content is encrypted using a single CEK delivered via a GRO.  The recording process consists in storing Access Units in the PDCF.  

Depending on the RTP transport format, multiple or fragmented AUs may be present in a single RTP packet.  This will be taken into account to ensure complete AUs are stored together with the appropriate OMADRMAUHeader.

A.13.3  Logarithmic Scheme

In [FIAT_NAOR] the authors provide a scheme of hierarchical key derivations. Under this scheme, each device is provided key material that allows on-demand computing of the keys associated with all other devices in the group, except itself. The following picture shows schematically how this operates:
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Figure 33: Fiat-Naor key derivation scheme

The figure shows the application of two similar, but different, key derivation algorithms. From a single key, two child keys can be derived using these two distinct functions. A tree hierarchy of keys can thus be formed. The complete tree is determined completely by the two key derivation functions and the single root key.

This scheme allows an efficient version of the linear scheme. Instead of distributing all keys (except its own) to a device, now only a few keys from the tree need to be distributed to each device. It can be shown that instead of n-1 keys, now it is sufficient to distribute log2n keys to each device.

	Group size

(n devices)
	Total number of keys in the group


	Number of keys per device



	
	Linear scheme

n x (n-1) 
	Logarithmic scheme

n x log2n
	Linear scheme

(n-1)
	Logarithmic scheme

log2n

	1
	0
	0
	0
	0

	2
	2
	2
	1
	1

	4
	12
	8
	3
	2

	8
	56
	24
	7
	3

	16
	240
	64
	15
	4

	32
	992
	160
	31
	5

	64
	4032
	384
	63
	6

	128
	16256
	896
	127
	7

	256
	65280
	2048
	255
	8

	512
	261632
	4608
	511
	9

	1024
	1047552
	10240
	1023
	10

	…
	
	
	
	

	1048576
	1.10 x 1012
	20971520
	1048575
	20


A practical limit to the subscriber group size is given by the need to communicate which subset of the group is selected to access particular content. This is typically done with a bitvector, indicating which devices are included in the subset. For each communication to a specific subset, such a bitvector of n bits length must be added in order for the devices to determine the used encryption key.

The BCRO format restricts the size of the subscriber group to 256 or 512 devices.

It must be noted that if the subset of devices allowed to access content is the whole group, then the derivation of the content encryption key fails, because there is no device key at all to include in the key derivation algorithm. To address this issue, one can provide all devices with one additional key special key, to be used when the whole group is addressed.

A.13.4  Efficient and secure BCRO delivery
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This scheme is optional to implement or support in the network and optional to implement or support in the terminal.

In the figure, d1 has the ID 000, d2 001, d3, 010, d4 011, d5 100, d6 101, d7 110, and finally d8 111.  We define that all subscribers, whether currently members (defined as subscribers receiving current BCROs) or not, are part of the key tree as illustrated in the figure.  In the simplest case, all the keys in the system are derived independently (i.e., random keys) by the group key manager.

The goal is to distribute the group key to the current membership among all the subscribers of the group.  The BCRO itself is delivered protected with the group key.

To illustrate group key delivery, consider if d3 and d4 unsubscribe, the group key is sent encrypted with the intermediate keys, commonly known as key encryption keys (KEKs) K-00, and K-1.  If d1 and d4 unsubscribe in another instance, the group key is sent encrypted with K-001, K010, and K-1.  This method is similar to OFT[OFT] and the complete subtree method defined by Naor et. al [NAOR02].  The key list to encrypt the group key is the keys of the siblings of the keys in the path to the root of the unsubscribing members [OFT] [NAOR02].

The total number of keys in the system is 2n-2, and that includes the device keys as well as the intermediate keys.  Each subscriber receives log(n) keys.  For group key delivery, the complexity is as follows: if a single member unsubscribes, the group key can be delivered encrypted with at most log(n) KEKs.  The worst case is when n/2 members unsubscribe (or need to be eliminated), one from each of the subtrees just above the leaf-level.  In most cases, the cost is a small multiple of log(n).

Note that any combinations of members can be removed from the tree without any risk of collusion.  Combining all the eliminated members’ keys does not yield the other keys.
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