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1 Reason for Change

This CR is a proposal for solving review comment:

	Dx144
	
	N
	7.2.3

BCI
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

What does the 2nd sentence mean?  . [The encoding of this field might be the SHA1-96 hash of the Content ID in ‘cid’ URI form.]

Proposed resolution:

Clarify the 2nd sentence.
	Status: OPEN


on OMA-TS-DRM-XBS-V1_0-20060321-D
The definition of BCI, which is used in BCROs and the closely related one for CID, which is the ‘BCI’ for an RO, are partly in the XBS document and partly in the SPCP document. Both forms of identifiers are used in the XBS document.
This CR adds the missing parts of the definitions for BCI and CID.

In the existing definitions, the operator ‘+’ was used for concatenation. This is changed here to ‘||’ in order to be in-line with the definition of concatenation in section 3.4.
2 Impact on Backward Compatibility

This CR has no impact on backwards compatibility

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are kindly asked to agree with the indicated changes in 6.

6 Detailed Change Proposal

Change 1

7.2.3
Format of the OMADRMAsset class

class OMADRMAsset


{


int i;


bit(96)
BCI;


bit(1)
key_flag;


bit(1)
key_type;


bit(2)
reserved_for_future_use;


bit(1)
inherit_flag;


bit(2)
asset_type;


bit(1) permissions_category_flag;


if ( inherit_flag ) 


{



bit(32)
purchase_item_id;



bit(1)
reserved_for_future_use;



bit(7)
rekeying_period_number;


}


if ( permissions_category_flag == 1 )


{



bit(8)
permissions_category;


}


if ( key_flag == 1 )


{



if ( asset_type == 0x0 )



{




if ( key_type == 0x0 )




{





bit(256)
encrypted_service_encryption_authentication_key;




}




else if ( key_type == 0x1 )




{





bit(256)
encrypted_program_encryption_authentication_key;




}



}



else 



if ( asset_type == 0x1 )



{




bit(128)
encrypted_content_encryption_key;



}


} 

}

BCI: This 96-bit field is the Binary Content ID. The BCI can be a service_BCI or a program_BCI. These are defined in section 10.1.1. [NOTE TO EDITOR: this is the first section in  Change 2 of this CR]
Change 2

10.1.1 Linking Key Stream Message to Generalised Rights Object

To successfully process a key stream message, the terminal MUST find an appropriate GRO that refers to the correct content and holds the appropriate key material. Both normal RO (e.g. as delivered via ROAP) as well as BCROs are equally usable in this respect.

A key stream message is linked to a GRO by comparing content identifiers. In a normal RO, this is the value encoded in the <o-ex:context> element of the <o-ex:asset> elements inside the <o-ex:rights> element in the <ro> element of the <protectedRO> element in the <ROResponse> message. In a normal RO, the content identifier is a CID (Content ID). In a BCRO, this is the value of the BCI fields in each asset.
The CID is constructed as follows:

program RO


program_CID = bsdaID || ‘#P’ || serviceBaseCID ||’@’ || hex(program_CID_extension)
service RO


service_CID = bsdaID || ‘#S’ || serviceBaseCID ||’@’ || hex(service_CID_extension)
The hex() function is a hexadecimal presentation of the parameter containing hexadecimal characters 0-9 and a-f (in lowercase) with possible preceding zeros.

EXAMPLE
For a 16-bit value 2748, hex() returns "0abc". There are always two characters generated for each byte.
The BCI used is a binary value, which is defined by the key stream layer:

program BCRO


program_BCI = SHA1-64(bsdaID || ‘#P’ || serviceBaseCID || ’@’) || program_CID_extension

service BCRO


service_BCI = SHA1-64(bsdaID || ‘#S’ || serviceBaseCID +’@’) || service_CID_extension
To process a key stream message, the DRM Agent should be given also the bsdaID and the serviceBaseCID. These values are defined in the service guide.

In case program_flag=1 in the key stream message, the agent would first try to find a GRO with matching content identifiers. The DRM agent will determine if any of the GROs it has stored governs an asset that has a content identifier (CID or BCI) 
based on bsdaID , serviceBaseCID  and program_CID_extension.
Where program_CID_extension is found in the key stream message. Alternatively, the agent could be given the whole content identifier in combination with the key stream message to be processed. This requires the agent’s environment to compute this content identifier using information from the service guide and the key stream message.

If one or more of such GROs are found, one is selected among those using the normal OMA procedures. That GRO is now linked to this key stream message.

Otherwise, if service_flag=1 in the key stream message (regardless of P=1 or P=0) then the agent tries to find GROs with a content identifier (CID or BCI) based on bsdaID , serviceBaseCID  and service_CID_extension.

If one or more of such GROs are found, one is selected among those using the normal OMA procedures. That GRO is now linked to this key stream message.

If no suitable GRO is found, then the DRM Agent MUST stop processing this key stream message.

10.1.2 Authentication

Using the suitable and selected GRO, it MUST verify the proper MAC field. 

If the GRO is linked to the key stream message using a program_BCI or program_CID, then it holds a PEK/PAK combination, and the PAK must be used to verify the program_MAC field of the key stream message. 

If the GRO is linked to the key stream message using a service_BCI or service_CID, then it holds a SEK/SAK combination, and the SAK must be used to verify the service_MAC field of the key stream message.

If the verification succeeds it may proceed with decryption of the traffic key material.

When the computed MAC differs from the value encoded in the message, verification fails and the DRM Agent MUST stop processing this key stream message.
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