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1 Reason for Change

Comment DX150 of the CONRR for XBS states: "Encryption as defined below [i.e. in 7.4.2.3] is inconsistent with the description in 7.4.2.1". The encryption in 7.4.2.1 is defined by OMA DRM V2. Within OMA DRM V2, AES-CBC is always used with padding. This padding has as a disadvantage that for a 16 byte input, 16 bytes of padding are added. The encryption of section 7.4.2.3 is different to avoid the overhead of the padding.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

That BCAST and DLDRM approve this CR.

6 Detailed Change Proposal

Change 1:  Change section 7.4.2.3 as shown below

salted_key: This field contains the result of encrypting the salted C IEK with KEYsek/pek:


salted_key
:=
AES-ECB{ KEYsek/pek } ( CIEK xor salt )

Note: AES-ECB is used in this case to avoid the padding overhead of AES-CBC as used in section 7.4.2.1.
mac: This is the authentication code calculated over all bytes before this field  in the OMADRMRecordingInformationBlock using HMAC-SHA-1-96 (see [RFC 2104]). The MAC is used check the integrity of the recording information. The key used to create the MAC is KEYsek/pek, depending on the asset to which the save permission is applied.
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