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1 Reason for Change

The (U)SIM Smartcard Profile is based on the MBMS security described in TS 33.246. The text proposed in this CR seeks to clarify the MBMS functions that must be supported by the Smartcard Profile in sections 6.2 to 6.4 in BCAST. Additionally, some minor editorial changes are included to tidy up pieces of text, explain acronyms etc. No change to functionality is suggested.   
If these changes are not accepted there is a risk that there will be ambiguity in the interpretation of the specification.
R01 – text updated to take account of status of CR 0751 and to include rest of section 6.4 to avoid any consistancy issues
2 Impact on Backward Compatibility

There is no identified impact on backwards compatibility 
3 Impact on Other Specifications

None identified
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve the changes suggested in this CR.
6 Detailed Change Proposal

Change 1:  Brackets around SK – minor editorial change – and correction of 3GPP reference – K is stored on the USIM
6.2 Key Provisioning

Access to the Registration layer 1 is implemented using a secret Smartcard Key (SK) that is stored on the (U)SIM. The SK corresponds to the authentication key K stored on 3GPP USIM [3GPP 31.102]
.  

How the SK is provisioned is out of scope of this specification.

Change 2:  Deleted last paragraph of 6.3, which was about service registration, as the text was repeated at start of next section, 6.4, and fits better there – 6.3 should be about how to establish the layer 1 keys
6.3 Layer 1: Registration

If the the Service Guide indicates that the USIM Smartcard Profile is used to protect a service then the UE needs to share GBA-keys with the BCAST NAF (Network Application Function) before it can receive a SEK/PEK required to access that service. The BCAST NAF will act as a NAF according to [3GPP TS 33.220] Following [3GPP TS 33.246] two cases are possible:
The UE has already run the GBA bootstrap procedure for another service. As a result, the UE has already derived the shared secret key with the BSF (assuming that the key lifetime is still valid). The BCAST NAF has then to request from the BSF the key Ks_NAF for GBA_ME or the keys KS_INT_NAF and KS _EXT_NAF for GBA_U.

The UE has not yet run the GBA bootstrap procedure or the key lifetime has expired and the key is no longer valid. In this case, the UE has to initiate a run of the GBA procedure to be able to derive the shared secret key with the BSF.The BCAST NAF has then to request from the BSF the key Ks_NAF for GBA_ME or the keys KS_INT_NAF and KS _EXT_NAF for GBA_U.






Generally tried to clarify elements of the text and provide more explicit links to the relevant 3GPP specifications.
Replaced MBMS terminology with BCAST terminology – e.g. No references to BM-SC MSKs etc.
Added an explicit reference to MSK push procedure and specified that this may happen after an SEK/PEK request or after a service registration 
HTTP digest authentication has been made optional as per MBMS and GBA specifications
6.4 Layer 2: Long Term Key Message - LTKM

In order to receive the required LTKM associated with a service the UE SHALL first send a registration message to the BCAST NAF as defined for in Section 6.3.2 “MBMS User Service Registration procedure” of [TS 33.246], which therefore SHALL include the following information: 
· Indication that the UE requests to register to the MBMS User Service;

· MBMS User Service ID. This corresponds to the concatenation of PurchaseItemID (found in the PurchaseItem fragment of the Service Guide) and the PurchaseDataID (found in the PurchaseData fragment of the Service Guide). See [BCAST10-SG] for further information on the Service Guide.

The registration message is called "Service Request" in BCAST. See [BCAST10-Services]. 
The registration message SHALL be formatted in accordance with section 11.4.1 of [TS 26.346].
The authentication of the messages MAY be
 ensured via HTTP DIGEST (cf. RFC 2617) as described in 6.2.1.3 of [TS 33.246]. The BCAST NAF SHALL control whether the UE is allowed to receive the LTKM associated with the service specified in the request. If allowed the request SHALL be acknowledged using an HTTP 200 OK message. This corresponds to the "Service Response" message in BCAST. See [BCAST10-Services].

Once registration to a given service has been completed or once the SEK/PEK lifetime has expired and the key is no longer valid, the required LTKM MAY be requested by the UE as described in Section 6.3.2.2 “MSK request procedures” of [TS 33.246]. This MAY occur when:

· The UE has just registered to a service and needs to initiate the delivery of the SEK/PEK.

· Request of SEK/PEK when the UE has missed a key update procedure e.g. due to being out of coverage.

· The BCAST NAF triggers the UE to request a SEK/PEK as defined by section 6.3.2.2.4 “BM-SC solicited pull procedure” of [TS 33.246]. This message corresponds to the simple form of the "Token/LTKM Purchase Request" message in BCAST (see [BCAST10-Services]). The requested key identifier is the SEK / PEK ID (MSK Identifier) i.e. Key Domain ID || MSK ID (3+4=7 bytes).

The SEK/PEK request message SHALL be formatted in accordance to section 11.6 “Service Protection MSK Request Format” of [3GPP TS 26.346]

The authentication of the messages MAY be ensured via HTTP DIGEST (cf. RFC 2617) as described in section 6.2.1.3 “HTTP digest authentication“ of [TS 33.246].
If the SEK/PEK request message is successfully authenticated the associated LTKMs SHALL be delivered to the UE as described in Section 6.3.2.3.1 “Pushing the MSK to the UE” of [3GPP TS 33.246], where the MIKEY payload of the message SHALL be constructed as defined for the LTKM in section 6.4. of this specification. 
The LTKM MAY be delievered immediately after succussful registration message or SEK/PEK request message authentication or MAY be delivered at a later time determined by the BCAST NAF. Where more than one SEK/PEK is required to provide a UE with access to a service it SHALL be possible for the BCAST NAF to push the required LTKMs to the UE without the UE individually requesting each SEK/PEK. 
The Figure below shows the MIKEY message format used to deliver LTKMs in BCAST. It corresponds to the MIKEY message as defined by [3GPP TS 33.246] together with a BCAST extension payload. This is the "Token/LTKM Purchase Response" message in BCAST (see [BCAST10-Services]).
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Figure 1 – The Logical Structure of the MIKEY Message used to deliver SEKs / PEKs. For use of brackets, cf. section 1.3 of RFC 3830 (MIKEY)

For the Smartcard Profile using MBMS key management, the following BCAST parameters SHALL be inserted in the MBMS MIKEY extension message:

Table 1: BCAST fields in BCAST MIKEY message for LTKM

	BCAST Field
	MIKEY field
	MIKEY field location

	SEK / PEK ID
	MSK ID
	MBMS EXT

	SEK / PEK
	MSK
	KEMAC


All fields in the BCAST MIKEY message SHALL be populated as defined in [3GPP TS 33.246] with the above mapping for BCAST parameters.
The MBMS extension payload is defined in [3GPP TS 33.246] and reproduced below for convenience:
	Key Domain ID

	Key Type ID sub-payload (MSKID)


Figure 2 – MBMS Extension Payload used with MIKEY MSK Message
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�K is stored as part of the USIM, not the UICC


�Old section 12.6.3


�Text added in CR 0751


�Text added in accordance with CR 0751R01


�Following MBMS the use of HTTP disgest should be optional


�Text added in accordance with CR 0751R01 


�Text added in accordance with CR 0751R01
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