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1 Reason for Change

This CR is a proposal for solving review comment:

	DX052
	2006.05.24
	
	7.1.2
	Source: Ericsson

From: OMA-BCAST-2006-0539

Comment:

There is a statement “[This is subject to specifications of the key stream layer in OMA BCAST.]”

Proposed Resolution:

Review and update this section to reflect the specification of the key stream layer done in the SPCP spec.
	Status: OPEN



on OMA-TS-DRM-XBS-V1_0-20060321-D
This CR proposes a reference in 7.1.2 to the SPCP document in order to solve the comment.
2 Impact on Backward Compatibility

This CR has no impact on backwards compatibility

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are kindly asked to agree with the indicated changes in 6.

6 Detailed Change Proposal

Design Considerations and Decisions

The BCROs are intended to be broadcast to receivers in a well-defined repetitive manner. The particular means of delivery is to be defined in the context of the Broadcast system. It is the intention to support devices without a return channel (next to more capable devices), which implies that BCRO will be transmitted repeatedly to increase the chance of a receiver to capture BCROs addressed to that device.

The key-wrapping technique used in standard ROAP to cryptographically bind a MAC and REK to a device or domain will not be used. Instead the domain key or subscription group key is directly used to protect the content encryption keys in the BCRO. The motivation for this is that a REK adds little or no extra security, but adds significant size to a BCRO.

Because subscription group addressing offers the possibility to address a single unique device, BCROs will offer only addressing subscription groups or domains. Addressing a device using its device ID will not be supported with a BCRO. 

The broadcast content is protected with a varying encryption key. The encryption keys associated with assets in the BCRO will be applied to decrypt the key stream messages on the key stream layer. Besides decryption, such messages should also be authenticated. To avoid using the rights issuer authentication key for these frequent messages, the BCRO also carries an authentication key to be used for authenticating key stream messages, see section 5.5.4 of [BCAST10-ServContProt].
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