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Liaison Statement

Dear OMA colleagues,

We thank you for your liaison statement of October the 12th.

In this liaison, the DVB-CBMS group discusses:

· Guidance on IPDC over DVB-H specification referencing
· Signalling of SRTP RCC transform
Guidance on IPDC over DVB-H specification referencing

DVB-CBMS group recommends OMA BAC BCAST to make non-specific references to IPDC over DVB-H specifications. It is DVB’s role to maintain as much as possible backward compatibility between successive versions of IPDC over DVB-H specifications. It relieves other organizations from constantly tracking for changes to specifications, especially when these are minor.

Signalling of the SRTP RCC transform in the IPDC over DVB-H specifications
I May 2006, the DVB-CBMS group did the necessary changes to maintain harmonized specifications between OMA BAC BCAST and DVB-CBMS on this topic. These changes have not been reflected in the specification published on www.dvb-h.org but have been included in the specifications that will be issued by ETSI.
In the sequel, we provide an excerpt of the relevant parts in IPDC over DVB-H Service Purchase and Protection related to SRTP related signalling:
	5.2
SDP signalling

TS 102 472 [ETSI TS 102 472: "Digital Video Broadcasting (DVB); IP Datacast over DVB-H: Content Delivery Protocols"] describes how SDP is included in an SDP file:
Clause 10.1 specifies the fields used within an SDP file to signal the presence of a key stream.

Clause 10.2 specifies the fields used within an SDP file to describe a KMM stream.

Clause 10.3 specifies how to bind a key stream to one or more components forming a service. 
Additionally, the following attributes SHALL be included in SDP when SRTP is used:

a=SRTPAuthentication:n

where n is the SRTP authentication algorithm value for the mode of the RCC transform used, as specified in <draft-lehtovirta-srtp-rcc-06.txt>.
a=SRTPROCTxRate:R

where R is the value of the ROC transmission rate parameter, an integer between 1 and 65535 inclusive, as specified in <draft-lehtovirta-srtp-rcc-06.txt>.


	6.3
SRTP

The broadcast network MAY use SRTP [IETF RFC 3711: "The Secure Real-time Transport Protocol (SRTP)"] to protect broadcast services. Devices SHALL support SRTP.

An SRTP session is defined as the cryptographic context for an RTP session. The cryptographic context for SRTP, when used for service protection, consists of the following elements:

· Roll-Over Counter (ROC);

· receiving sequence number;

· cipher and mode definition;

· Message Authentication Code (MAC) method definition;

· list of received packets;

· array of Master Keys (MKs);

· Master Key Indicator (MKI) indicator bit;

· length of the MKI field;

· value of currently active MKI;

· array of counters of processed packets for each Master Key;

· length of encryption and authentication keys;

· Master Salt;

· context id.

A cryptographic context is uniquely identified by its context id. The context id consists of the Synchronization Sources, destination network address and destination transport port number. 

6.3.1
Key management

The IPDC SRTP application SHALL use the MKI value for looking up decryption keys. This means that a cryptographic context SHALL have the MKI indicator bit set to 1. The <From, To> value method of key lookup SHALL NOT be used.

The Master Salt SHALL NOT be used. 

The TEKs provided by the KSL SHALL be used as the SRTP MK.

The key derivation rate SHALL be 0. Exactly one SRTP session encryption key SHALL be derived from one MK. If SRTP authentication is enabled, exactly one SRTP session authentication key SHALL be derived from one MK.

The KSL SHALL provide and update the cryptographic contexts (excluding the ROC) to the SRTP implementation. Note that some fields are initialized and/or managed internally within the SRTP implementation, such as the list of received packets used in replay protection, receiving sequence number, and the ROC.

The ROC value is included in the plaintext over which a MAC is computed (assuming authentication is used) and is included in the (implicit) IV for the AES-CM encryption, and therefore the ROC is needed to encrypt/decrypt a packet.

The Sender's ROC SHALL be transferred in every R-th packet according to <draft-lehtovirta-srtp-rcc-06.txt>, where R is a configurable parameter which is signalled out of band and must be greater than 0. See Clause 5.2, SDP Signalling.

Because the SRTP key-derivation rate is not used and the <From,To> values are also not used, the SRTP crypto context will be rekeyed by the KSL. The SRTP implementation SHALL be able to handle installing a new crypto context every 20 packets. An SRTP broadcasting implementation SHALL NOT require an install or an update of a new crypto context more than once a second for a single SRTP context id, at the point of sending the messages through the KSL.

6.3.2
Encryption algorithm

The encryption algorithm for SRTP packets SHALL be AES-128-CTR, as defined in [60]. Other encryption algorithms or key sizes or chaining modes SHALL NOT be used.

6.3.3
Authentication algorithm

The broadcast system SHALL use one of the Rollover Counter Carrying (RCC) transforms defined in <draft-lehtovirta-srtp-rcc-06.txt>. The mode of RCC transform used is a configurable parameter which is signalled out-of-band (see Clause 5.2, SDP Signalling.)

The broadcast system MAY choose to provide authentication for all packets (RCCm1), or it MAY choose to provide authentication only for those packets conveying the Sender's ROC (RCCm2), or it MAY choose not to provide authentication for any of the packets (RCCm3).

Where used, the authentication algorithm SHALL be as defined in Annex C, based on HMAC-SHA-1-80 as defined in [IETF RFC 2104: "HMAC: Keyed-Hashing for Message Authentication"] and [IETF RFC 3711: "The Secure Real-time Transport Protocol (SRTP)"]. Other authentication algorithms or truncations SHALL NOT be used. For those packets for which no authentication is provided, also replay protection SHALL NOT be performed by the Device


Kind regards,

Georges Martinez

DVB CBMS Chair

	DVB Project Office, c/o EBU, 17a Ancienne Route, CH-1218 Grand Saconnex (GE), Switzerland

	Tel: +41 22 717 2719
	Fax:
+41 22 717 2727
	URL:
http://www.dvb.org


	DVB Project Office, c/o EBU, 17a Ancienne Route, CH-1218 Grand Saconnex (GE), Switzerland

	Tel: +41 22 717 2719
	Fax:
+41 22 717 2727
	URL:
http://www.dvb.org



[image: image4.wmf]_1037832490.unknown

