Doc# OMA-BCAST-2006-0935-CR_Sharing_streams_using_ISMACryp.doc
ChangeRequest
Doc# OMA-BCAST-2006-0935-CR_Sharing_streams_using_ISMACryp.doc
ChangeRequest

Change Request

	Title:
	Sharing streams using ISMACryp
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BAC-BCAST, BAC-DLDRM

	Doc to Change:
	Serv Cont Prot

	Submission Date:
	3 November 2006

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	David Castleford, Orange, david.castleford@orange-ftgroup.com


	Replaces:
	n/a


1 Reason for Change

This CR provides text for sharing streams using ISMACryp and provides a resolution to comment
sc-new-0243. It also closes action 185.
	SC-New-0243
	2006.05.23
	N
	11
	Source: Orange

From: OMA-BCAST-2006-0529
Comment:
11.3 talks about sharing streams when using SRTP. Having similar sections on IPSec and ISMACryp would make great sense and greatly help implementation / usage of the specification.
	Status: OPEN

Action Item for Orange to provide CR for ISMACryp.  No CR is needed for IPSec, because use of IPSec in Smartcard Profile is not specified.


2 Impact on Backward Compatibility

n/a.
3 Impact on Other Specifications

None known.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the proposed changes as part of consistency review resolution.
6 Detailed Change Proposal

Editor: please note that this is a new section
11.3.3 Sharing streams using ISMACryp

This section explains how a single protected media stream encrypted using ISMACryp can be accessed by different broadcast service providers.

As explained in Section 9.3Editor please add link "ISMACryp", the OMABCASTAUHeader indicates the KeyIndicator (TEK ID) in the protected content stream. This KeyIndicator is used to find the relevant TEK used to decrypt the content in the STKM stream. In the head-end, the TEK and TEK ID are used during STKM generation by BSM / BSDA so that broadcast service providers can generate their own STKM streams (using DRM Profile or Smartcard Profile). These are broadcast together with the protected content stream.
The KeyIndicator can be found in the STKMs for the DRM Profile and for the Smartcard Profile. SDP signaling provides information on the relevant STKM streams (see Section 10.1Editor please add link "Protection Signalling in SDP", indicating whether the STKM stream is a DRM Profile stream or a Smartcard Profile stream. Furthermore, the "serviceprovider" string allows individual broadcast service providers to use their own STKM stream.
Once the correct STKM stream has been identified, the terminal can obtain the correct TEK and KeyIndicator, and hence match it to the TEK needed to decrypt the content.

To summarise:

· Content is encrypted using a key identified by KeyIndicator (TEK ID) in OMABCASTAUHeader

· STKMs are identified in SDP

· STKMs contain the TEK and associated TEK ID (KeyIndicator)
· The correct TEK is used to decrypt protected content




































