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1 Reason for Change

In context of using the BCAST enabler on a DVB-IPDC network, it may be required that both BCAST SG and IPDC ESG have to coexist and signal the same services while using the Smartcard Profile as basis for service protection. In this context, the purpose of this contribution is to specify how the Smartcard profile can be signalled within the IPDC ESG for facilitating such coexistence.

This contribution describes how a Smartcard profile based KMS can be signalled in a DVB-IPDC network, how it can be discovered from a DVB-IPDC Electronic Service Guide and how a DVB-IPDC terminal can use it.

Scope of the change is limited in a single section and the proposal is to have it inserted after section 7 of the IPDC over DVB-H adaptation specification.
Changes in R01:

· Typo fixing

· XML namespace correction to align with the namespace convention used BCAST
· corrections bringing clarification (CA_system_id vs. IPDCKMSid, values of kmsType and its semantic)
· new co-signers
2 Impact on Backward Compatibility

No impact on backward compatibility is foreseen.
3 Impact on Other Specifications

No impact on other specifications is foreseen.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the group approves this change request and sends a liaison to DVB Project to follow-up with the request of CA_system_id for the Smartcard Profile.
6 Detailed Change Proposal

Change 1:  Move [ETSI EN 102 474] from informative to normative reference section

Change 2:  Additional normative references

	[ETSI EN 300 468]
	ETSI EN 300 468, "Digital Video Broadcasting (DVB); Specification for Service Information (SI) in DVB systems", URL:http://portal.etsi.org

	[DVB CAS System]
	DVB CAS System, http://www.dvb.org/products_registration/dvb_identifiers/ca_systems/ 

	[3GPP TS 33.246]

	“Security of Multimedia Broadcast/Multicast Service”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 33.246, http://www.3gpp.org/


Change 3:  Add a new section after section 7 (Note to the editor: Walkthrough section would become section 9) 
8. Signalling of the Smartcard Profile within a DVB-IPDC network
8.1 Introduction

When BCAST is enabled over the IPDC over DVB-H BDS, the Service Guide Discovery allows to signal a BCAST Service Guide using the ESG bootstrapping mechanism defined in [ETSI EN 102 471] (see section 7.3.5 of the present document). This effectively allows BCAST and IPDC systems to coexist over a DVB-H network. 

In context of the BDS-specific adaptation mode, or for other reasons, it may be required that both BCAST Service Guide and IPDC Electronic Service Guide have to coexist and signal the same services while using the Smartcard Profile as basis for service protection. In this context, this section specifies how the Smartcard Profile can be signalled within the IPDC ESG for facilitating such coexistence. More specifically, this section describes how a Smartcard profile based KMS can be signalled in a DVB-IPDC network (§8.2), how it can be discovered from a DVB-IPDC ESG (§8.3) and how it is signalled in SDP (§8.4).

This allows to share a BCAST service with an IPDC over DVB-H enabled terminal, provided the said terminal supports the Smartcard Profile as defined in [BCAST10-ServContProt].
8.2 Key Management System (KMS)
In the BCAST enabler the KMS is signalled using the kmstype field in the SDP and the kmsType attribute in the Access fragment of the BCAST Service Guide.

In a DVB-IPDC bearer system, any KMS is uniquely identified by the IPDCKMSId parameter, which is assigned by the DVB Project in [DVB CAS System]. The IPDCKMSId maps to the CA_system_id, the latter being specified in [ETSI EN 300 468].
In IPDC over DVB-H, the Smartcard Profile is registered in [DVB CAS System] with CA_system_id TBD. The Smartcard Profile SHALL be identified in the DVB IPDC ESG using the same value as IPDCKMSid.
8.3 DVB-IPDC ESG signalling
8.3.1 MBMS Service ID
Within the DVB-IPDC ESG [ETSI EN 102 471], the concatenation of the serviceBundleID attribute in the Service Bundle fragment with the purchaseId of the Purchase fragment (serviceBundleID || purchaseID) SHALL be used as the MBMS User Service ID. This corresponds to the concatenation of the GlobalPurchaseItemID and PurchaseDataID in BCAST.
8.3.2 Entry points
Two entry points are available for the smartcard profile: MBMS USD, or an SDP with a Session Protection Description. The related parameters for these entry points are specific to the Smartcard Profile. DVB-IPDC ESG provides the hooks in the XML schema definition to support such specific information. Accordingly the PrivateDataType abstract type as well as the KeyStreamType in the DVB-IPDC ESG data model are used for the extension. This section defines the said extension and how to use it.
8.3.2.1 Smartcard Profile specific extensions in DVB-IPDC

The formal XML schema of the Smartcard Profile extension for DVB-IPDC is as below.
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" targetNamespace="urn:oma:xml:bcast:ipdcsmcp:1.0"

  xmlns="urn:oma:xml:bcast:ipdcsmcp:1.0" 

  xmlns:esg="urn:dvb:ipdc:esg:2005"

  elementFormDefault="qualified" attributeFormDefault="unqualified">

<xs:import namespace="urn:dvb:ipdc:esg:2005" />

<!-- Definitions of hook types for the Smartcard Profile -->

<xs:complexType name="SCServiceType">

  <xs:complexContent>

    <xs:extension base="esg:PrivateDataType">

      <xs:sequence>

                <xs:element name="protectionKeyID" type="protectionKeyIDType" minOccurs="0" maxOccurs="unbounded" />

      </xs:sequence>

    </xs:extension>

  </xs:complexContent>

</xs:complexType>

<xs:complexType name="SCKeyStreamType">

  <xs:complexContent>

    <xs:extension base="esg:KeyStreamType">

      <xs:sequence>

        <xs:element name="MBMSUSD" type="MBMSUSDType" minOccurs="0" />

        <xs:element name="TerminalBindingKeyID" type="TerminalBindingKeyIDType" minOccurs="0" />

      </xs:sequence>

        <xs:attribute name="kmsType" type="xs:unsignedByte" use="required" />

        <xs:attribute name="protectionType" type="xs:unsignedByte" use="required" />

        <xs:attribute name="rightsIssuerURI" type="xs:anyURI" use="required" />

    </xs:extension>

  </xs:complexContent>

</xs:complexType>

<xs:complexType name="SCPurchaseChannelType">

  <xs:complexContent>

    <xs:extension base="esg:PrivateDataType">

      <xs:sequence>

        <xs:element name="rightsIssuerURI" type="xs:anyURI" minOccurs="0" />

        <xs:element name="PurchaseURL" type="xs:anyURI" minOccurs="0" maxOccurs="unbounded" />

      </xs:sequence>

      <xs:attribute name="supportedService" type="xs:unsignedByte" use="optional" />

    </xs:extension>

  </xs:complexContent>

</xs:complexType>

<!-- Definitions of types used internally-->

<xs:complexType name="MBMSUSDType">

  <xs:choice>

    <xs:element name="URI" type="xs:anyURI" />

    <xs:element name="USD" type="xs:string" />

  </xs:choice>

</xs:complexType>

<xs:complexType name="TerminalBindingKeyIDType">

  <xs:simpleContent>

    <xs:extension base="xs:unsignedInt">

      <xs:attribute name="rightsIssuerURI" type="xs:anyURI" />

    </xs:extension>

  </xs:simpleContent>

</xs:complexType>

<xs:complexType name="protectionKeyIDType">

  <xs:simpleContent>

    <xs:extension base="xs:base64Binary">

      <xs:attribute name="type" type="xs:unsignedByte" use="required" />

    </xs:extension>

  </xs:simpleContent>

</xs:complexType>
</xs:schema>
The SCServiceType, SCKeyStreamType and SCPurchasseChannelType are the three element types that can be used to provide information specific to the Smartcard Profile, respectively in the Service, Acquisition and PurchaseChannel fragments. 

The semantics of the parameters is as follow:

· the rightsIssuerURI attribute SHALL be interpreted as its counterpart in the BCAST Service Guide

· the MBMSUSD element provides the MBMS User Service Description
· URI is the URI of the file holding the MBMS USD

· USD is an inlined MBMS USD instance 
· Whichever method is used, the MBMS USD instance SHALL be formatted as per [3GPP TS 26.346]
· The kmsType attribute SHALL be interpreted as its counterpart in the Access fragment of the BCAST Service Guide. For Smartcard Profile the attribute SHALL contain value 1, 2 or 3 (oma-bcast-gba_u-mbms, oma-bcast-gba_me-mbms or oma-bcast-prov-bcmcs, respectively).
· The protectionType attribute SHALL be interpreted as its counterpart in the Access fragment of the BCAST Service Guide
· The TerminalBindingKeyID element SHALL be interpreted as its counterpart in the Access fragment of the BCAST Service Guide

· The protectionKeyID element SHALL be interpreted as its counterpart in the PurchaseItem fragment of the BCAST Service Guide. However, it is provided in the DVB-IPDC Service fragment, and thus is specific to corresponding service.
· The supportedService attribute SHALL be interpreted as its counterpart in the PurchaseChannel fragment of the BCAST Service Guide.

· The PurchaseURL element SHALL be interpreted as its counterpart in the PurchaseChannel fragment of the BCAST Service Guide.
8.3.2.2 Declaring the entry point in the DVB-IPDC Acquisition fragment

When the network wishes to signal the use of the Smartcard Profile with a DVB-IPDC Acquisition fragment, the network SHALL instantiate a KeyStream element in the said Acquisition fragment as follows:

· the KeyStream element SHALL be of type SCKeyStreamType. 
· The IPDCKMSid SHALL be used to signal the used KMS, as specified in [ETSI EN 102 471]. In this case the IPDCKMSid SHALL hold the CA_system_id value reserved for the Smartcard Profile as defined in section 8.2 of the present document. 

· The IPDCOperatorId SHALL be used to identify the Service Provider using the announced KMS and SHALL be used with the same semantic as the serviceprovider SDP attribute (see [BCAST10-ServContProt], section 10.1.1).

· The Key Management System in use SHALL be signalled using the kmsType attribute. 
· The network SHALL use one of the two methods below to declare the entry point:
· By providing an MBMSUSD element, in which case the rightsIssuerURI SHALL be ignored.

· By providing a rightsIssuerURI, in which case the terminal SHALL retrieve the MBMS Session Protection Description using that URI.

8.3.2.3 Declaring the entry point in the DVB-IPDC Purchase Channel fragment

When the network wishes to declare an entry point related to the PurchaseChannel fragment for the Smartcard Profile, the network SHALL instantiate a PrivateData element with type SCPurchaseChannelType. The said element SHALL hold a rightsIssuerURI element.
The DVB-IPDC PurchaseChannel fragment is a convenient placeholder for the declaration of a default entry point. However, when a DVB-IPDC Acquisition fragment also holds an entry point, the said entry point SHALL take precedence over any default entry point for the said Acquisition fragment.

8.3.2.3.1 Web-based provisioning

The network MAY add an additional supportedService attribute and an additional PurchaseURL element to enable web-based provisioning of the Smartcard Profile from the PurchaseChannel fragment.
When a DVB-IPDC PurchaseChannel fragment holds a PrivateData element instantiated as a SCPurchaseChannelType, the PortalURL element of the said fragment SHALL hold the same semantic as its counterpart in the PurchaseChannel fragment of the BCAST Service Guide.

8.3.2.4 Declaring a list of key identifiers in the Service fragment
When the network wishes to declare the list of key identifiers that are needed by the terminal to access a protected service, it SHALL instantiate a PrivateData element with type SCServiceType in the Service fragment declaring the said protected service.
8.3.3 Signalling of a KMS service 
The DVB-IPDC ESG offers the possibility to signal KMS-specific data services using the ServiceType element in the Service Fragment. However, in the context of signalling the Smartcard Profile in a DVB-IPDC network this functionality SHALL NOT be used.

8.3.4 Miscellaneous signalling
The DVB-IPDC ESG specification [ETSI EN 102 471] offers two attributes related to Service Protection and Content Protection, freeToAir and clearToAir, which hold the following semantic:
	freeToAir
	Set to "true" the attribute specifies that the content associated to the service is available for

free. Set to "false" the attribute specifies that the content associated to the service is not

available for free.

	clearToAir
	Set to "true" the attribute specifies that the content associated to the service is not scrambled.

Set to "false" the attribute specifies that the content associated to the service is scrambled.


The use of the freeToAir and clearToAir is OPTIONAL.

8.4 SDP signalling
8.4.1 Declaration of Short-Term Key Message Streams (STKM)

STKM streams declaration in SDP SHALL be done using the BCAST syntax for Key Stream Message streams, as specified in [BCAST10-ServContProt], section 10.1.2.1. The MIME type to signal the STKM stream SHALL be bcast-stkm.
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