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1 Reason for Change

SPCP comment SC-New-0120 has a proposed resolution but was made before the smartcard profile had tokens and PPV / PPT. Hence the proposed resolution has to be modified. This CR proposes the new resolution.
Comment: protection-after_reception Content Protection description only talks about ROs. Add smartcard mechanism.
Note that following lengthy discussions Service Protection has one value, Content Protection three.
2 Impact on Backward Compatibility

n/a.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the proposed changes as part of consistency review resolution.
6 Detailed Change Proposal

Change 1:  Following change to Table 5 protection_after_reception values in Section 5.5.3
Editor: Note that this is now a common parameter placed somewhere else

Table 1: Protection_after_Reception Values

	Value
	Description

DRM Profile
	Description

Smartcard Profile

	0x00
	Content Protection

Only available to terminals with the Content Protection function.

Device has to protect all content against access in the clear.

Only the explicitly allowed types of consumption as defined in Generalised Rights Objects (GROs) that the device has for this service or programme are permitted, 

An example permission in GROs is 'Access' for the immediate rendering of the service or programme.
If a GRO has explicit permissions / constraints, then these SHALL be respected, without taking into account the protection_after_reception value.
	Content Protection

Only available to terminals with the Content Protection function.

Device has to protect all content against access in the clear.

LTKMs define rights for access to live content, broadcast files and recordings.

When using GBA_U, recordings SHALL include STKMs. These SHALL be sent to the Smartcard for processing during playback.

	0x01
	Content Protection with Implicit Rendering and Recording Permission
Only available to terminals with the Content Protection function.

Device has to protect all content against access in the clear, but: 
· Direct rendering is implicitly allowed.

· Protected recording is implicitly allowed. Any consumption of these protected recordings SHALL require an appropriate GRO. 

No Generalised Rights Object is required in the device for direct rendering; a GRO with only the service or programme key but without any permissions is sufficient.

The device needs to have an GRO with the appropriate permissions (and possibly constraints) for any other type of consumption.
If a GRO has explicit permissions / constraints, then these SHALL be respected, without taking into account the protection_after_reception value.
	Content Protection with Implicit Rendering and Recording Permission
Only available to terminals with the Content Protection function.

Device has to protect all content against access in the clear, but:

· Direct rendering is implicitly allowed.

· Protected recording is implicitly allowed. Any consumption of these protected recordings SHALL require an appropriate LTKM.
LTKMs provide keys for access to live content, broadcast files and recordings.

When using GBA_U, recordings SHALL include STKMs. These SHALL be sent to the Smartcard for processing during playback.

	0x02
	Content Protection with Implicit Protected Recording

Only available to terminals with the Content Protection function.

Device has to protect all content against access in the clear, but implicitly, two types of consumption are allowed:

· Direct rendering, and
· Unlimited play back of protected recordings of this service or programme or protected files
The above two types of consumption may also be made available over appropriately protected digital links.

If the protection_after_reception flags are not available for a protected recording, the device SHALL assume that they have the value 0x1 for that recording.
If a GRO has explicit permissions / constraints, then these SHALL be respected, without taking into account the protection_after_reception value.
	Content Protection with Implicit Protected Recording
Only available to terminals with the Content Protection function.

Device has to protect all content against access in the clear, but implicitly, two types of consumption are allowed:

· Direct rendering, and
· Unlimited playback of protected recordings of this service or programme or protected files. 
The above two types of consumption may also be made available over appropriately protected digital links.

LTKMs provide keys for access to live content, broadcast files and recordings.

When using GBA_U, recordings SHALL include STKMs. These SHALL be sent to the Smartcard for processing during playback.

	0x03
	Service Protection

Available to terminals with the Service Protection or Content Protection function.

This specification does not impose any protection measures for the content after the removal of service protection.

Note that for e.g. legal or other reasons, the device still might have to protect the content in some way.

GROs provide keys for access to live content and broadcast files.
	Service Protection
Available to terminals with the Service Protection or Content Protection function. 
This specification does not impose any protection measures for the content after the removal of service protection.
Note that for e.g. legal or other reasons, the device still might have to protect the content in some way.
LTKMs provide keys for access to live content and broadcast files.
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