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1 Reason for Change

This CR is a proposal for solving review comment:

	DX047
	2006.05.24
	
	Appendix C
	Source: Ericsson

From: OMA-BCAST-2006-0539

Comment:

The XBS document does not contain any static conformance requirements.

Proposed Resolution:

Add static conformance requirements
	Status: OPEN

OMA-BCAST-2006-784R03 (Ericsson) addresses this comment.


on OMA-TS-DRM-XBS-V1_0-20060321-D
Appendix A.10 does not contain normative language, nor is it referenced to from normative sections. The result is that A.10 will not appear directly or indirectly in the SCR table, while it is required to be implemented.
This CR proposes to change the wording of A.10 such that it becomes normative.

A.10 contains also a specification for the authentication of IPsec and STKMs. These are also used and specified in the SPCP document. This CR proposes to remove this from the XBS document, so that there is no double specification.

During the creation of this CR, an error was detected for CONSTANT_TDRM. It has the same value as CONSTANT_KSM. CONSTANT_TDRM is been given a unique value here, which is compatible with the DVB-SPP specification.
2 Impact on Backward Compatibility

This CR has no impact on backwards compatibility

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are kindly asked to agree with the indicated changes in 6.

6 Detailed Change Proposal

Change 1:  Normative wording in A.10 and deletion of authentication specification for IPsec and STKM, which is moved to the SPCP document.
A.10 Authentication




A.10.1 Authentication for IPsec













IPsec authentication is specified in [BCAST10-ServContProt]. It is shares much functionality with the authentication specified for different purposes in this document.
A.10.2 Authentication for STKMs
STKM authentication is specified in [BCAST10-ServContProt]. It is shares much functionality with the authentication specified for different purposes in this document.














 

A.10.2.1 Transport of SEAK and PEAK in OMA DRM 2.0 Rights Objects

The encryption keys and authentication keys (SEAK and PEAK), encrypted with AES-wrap [AES_WRAP], SHALL be transported in a RO as separate ds:KeyInfo elements in the <asset> fragment of the Rights Object. The relevant fragment of the <asset> element of a service RO is illustrated in the following figure:

<o-ex:asset>

[…]

  <ds:KeyInfo>

    <xenc:EncryptedKey>

      <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

      <xenc:CipherData>

        <xenc:CipherValue>encrypted_service_encryption_key</xenc:CipherValue>

      </xenc:CipherData>

    </xenc:EncryptedKey>

    <ds:RetrievalMethod URI="rek_reference"/>

  </ds:KeyInfo>

  <ds:KeyInfo Id="service_authentication_seed_id" >

    <xenc:EncryptedKey>

      <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

      <xenc:CipherData>

        <xenc:CipherValue>encrypted_service_authentication_seed</xenc:CipherValue>

      </xenc:CipherData>

    </xenc:EncryptedKey>

    <ds:RetrievalMethod URI="rek_reference"/>

  </ds:KeyInfo>

</o-ex:asset>
Figure 29: <asset> fragment for a RO carrying SEK and SAS. 

encrypted_service_encryption_key = 
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encrypted_service_authentication_seed = 
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where SEK and SAS are both an AES key of 128 bits and service_authentication_seed_id is a unique identification of the authentication seed KeyInfo element within the RO, which SHALL be constructed as follows:

service_authentication_seed_id = service_period_CID + "_authSeed"

Similarly, the <asset> element of a programme RO SHALL contain:

<o-ex:asset>

[…]

  <ds:KeyInfo>

    <xenc:EncryptedKey>

      <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

      <xenc:CipherData>

        <xenc:CipherValue>encrypted_programme_encryption_key</xenc:CipherValue>

      </xenc:CipherData>

    </xenc:EncryptedKey>

    <ds:RetrievalMethod URI="rek_reference"/>

  </ds:KeyInfo>

  <ds:KeyInfo Id="programme_authentication_seed_id" >

    <xenc:EncryptedKey>

      <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

      <xenc:CipherData>

        <xenc:CipherValue>encrypted_programme_authentication_seed</xenc:CipherValue>

      </xenc:CipherData>

    </xenc:EncryptedKey>

    <ds:RetrievalMethod URI="rek_reference"/>

  </ds:KeyInfo>

</o-ex:asset>
Figure 30: <asset> fragment for an RO carrying PEK and PAS.

encrypted_programme_encryption_key = 
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encrypted_programme_authentication_seed = 
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where PEK and PAS are both an AES key of 128 bits and programme_authentication_seed_id is a unique identification of the authentication seed KeyInfo element within the RO, which SHALL be constructed as follows:

programme_authentication_seed_id = programme_CID + "_authSeed"

A.10.2.2 Transport of SEAK and PEAK in BCROs

The encryption keys and authentication keys (SEAK and PEAK) SHALL be transported in a BCRO by concatenating the encryption key and the authentication seed and then protecting the resulting field with AES CBC.

encrypted_service_encryption_authentication_key = 
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where SEK and SAS are both an AES key of 128 bits.

and encrypted_programme_encryption_authentication_key =
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where PEK and PAS are both an AES key of 128 bits.

A.10.3 Authentication of BCROs

BCROs MAY contain one MAC field which is used to authenticate the message and to protect the integrity of the message. 

The authentication key SHALL be generated from the RIAK:
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where:

CONSTANT_BCRO
= 0x030303030303030303030303030303 (120 bit)

Note: To obtain the RIAK the device needs to have been equipped with a valid keyset. Refer to section 6.1.3 for details.

Refer to A.10.4 for details on f-auth.

The BAK SHALL be used in the MAC generation / verification of the BCRO if the BCRO is integrity protected with a MAC. The algorithm used to calculate the MAC field SHALL be HMAC-SHA1-96 according to [FIPS 198] and [RFC2104], using a authentication key of 160 bit.

A.10.4 General authentication mechanism

The function F-auth SHALL consist of the following steps:

1. Denote by PRF{key}(text) as the AES-XCBC-MAC-PRF with output blocksize 128 bits as defined by IPsec WG in IETF. Please note:

· Refer to [RFC 3566] for the AES-XCBC-MAC-PRF based key generation function.

· Refer to [RFC 3664] for the requirement NOT to truncate the generated key material.

2. Apply the generated input key according to ideas of IKEv2 to generate authentication key. Define a key generator function f-kg{key}(constant). Keying material will always be derived as the output of the negotiated PRF algorithm.. PRF+ describes the function that outputs a pseudo-random stream of n blocks based on the inputs to a PRF as follows:
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where AS is the appropriate authentication seed (be it TAS, PAS, SAS or RIAK) and CONSTANT is the appropriate constant as described in preceding sections. The amount of blocks to derive is defined by the amount of key material needed, i.e. n is the amount of needed key bits divided by 128 and rounded up.

This means that if 160 bits were needed then PRF*() would be computed as:
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3. The 160 bit authentication key is taken from the generated key material as follows:
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The generated authentication key SHALL be applied as described in preceding sections.

A.10.5 Authentication of token delivery response messages

Token delivery response messages contain one MAC field which is used to authenticate the message and to protect the integrity of the message. 

The authentication key SHALL be generated from the RIAK:
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where:

CONSTANT_TDRM
= 0x050505050505050505050505050505 (120 bit)

Note: To obtain the RIAK the device needs have been equipped with a valid keyset. Refer to 6.1.3 for details.

Refer to A.10.4 for details on f-auth.

The TDRMAK SHALL be used in the MAC generation / verification of the token delivery response message. The algorithm used to calculate the MAC field SHALL be HMAC-SHA1-96 according to [FIPS 198] and [RFC2104], using a authentication key of 160 bit.










�Note to editor: this section should be placed before A.10.4. That is a more appropriate ordering.





NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 6)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20060101-I]

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 5 (of 5)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20060101-I]

_1177328713.unknown

_1190524154.unknown

_1197894089.unknown

_1197894179.unknown

_1190524197.unknown

_1177331611.unknown

_1179063956.unknown

_1187595756.unknown

_1178113094.unknown

_1177330850.unknown

_1177331539.unknown

_1177330820.unknown

_1177328637.unknown

_1177328701.unknown

_1177325357.unknown

_1177325432.unknown

_1177326953.unknown

_1177310461.unknown

_1177314566.unknown

_1177310460.unknown

