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1 Reason for Change

This CR proposes to solve the OPEN comment SE-124 about DM message authentication.
	SE-124
	5.2.3
	Source: Sprint

From: OMA-BCAST-2006-0465
Comment:
Change “SHOULD” to “SHALL” on the last line of the section.  If this is not mandatory how can the previous statement regarding “… SHALL be authenticated…” cannot take place.
	Status: OPEN

Editor: is this statement necessary, isn’t that covered by DM functions?
We need to check whether DM has a mechanism for DM message authentication and if yes, how is the signature carried. Francois to provide that information.


This comment was initiated from section 5.2.3 and there are two things to check against this section. One is to check the mandatory wording to be consistent within the paragraph and the other is to check the mechanism of DM message authentication. 
For the first one, the last sentence was changed to ‘SHALL’ as following the previous sentence. And secondly, about DM message authentication which was delivered by broadcast channel, we added Signature and Timestamp parameters at DM messages which were generated by BCAST server. 







Revision 01
1) MODEL URN was added at the DM message which they are used to distinguish the targeted terminals.

2) The specific signature computation was added.
3) Supplementary explanation was added and minor errors were changed.
2 Impact on Backward Compatibility

N/A

3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and agree the proposed changes on BCAST Services TS.
6 Detailed Change Proposal

[…]

2.1 Normative References

	[PKCS-1]
	“PKCS #1 v2.1: RSA Cryptography Standard”, RSA Laboratories. June 2002. http://www.rsasecurity.com/rsalabs

	[ISO8601]
	”Data elements and interchange formats—Information interchange—Representation of dates and times”, International Organization for Standardization, ISO 8601

	
	

	
	


3.3 Abbreviations

	RSA-PSS
	RSA Probabilistic Signature Scheme (see [PKCS-1])


[…]
5.2.3  Carrying OMA DM messages within OMA File Distribution

Over interface TP-5, OMA DM messages SHALL be delivered as files using the BCAST File Distribution [BCAST10-Distribution].

A file containing the OMA DM message SHALL be of following type: 

· application/vnd.syncml.dm+wbxml
This is the WBXML encoded OMA DM message [OMA DM].

The type of the file SHALL be declared using the internal mechanism of the BCAST File Distribution 

· When the file parameters are signalled in the Service Guide, either the “Content-Type” attribute of FileDescription element, or, the “Content-Type” attribute of File element SHALL be used with value “application/vnd.syncml.dm+wbxml”. 

· When the file parameters are signalled in-band, the “Content-Type” attribute in the FDT SHALL be used with value “application/vnd.syncml.dm+wbxml”

The OMA DM messages that are carried within BCAST File Distribution function SHALL be formatted and handled similarly as specified in OMA DM Bootstrap profile [OMA DM].  Depending on the purpose, this message SHALL be delivered to the targeted terminals. When the entire terminal models are targeted, MODEL URN type SHALL be used in LocURI element type of the OMA DM messages.
	MODEL URN
	Identify a vendor specific model terminal, globally unique. The MODEL URN specifies a string of maximum 15 plain-text characters to identify the model terminal. The format of the URN is 
Vender-MODEL: #####-####### (for example, LG-SV590)


When the broadcast channel is not protected by the Service and Content Protection Function, the OMA DM provisioning messages that are carried over TP-5 SHALL be authenticated by the Signature of the provisioning server. The Signature SHALL be sent along with the corresponding OMA DM message.
The security method is passed as parameters to the content type in the format like this:
Content-Type: MIME type; SEC=Type; TS=Timestamp; SIG=Signature
Where:

MIME type is application/vnd.syncml.dm+wbxml
Type MUST be “SIGNATURE”
Timestamp is the time and date expressed in complete representation, basic format as specified in [ISO 8601].
Signature is the RSA-PSS [PKCS-1] computed as follows:
S = RSA-SIGN (K, M)
K: BCAST Server's RSA private key.
M: message to be signed.
S: RSA signature.
Note: Timestamp’s valid values will be specified by the service provider’s proprietary rule and if Timestamp is not valid, this DM message will be discarded. 
5.7.2.2 Transports


Since any transport may be used to send the Bootstrap message to the DM client, appropriate security for bootstrapping a device securely MUST be employed. If the transport has this appropriate security, it MUST be employed, otherwise, transport neutral security MUST be employed.


Transport specific security is documented in the transport binding documents.





At the application level, it is RECOMMENDED that an integrity check


on the entire received object be done once the object is


reconstructed to ensure it is the same as the sent object, especially


for objects that are FDT Instances. Moreover, in order to obtain


strong cryptographic integrity protection a digital signature


verifiable by the receiver SHOULD be used to provide this application


level integrity check. However, if even one corrupted or forged


packet is used to reconstruct the object, it is likely that the


received object will be reconstructed incorrectly. This will


appropriately cause the integrity check to fail and, in this case,


the inaccurately reconstructed object SHOULD be discarded. Thus, the


acceptance of a single forged packet can be an effective denial of


service attack for distributing objects, but an object integrity


check at least prevents inadvertent use of inaccurately reconstructed


objects. The specification of an application level integrity check


of the received object is outside the scope of this document.
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