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1 Reason for Change

This CR is a proposal for solving review comment:

	DX045
	
	N
	All document
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

To a non-DRM specialist and a BCAST reader, the whole document feels out of place. BCAST is not mentioned anywhere, nor is the ServContProt specification. It is not clear to the reader how this document relates to BCAST, ServContProt or DRM Profile as these are not mentioned. The introduction only mentions DRMv2. (No reference to ServContProt exists in the document, nor to any BCAST document!).

Proposed Resolution:
	Status: OPEN

AP Mercè: ask David for closing the comment.


on OMA-BCAST-2006-0793-INP_XBS_Interim_TS (not OMA-TS-DRM-XBS-V1_0-20060321-D)
This CR proposes several additions that indicate the relation between the XBS document on the one hand and the SPCP document (DRM profile and Smartcard profile) on the other hand:
· Change 1 in section 1 Scope (added text on SPCP doc).
· Change 2 in section 4 Introduction (added text on SPCP doc, DRM and Smartcard profile). 

Please note that in Change 2, also a sentence is removed here, since this sentence from CR OMA-BCAST-2006-0647R01-DRM-XBS-5-II-Key-Hierarchy.doc was erroneously placed here instead of at the start of section 5 (see also Change 3).

· Change 3 in start section 5 (correct place for sentence removed in Change 3).

· Change 4 in section 13 (added text on Smartcard profile).

R01: Removed Change 4, because it refers to a specification using the XBS specification.
        Deleted the addition of  “A few sections also apply to the Smartcard profile as specified in [BCAST10-ServContProt]. When a section applies to the Smartcard profile, this is indicated at the start of that section.” in Change 2.
R02: Undeleted the two lines that were deleted in R01
2 Impact on Backward Compatibility

This CR has no impact on backwards compatibility

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are kindly asked to agree with the indicated changes in 6.

6 Detailed Change Proposal
Change 1:  Addition to Section 1. Scope

1. Scope

Open Mobile Alliance (OMA) specifications are the result of continuous work to define industry-wide interoperable mechanisms for developing applications and services that are deployed over wireless communication networks.

The scope of OMA "Digital Rights Management" [DRM-v2] is to enable the consumption of digital content in a controlled manner. The content is consumed on authenticated devices per the usage rights expressed by the content owners. The OMA DRM work addresses the various technical aspects of this system by providing appropriate specifications for content formats, protocols, and the rights expression language.

The scope for this specification is the application of the OMA "Digital Rights Management" specifications in a typical broadcast environment, in which devices might only be capable of receiving information broadcast over a shared medium. It refers to the general OMA "Digital Rights Management" [DRM-v2] documents as its foundation. The causes defined in this document take precedence over those specified by the foundation documents, thus creating a broadcast interpretation of the OMA Digital Rights Management standard.
This specification is used by the OMA BCAST enabler in [BCAST10-ServContProt]
Change 2:  Addition to Section 4.  Introduction

4. Introduction

Digital Rights Management [DRM-v2] defines the mechanisms to deliver DRM Content and Rights Objects to a consuming device. In the existing specification suite, devices are assumed to be capable of two-way interaction with other entities, such as a Rights Issuer. In a typical broadcast environment, this may not be the case and devices may exists that can only receive information broadcast over a shared medium. 

In general the need for adaptations, extensions and guidelines has been identified for the following OMA Digital Rights Management [DRM-v2] items:

· ROAP Protocol

The ROAP protocol is specified assuming a bi-directional communication mechanism between Device and Rights Issuer. A broadcast (i.e. uni-directional) equivalent for the functionality provided by the ROAP protocol is required. Bandwidth usage is very important in broadcast and protocol messages should be optimised for size. 

· Rights Expression Language

There is a need for additional types of usage that are typical to the broadcast model, e.g. time-shift, record, edit. These may also have non-standard constraints such as impulse-pay-per-view, prepaid.

· Subscription Group Addressing

This is a feature that allows – per instance of content protection – to define the exact group of broadcast receivers that will be capable of accessing the protected content. It is required for fine-grained management of broadcast subscription services.

· Authentication of Broadcast Rights Objects and broadcast content

The bandwidth efficiency requirements of broadcast systems may necessitate a broadcast specific authentication scheme for BCROs and content.

· Broadcast Service Support

· Usage Metering

This specification is not stand-alone; it must be interpreted in the context of the existing OMA DRM v2.0 suite of specifications. Its goal is to provide alternative mechanisms for those parts of the standard that do not comply to the specific constraints of broadcast systems: one-way communication and bandwidth efficiency. Next to that, it also defines support for additional broadcast concepts such as ‘broadcast service’, (frequent) re-keying of broadcast content protection and broadcast usage models.

The rest of the document is organized as follows. Section 5 describes the processing of keys at the different layers in the 4-layer OMA BCAST service protection architecture [BCAST10-ServContProt]. Section 6 describes the Authentication Hierarchy of the 4-layer OMA BCAST service protection architecture. Section 7 describes the management of domain and devices in broadcast environments. The new format and mechanism for the delivery of rights objects called BCRO (Broadcast Rights Object) are defined in Section 8. The concept of Usage metering and Subscriber group are described in Section 9 and 10 respectively. Section 11 describes the broadcast service support that allows the secure delivery of broadcast stream to a terminal. Section 12 describes various Rights Issuer services. The PDCF adaptations for Traffic Encryption Key Streams are described in Section 13.
All sections of this specification apply to the DRM profile, as specified in  [BCAST10-ServContProt]. This is not indicated elsewhere in this document. A few sections also apply to the Smartcard profile as specified in [BCAST10-ServContProt]. When a section applies to the Smartcard profile, this is indicated at the start of that section.

Change 3:  Addition to Section 5 Four-Layer Key Hierarchy For Service Protection
5 Four-Layer Key Hierarchy For Service Protection

The OMA BCAST service and content protection architecture consists of a four layer key hierarchy [BCAST10-ServContProt]. This section explains the handling and processing of keys at different layers.

5.1 Registration Layer-Layer 1 Keys (Broadcast Mode)

For the Broadcast Mode of operation, a set of keys are delivered to the terminal at the registration layer. These keys are used for authentication and decryption purposes.

The keys are delivered to the device in a protected format, called a keyset_block, as part of the device registration data (refer to section 7.1.3.2 for details).

The RI generates a session key (SK) to protect the keyset_block (UGK, SGK1..n, UDK, BDK, RIAK, UDF, SBDF, LBDF and/or TDK), which carries the keyset described in section 7.1.3.2.1 (see 8).

[…]















�Note to editor: this text from CR OMA-BCAST-2006-0647R01-DRM-XBS-5-II-Key-Hierarchy.doc was erroneously placed at the end of section 4 instead of here.
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