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1 Reason for Change

This CR proposes more details and some clarifications to the initial version of File Delivery/File Application (FA/FD) Backend Interfaces. These interfaces were originally drafted in CR695R01 addressing the following comment.
	D120
	
	N
	5.4
	Source: Nokia

Form: OMA-BCAST-2006-0515

Comment:

The definition of backend interfaces for file delivery are a bit incomplete, because only low level protocols are defined without methods needed. In minimum what is needed are methods for creating sessions and attaching files to them.
	Status: OPEN


Error reporting: Currently the specification says  that “4xx code will be used for Failure case“. This, however, can be seen to impose two potential problems. 

· The risk of allocating conflicting 4xx error codes to the BCAST-FA/FD specific errors  with future versions of HTTP stacks and

· mixing the processing of the transport and the presentation/application layers. One could argue that HTTP status/error codes should represent only the HTTP-level _regardless_ of the payload. In other words, HTTP status/error codes should only tell if the HTTP-message had correct syntax and semantics w.r.t. the HTTP stack. The result of the internal agent processing the payload should not be reflected in the HTTP level, but solely in the payload of the HTTP response. As long as the HTTP message has correct format and the HTTP stack is capable of finding a proper agent for handling the payload, the HTTP level is satisfied and the status should be 200 OK. 

It is therefore proposed that the errors resulting from BCAST-FA/FD handling the XML-request are reflected in an error response (XML message) in the HTTP payload while the HTTP status should be set to 200 OK to reflect correct processing in the HTTP level.

Response messages: Currently the responses to XML requests in BCAST-FA/FD are specified as simple HTTP level error/status codes. This approach has the following drawbacks:

· mixing the agent level processing with the request transport level processing as explained above and 

· preventing the agent from reporting back changes/additions in the set of parameters in question.

The proposal is to simply use the same XML structure both in the request and in the response. Only the difference between the request and the response is reflected by the difference in the name of the top level element (e.g. “SessionCreation” and “SessionCreationRes”). 

This allows the agent both to modify the parameters in the request and to add parameters not originally present in the request. 

Editor’s note about the validity of “oma:bcast:fd” as the value of Request-URI. Considering that

· purpose of the ‘Request-URI’ is to identify the resource in question, i.e., assist the HTTP stack to determine the correct agent for handling the payload of the request and

· that the RFC2616 specifying HTTP 1.1 says that the ‘Request-URI’ is

· dependent on the request itself and

· may be in absolute form and is therefore independent on the ‘Host:’ field of the HTTP header or

· may not be in absolute form and is therefore dependent on the ‘Host:’ field of the HTTP header.

it is proposed to remove the note by replacing ‘oma:bcast:fd’ by ‘<host>/oma/bcast/fd’.
R01 further addresses also comment D119 by adding the proposed wording to appropriate places in the CR.
	DI119
	
	N
	5.4.1.1.1
5.4.2.1.1
5.4.3.1.1

	Source: Nokia
Form: OMA-BCAST-2006-0515

Comment:
BCAST has agreed to use HTTPS for secure transactions over backend interfaces. However, HTTPS is missing from the relevant specification text.

Proposed resolution:

In the end of the first paragraph of 5.4.1.1.1, 5.4.2.1.1 and 5.4.3.1.1, add the following sentence:

“

For secure operation over this backend interface the entities implementing this interface SHALL support HTTPS.

“


	Status: OPEN



2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This CR is presented to BCAST for agreement and inclusion in TS-BCAST-Distribution.

6 Detailed Change Proposal

Change #1:
Add the following Normative Reference:

	[RFC 2616]
	IETF RFC 2616, “Hypertext Transfer Protocol -- HTTP/1.1”


Change #2:

5.4  File Distribution over back-end interfaces

The following sections specify interfaces between logical BCAST “backend” entities. The specification is applicable if the interfaces are exposed in a BCAST implementation. If a BCAST implementation does not expose the interfaces, i,e, they are implementation internal, they may be realized using protocols and methods not specified here.

5.4.1 
Interface FD-1 and FD-2
Interface FD-1 between CC and FA is to provide attributes of files in addition files for BCAST file distribution services.
Interface FD-2 between FA and FD is to provide attributes of files in addition files for BCAST file distribution services.
5.4.1.1 
Protocol Stacks
The following protocol stack SHALL be used for file delivery over Backend Interface which are FD-1 between CC and FA and FD-2 between FA and FD. For secure operation over this backend interface the entities implementing this interface SHALL support HTTPS. [Note: During CONRR comment resolution BCAST group agreed that FTP is to be removed from the protocol stack if details  of the use of FTP are not specified.]
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Figure x Protocol Stack for Backend Interface of file delivery
HTTP 1.1 over TCP/IP with the following condition SHALL be used for file delivery via the interface.

The interfaces using HTTP 1.1 [RFC 2616] SHALL support gzip, compress, deflate and identity Content Codings. Other Content Codings MAY be supported.

The interfaces using HTTP 1.1 [RFC 2616] MAY use persistent connections, pipelining and chunked Transfer Coding .  

5.4.1.2 
Backend Interface Message
Messages to and from FA or FD are transported using HTTP as the transport by placing both the requests and the responses addressed to FA or FD into the payload of the HTTP messages. The requests SHOULD be transported using  HTTP POST and the responses SHOULD be transported using the HTTP responses corresponding to the HTTP POST requests.  The syntax for the requests SHOULD be as follows.


· POST <host>/oma/bcast/fd HTTP/1.1\r\n<SessionCreationMessage>

· POST <host>/oma/bcast/fd HTTP/1.1\r\n<SessionDeletionMessage>

· POST <host>/oma/bcast/fd HTTP/1.1\r\n<FileInsertionMessage>

· POST <host>/oma/bcast/fd HTTP/1.1\r\n<FileRemovalMessage>

where the <host> denotes the part of the URI representing the address of the host.
Both the HTTP POST message and the corresponding HTTP response MAY also contain the following HTTP header fields:

· ‘Content-Length’,
· ‘Content-Type’ which if used SHALL be set to “text/xml” and
· ‘Host’ in case the ‘Request-URI’ is not in the absolute form specified in [RFC 2616].

5.4.1.2.1 Processing and responding

The processing of the message to FA or FD involves first the HTTP transport level to deliver the message from the CC to the FA or from the FA or FD. This is followed by the HTTP level passing the embedded XML message to the FA or FD. While the status and error codes corresponding to the processing in the HTTP level are signaled using the HTTP headers, the result of the FA or FD processing the XML request in the HTTP payload is signaled using XML messages placed into the payloads of the HTTP responses corresponding to the HTTP requests carrying the XML requests. Whenever a HTTP response contains an XML response from the FA or FD, the HTTP status code SHALL be set to 200 OK regardless of the contents of the XML response.
5.4.1.2.1 Session Creation

Session creation will be used for requesting the creation of session for file delivery.   The parameters of the session can be assigned by either the network entity requesting session creation or the network entity  being requested to create a session. While requesting the creation of a session, CC or FA SHALL use the following ‘SessionCreation’ XML message in the HTTP payload

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SessionCreation
	E
	
	
	Specifies the Session Creation Message

Contains the following attributes:

   tsi

   ipAddress

   portNumber

   useFDT

   bandwidth

   startTime

   endTime

   
	

	tsi
	A
	O
	0..1
	Transport Session Identifier of ALC/FLUTE
	unsignedInt

	ipAddress
	A
	O
	0..1
	Target IP Address of ALC/FLUTE
	string

	portNumber
	A
	O
	0..1
	Port number of Target Address of ALC/FLUTE
	unsignedShort

	useFDT
	A
	O
	0..1
	If this attribute set TRUE, it means the session will contain FDT Instances otherwise the session will have no FDT Instances.
	boolean

	bandwidth
	A
	O
	0..1
	Recommended Bandwidth(bps) to the client backend entity. If this attribute is not present, it means all bandwidth and all capacity will be requested to reserve.
	unsignedInt

	startTime
	A
	M
	1
	The first moment of the Session to be created. If the value is zero, the transmission is to be started immediately. This field expressed as the most significant 32 bits of NTP time format. 
	unsignedInt

	endTime
	A
	M
	1
	The last moment of the Session to be created. If the value is zero, the transmission is to be ended only when requested explicitly by the client using the “Session Deletion” request. This field expressed as the most significant 32 bits of NTP time format.
	unsignedInt

	blockLengthMax
	A
	O
	0..1
	The maximum number of source symbols per source block
	unsignedInt

	encodingSymbolLength
	A
	O
	0..1
	The length of encoding symbol in bytes
	unsignedInt





Upon successful processing of the ‘SessionCreation’ request, the FA or FD SHALL use the following ‘SessionCreationRes’  message in HTTP payload of  the response.
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SessionCreationRes
	E
	
	
	Specifies the Response message for Session Creation Request. If an error occurs, then at least one Parameter element SHALL be present in the response.


Contains the following elements:

    SessionInfo

Parameter









	

	
	
	
	
	
	

	SessionInfo
	E1
	M
	1
	Specifies the created session information
Contains the following attributes:

   tsi

   ipAddress

   portNumber

   useFDT

   bandwidth

   startTime

   endTime
	

	tsi
	A
	M
	1
	Transport Session Identifier of ALC/FLUTE
	unsignedInt

	ipAddress
	A
	M
	1
	Target IP Address of ALC/FLUTE
	string

	portNumber
	A
	M
	1
	Port number of Target Address of ALC/FLUTE
	unsignedShort

	useFDT
	A
	M
	1
	If this attribute set TRUE, it means the session will contain FDT Instances otherwise the session will have no FDT Instances.
	boolean

	bandwidth
	A
	M
	1
	Recommended Bandwidth(bps) to the client backend entity. If this attribute is not present, it means all bandwidth and all capacity will be requested to reserve.
	unsignedInt

	startTime
	A
	M
	1
	The first moment of the Session to be created. If the value is zero, the transmission is to be started immediately. This field expressed as the most significant 32 bits of NTP time format. 
	unsignedInt

	endTime
	A
	M
	1
	The last moment of the Session to be created. If the value is zero, the transmission is to be ended only when requested explicitly by the client using the “Session Deletion” request. This field expressed as the most significant 32 bits of NTP time format.
	unsignedInt

	blockLengthMax
	A
	M
	1
	The maximum number of source symbols per source block
	unsignedInt

	encodingSymbolLength
	A
	M
	1
	the length of encoding symbol in bytes
	unsignedInt

	Parameter
	E1
	O
	0..N
	If this element is present, it signals that there was an error w.r.t. to a parameter in the request.

Contains the following attributes:
   field
   reason
	

	field
	A
	O
	1
	Character string specifying the name of the faulty parameter in the request message. This is a name of an element or attribute in the request.
	string

	reason


	A
	O
	1
	Contains the reason for the rejection of the parameter, according to the global status code (as specified in [BCAST10-Services]). 
For Instance, if the value is set to “17 – Information Element non-existent”, it signals that FA or FD could not find the parameter at all in the request. If the value is set to “021 – Information Invalid”, it signals that  while parameter is present in the request, the value of the parameter is not accepted by the FA or FD.
	unsignedByte


5.4.1.2.2 Session Deletion 

Session Deletion will be used for request to delete session for file delivery from CC to FA or from FA to FD.
5.4.1.2.2.1 Request Message for Session Deletion


While requesting a deletion of a session, clients of the FA or FD SHALL use the following XML message in the HTTP payload.
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SessionDeletion
	E
	
	
	Specifies the Session Deletion Message

Contains the following attributes:

   tsi

   ipAddress

   portNumber

   endTime
	

	tsi
	A
	M
	1
	Transport Session Identifier of ALC/FLUTE
	unsignedInt

	ipAddress
	A
	M
	1
	Target IP Address of ALC/FLUTE
	string

	portNumber
	A
	M
	1
	Port number of Target Address of ALC/FLUTE
	unsignedShort

	endTime
	A
	M
	1
	The moment of the Session to be deleted. If the value is zero, the transmission is to be ended immediately. This field expressed as the most significant 32 bits of NTP time format.
	


Upon successful processing of the ‘SessionDeletion’ request, the FA or FD SHALL use the following ‘SessionDeletionRes’  message in the HTTP payload of  the response.


.
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SessionDeletionRes
	E
	
	
	Specifies the response message for Session Deletion
If error occurs, then at least one Parameter element SHALL be present in the response.



Contains the following elements:
   Parameter
	

	
	
	
	
	
	

	Parameter
	E1
	O
	0..N
	If this element is present, it signals that there was an error w.r.t. to a parameter in the request.

Contains the following attributes:
   field
   reason
	

	field
	A
	O
	1
	Character string specifying the name of the faulty parameter in the request message. This is a name of an element or attribute in the request.
	string

	reason

	A
	O
	1
	Contains the reason for the rejection of the parameter, according to the global status code (as specified in [BCAST10-Services]). 
For Instance, if the value is set to “17 – Information Element non-existent”, it signals that FA or FD could not find the parameter at all in the request. If the value is set to “021 – Information Invalid”, it signals that  while parameter is present in the request, the value of the parameter is not accepted by the FA or FD.
	unsignedByte


5.4.1.2.3 File Insertion 

While requesting an insertion of a file into a file delivery session, the FA or FD SHALL use the following as the payload of the corresponding HTTP message; first the XML message  'FileInsertion' described below immediately followed by the payload of the file itself. 


	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	FileInsertion
	E
	
	
	Specifies the File Insertion Message

Contains the following attributes:

   tsi

   ipAddress

   portNumber

   startTime

   endTime
Contains the following element:
   File
	

	tsi
	A
	M
	1
	Transport Session Identifier of ALC/FLUTE
	unsignedInt

	ipAddress
	A
	M
	1
	Target IP Address of ALC/FLUTE
	string

	portNumber
	A
	M
	1
	Port number of Target Address of ALC/FLUTE
	unsignedShort

	startTime
	A
	M
	1
	The first moment of the File to be transmitted. If the value is zero, the transmission is to be started immediately. This field expressed as the most significant 32 bits of NTP time format. 
	unsignedInt

	endTime
	A
	M
	1
	The last moment of the File to be transmitted. If the value is zero, the transmission is to be ended only when requested explicitly by the client using the “File Insertion” request. This field expressed as the most significant 32 bits of NTP time format.
	unsignedInt

	File
	E1
	M
	1
	Element containing the metadata for the file to be inserted as specified by the FLUTE FDT File element[RFC 3926].
	ComplexType





Upon successful processing of the ‘FileInsertion’ request, the FA or FD SHALL use the following ‘FileInsertionRes’  message in the HTTP payload of  the response.
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	FileInsertionRes
	E
	
	
	Specifies the response message for File Insertion
If error occurs, then at least one Parameter element SHALL be present in the response.


Contains the following elements:

   FileInformation
   Parameter
	

	
	
	
	
	
	

	FileInformation
	E1
	M
	1
	Contains the File Information

Contains the following attributes:

   tsi

   ipAddress

   portNumber

   startTime

   endTime
Contains the following element:
   File
	

	tsi
	A
	M
	1
	Transport Session Identifier of ALC/FLUTE
	unsignedInt

	ipAddress
	A
	M
	1
	Target IP Address of ALC/FLUTE
	string

	portNumber
	A
	M
	1
	Port number of Target Address of ALC/FLUTE
	unsignedShort

	startTime
	A
	M
	1
	The first moment of the File to be transmitted. If the value is zero, the transmission is to be started immediately. This field expressed as the most significant 32 bits of NTP time format. 
	unsignedInt

	endTime
	A
	M
	1
	The last moment of the File to be transmitted. If the value is zero, the transmission is to be ended only when requested explicitly by the client using the “File Insertion” request. This field expressed as the most significant 32 bits of NTP time format.
	unsignedInt

	File
	E1
	M
	1
	Element containing the metadata for the file to be inserted as specified by the FLUTE FDT File element[RFC 3926].
	ComplexType

	Parameter
	E1
	O
	0..N
	If this element is present, it signals that there was an error w.r.t. to a parameter in the request.

Contains the following attributes:
   field
   reason
	

	field
	A
	O
	1
	Character string specifying the name of the faulty parameter in the request message. This is a name of an element or attribute in the request.
	string

	reason


	A
	O
	1
	Contains the reason for the rejection of the parameter, according to the global status code (as specified in [BCAST10-Services]). 
For Instance, if the value is set to “17 – Information Element non-existent”, it signals that FA or FD could not find the parameter at all in the request. If the value is set to “021 – Information Invalid”, it signals that  while parameter is present in the request, the value of the parameter is not accepted by the FA or FD.
	unsignedByte


5.4.1.2.4 File Removal
The FA or FD may request removal of files from file delivery sessions. While requesting a removal of a file from a file delivery session, the FA or FD SHALL use the following ‘FileRemoval’ message as the payload of the corresponding HTTP message.


	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	FileRemoval
	E
	
	
	Specifies the File Removal Message

Contains the following attributes:

   toi

   tsi

   ipAddress

   portNumber

   endTime
	

	toi
	A
	M
	1
	Transport Object Identifier of file on the ALC/FLUTE session
	unsignedInt

	tsi
	A
	M
	1
	Transport Session Identifier of ALC/FLUTE
	unsignedInt

	ipAddress
	A
	M
	1
	Target IP Address of ALC/FLUTE
	string

	portNumber
	A
	M
	1
	Port number of Target Address of ALC/FLUTE
	unsignedShort

	endTime
	A
	M
	1
	The moment of the File to be removed. If the value is zero, the transmission is to be ended immediately. This field expressed as the most significant 32 bits of NTP time format.
	





Upon successful processing of the ‘FileRemoval’ request, the FA or FD SHALL use the following ‘FileRemovalRes’  message in the HTTP payload of  the response.
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	FileRemovalRes
	E
	
	
	Specifies the response message for File Removal
If error occurs, then at least one Parameter element SHALL be present in the response.



Contains the following element:

   Parameter
	

	
	
	
	
	
	

	Parameter
	E1
	O
	0..N
	If this element is present, it signals that there was an error w.r.t. to a parameter in the request.

Contains the following attributes:
   field
   reason
	

	field
	A
	O
	1
	Character string specifying the name of the faulty parameter in the request message. This is a name of an element or attribute in the request.
	string

	reason


	A
	O
	1
	Contains the reason for the rejection of the parameter, according to the global status code (as specified in [BCAST10-Services]). 
For Instance, if the value is set to “17 – Information Element non-existent”, it signals that FA or FD could not find the parameter at all in the request. If the value is set to “021 – Information Invalid”, it signals that  while parameter is present in the request, the value of the parameter is not accepted by the FA or FD.
	unsignedByte


5.4.2
Interface FD-B1
Interface FD-B1 is used to provide attributes of files in addition files for BCAST file distribution services. Files are provided by the BSDA to the BDS-SD within the BDS network and are distributed by the BDS-SD using a BDS specific file distribution mechanism.

This interface may be used to (non-exhaustive):

· Distribute content files

· Distribute ROs as part of service or content protection

· Distribute SGDUs and SGDDs as part of Service Guide delivery
5.4.3.1
Protocol Stacks
5.4.3.1.1
FD-B1U 
The following protocol stack SHALL be used for file delivery between FD and the file distribution function within the BDS-SD over the BDS-1 reference point. Either FTP or HTTP over TCP/IP SHALL be used for file delivery via the FD-B1 interface. For secure operation over this backend interface the entities implementing this interface SHALL support HTTPS. [Note: During CONRR comment resolution BCAST group agreed that FTP is to be removed from the protocol stack if details  of the use of FTP are not specified.]
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Figure x Protocol Stack for FD-B1U 
Change #4:

Add the following status code in [BCAST10-Services]
	Code
	Status

	Xxx
	Already in Use

This indicates requested setup value is already used in the Network Entity.  Response message may contain the recommended value to use.
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