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1 Reason for Contribution

There are still some problems with the SP4 interfaces as defined in the interim SPCP specification. These comments apply even after the latest changes in CR 190R08. Section references are to the interim specification version OMA-TS-BCAST_SvcCntProtection-Interim-Draft-20061004. This input summarises the issues identified. 
2 Summary of Contribution

Review comments on TS Service and Content Protection
3 Detailed Proposal

	ID
	Open Date
	Edit
	Section
	Description
	Status

	1
	2006.12.01
	
	14.1.2.1.2
	Source: SafeNet
From: OMA-BCAST-2006-1037
Comment:

The Key Request Response message only seems to return a single SEK or PEK. But what if the start and end times in the Key Request message cover a period in which multiple SEKs are used? Does the BSD/A need to return more than one Key Request Response?

Proposed Resolution:

Clarify the intention of making the cardinality of the ServiceKey sub-element equal to one and update as necessary. 
	Status: OPEN


	2
	2006.12.01
	
	14.1.2.1.2
	Source: 
From: OMA-BCAST-2006-1037
Comment:

The following text appears in the description of the program key sub-element  in the Key Request Response message: "This field contains the PEAK if SPP_type == 0 and is only applicable to the DRM Profile.

This field SHALL NOT be used for the Smartcard Profile. In the Smartcard profile there is no service key / program key hierarchy available. For the Smartcard profile the PEK is send using Service Key fields as described above.". 
This statement seems to be no longer valid now that a separate SEK and PEK have been introduced into the smartcard profile, whereas previously just an SEK was used. 
Proposed Resolution:

Remove the text precluding this sub-element from being used for the smartcard profile. 
	Status: OPEN


	3
	2006.12.01
	
	14.1.3
	Source: 

From: OMA-BCAST-2006-1037
Comment:

Is the registration key material delivery exchange designed to allow registration key material to be retrieved for the DRM profile only or for both profiles? I think that only the DRM profile currently delivers registration material over the broadcast channel (via 1-pass registration). This is not clear from the text. 

Proposed Resolution:

Clarify whether registration key material delivery is only to be used by the DRM profile and add the clarification to the text. 
	

	4 
	2006.12.01
	
	14.1.3.1.1
	Source: 

From: OMA-BCAST-2006-1037
Comment:

The key request message does not define any user/device/group identifier which can be used to look up the registration key material for a particular user(s) so I'm not sure how it can work for retrieving registration info.

Proposed Resolution:

Add some kind of user ID to the Key Request Message or exclude registration key material from the LTKM and Registration key material delivery exchange. 
	OPEN

	5
	2006.12.01
	
	14.1.3.1.1
	Source: 

From: OMA-BCAST-2006-1037
Comment:

When requesting LTKMs there is no device/user ID in the key request, how does the BSM know what registration key material to use to protect the LTKMs returned. Is the BSM supposed to respond with all LTKMs that need to be issued for the relevant content or service for all users? 
Proposed Resolution:

Clarify the logic behind the omission of a user ID from the key request format and add one if necessary. 
	OPEN


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Above comments to be discussed and relevant solutions agreed in BAC BCAST.
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