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1 Reason for Change

Referring to the action item 5 in the message from David (message sent October 24th, to the reflector OMA-BCAST@MAIL.OPENMOBILEALLIANCE.ORG):

Action Philips; Nokia, Ericsson to come up with a proposal explaining DRM profile terminal implementation correctly works with IPDC streams.to resolve comment Orange8 on 18Crypt / DRM Profile
Frank, John and MP have together formulated the proposal introduced in the section 6 of this document. The proposal was sent to the BCAST/DLDRM reflector on November 3rd. However, in the November interim meeting, the group had asked a CR introducing the text. This CR introduces the text as it was introduced in the Nov 3 msg.
R01:

Comment from John:

"Following constrains on Token Delivery Response message SHALL be followed: 
•        BCRO SHALL NOT be signed, but MAC SHALL be used 
" 
changed to: 
"Following constrains on Token Delivery Response message SHALL be followed: 
•        Token Delivery Response message SHALL NOT be signed, but MAC SHALL be used 
"
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST and DLDRM groups are asked to agree the text below into the relevant section in BCAST Adaptation for DVB document.
6 Detailed Change Proposal

7.4.2.1 DRM Profile

STKMs and LTKMs MAY be shared between DRM Profile and DVB-IPDC 18Crypt devices. 
Following constrains on STKM SHALL be followed: 
· protection_after_reception SHALL be 0  (i.e content_protection) 

· the most significant bit of the traffic_key_lifetime SHALL be 0  (i.e the lifetime SHALL NOT exceed 128 seconds) 

· next_master_key_index_flag, if present, SHALL be 0 (i.e. next_master_key_index field not present) 

· next_master_salt_flag, if present, SHALL be 0 (i.e. next_master_salt field not present) 

· master_salt_flag, if present, SHALL be 0 (i.e. master_salt field not present, and a NULL value SHALL be assumed) 

· traffic_protection_protocol SHALL NOT be TKM_ALGO_DCF (i.e. DCF encryption protocol SHALL NOT be used) 

· if traffic_protection_protocol is TKM_ALGO_ISMACRYP, then traffic_authentication_flag SHALL be 0 (i.e. traffic authentication SHALL NOT be used for ISMACryp) 

· STKM SHALL be delivered over Broadcast Channel only.
Following constrains on LTKM SHALL be followed: 

· BCRO SHALL NOT be signed, but MAC SHALL be used 
· when broadcasting BCROs, other addressing modes than the following SHALL NOT be used: 
· Whole Fixed Subscriber Group Addressing (mode 0x0), 
· Subset of Fixed Subscriber Group Addressing (mode 0x1), 
· Unique Device Addressing (mode 0x2, 0x3), 
· Domain Addressing (mode 0x4) 
· BCRO, when used, SHALL be delivered over Broadcast Channel only. 
· RO, when used, SHALL be delivered over Interactive Channel only.
Following constrains on Token Delivery Response message SHALL be followed: 
· Token Delivery Response message SHALL NOT be signed, but MAC SHALL be used
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