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Meeting Agenda for SPCP Part
	Group Name:
	OMA BAC BCAST and OMA SEC
	 FORMCHECKBOX 
 OMA Confidential

	Format:
	 Face-to-Face Meeting

	Date:
	14 DEC 2006 ( 08:30 – 09:30 )

	Chair:
	ICONRR Editor for SPCP TS (Hosame Abu-Amara, Motorola, Hosame.Abu-Amara@motorola.com)

	Secretary:
	TBD


1 Meeting Arrangements

The meeting is held as part of the joint BCAST-SEC meeting on 14 Dec 2006 in Washington, DC, at 8:30-09:30.
2 Agenda Topics

Review OMA BAC BCAST responses to comments from OMA SEC on document OMA-TS-BCAST_SvcCntprotection-V1_0-20060315-D.  The comments from SEC are contained in document OMA-BCAST-2006-0503--BCAST-ReviewReport.  Responses from OMA BAC BCAST are shown below.
OMA BAC BCAST requests that OMA SEC agree the responses so that OMA BAC BCAST can proceed with completion of resolutions of CONRR comments for the OMA BCAST 1.0 enabler.

	ID
	Open Date
	Edit
	Section
	Description
	Status

	A002
	2006.03.24
	
	6.3.1 
	Source: <Name or email>

Form: <INP doc, mtg, confcall

In the STKM definition, and in the section related to specific SRTP parameters, the "master salt" parameter is missing for the smartcard profile as it is mandated in the 3GPP specification. Indeed SRTP key derivation algorithm needs 2 input parameters: the master key (mapped onto the TEk introduced by BCAST) and the master salt. This has to be clarified in the specification.

Furthermore the possibility to share  broadcasted data among operators implementing DRM profile and smartcard profile has to be ensured. Regarding 3GPP 33.246 MBMS specification section 6.5.4 the use of the master salt is mandated. So to be able to share media streams between DRM and smartcard – MBMS profiles, then a master salt field has to be defined, to be coherent with the STRP related constraints for the MBMS-smartcard profile.
	Status: Tentatively Closed – No Action Needed

The use of “master salt” is clarified by Tentatively Agreed OMA-BCAST-2006-0671R02
Sharing of broadcast streams is clarified by Tentatively Agreed OMA-BCAST-2006-0609R02



	A003
	2006.03.24
	
	6.4.2

"Key management" section
	Source: <Name or email>

Form: <INP doc, mtg, confcall

The use of the master salt for the SRTP key derivation algorithm is considered as optional. Considering key derivation security and diversity the master salt shall be used.

Then the sentence

"The Master Salt MAY be used."

Should be modified into:

"The Master Salt SHALL be used For the smartcard profile.." 
	Status: Tentatively Closed – No Action Needed

The use of “master salt” is clarified by Tentatively Agreed OMA-BCAST-2006-0671R02


	A004
	2006.03.24
	
	6.2.1 "Authentication algorithm" section
	Source: <Name or email>

Form: <INP doc, mtg, confcall

The following paragraph could not be understood clearly:  "Note there must be a secure way of notifying [..] for negotiating IPSec security parameters e.g. IKE."
	Status: Tentatively Closed
OMA-BCAST-2006-0668R02
is Tentatively Agreed.

	A005
	2006.03.24
	
	6.4.2 figures 10 and 11
	Source: <Name or email>
Form: <INP doc, mtg, confcall

The role of the block "Service Key distribution" is not clear. Indeed the LTKM is responsible for delivering the service keys, so why is there an additional block? Service Keys SHOULD remain in the LTKM and the block "service key distribution" removed if no precise role for it is identified.
	Status: Tentatively Closed
OMA-BCAST-2006-0634R02
is Tentatively Agreed.


	A006
	2006.03.24
	
	
	Source: <Name or email>
Form: <INP doc, mtg, confcall
The following sentence:

"HTTPS can be used to secure the interface between the BSD/A and the BSM."

Should be modified into:

"HTTPS SHALL be used to secure the interface between the BSD/A and the BSM."
	Status: Tentatively Closed – Modification is agreed


NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 2)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-MeetingAgenda-20060101-I]

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 2)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-MeetingAgenda-20060101-I]

