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1 Reason for Change

Currently the BaseCID is only present in the Service fragment. The BaseCID is used within BCAST to identify the corresponding asset within an OMA DRM 2.0 Rights Object of content items. Apart from the service fragment, a content fragment can also represent a purchasable content item. Content fragment can be associated with a purchase item and a Rights Objects can be associated with those purchasable content items. Furthermore, a content fragment can be associated with multiple service fragments. Therefore, the BaseCID of the content items are not always uniquely identified by the BaseCID of the related service fragment. Therefore, we propose to include the BaseCID in the content fragment as well
Furthermore, the BaseCID forms the unique link between the STKM and the Rights object, i.e. between layer 2 and layer 3 of the 4 layer key model. It is therefore not always very practical from a terminal implementation point of view to get this necessary link from ‘high level’ ESG information fragments such as the services and content fragment. In order for the 4 layer key model of the DRM profile not to be always dependent on the ESG datamodel we propose to include the BaseCID in the SDP as well. 

.
2 Impact on Backward Compatibility

n/a.
3 Impact on Other Specifications

None known.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the proposed changes as part of consistency review resolution.
6 Detailed Change Proposal

Change 1: to OMA-TS-BCAST_ServiceGuide-interim-draft-V1_0_0-20061129-D
5.1.2.1 Content 

Content fragment describes a content or programme that is a part of a service that the content refers to. A   Content fragment can be composed of several (audiovisual) media streams originating from several sources which together form a logical entity. An example is a single TV show broadcasted in several audio languages. A Content fragment contains the metadata to describe a content or programme, represented by the attributes and elements in the following table. In the case
 of ParentalRating, TargetUserProfile, Genre, and BroadcastArea, should one or more of these elements exist in both the Content fragment and its associated Service fragment, the values of those elements in the Content fragment take precedence over its counterparts in Service fragment.
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	Content fragment

Contains the following attributes:

id
version
validFrom
validTo
type
globalContentID

Contains the following sub-elements:

ServiceIDRef
BaseCID
Name

Description

StartTime
EndTime
AudioLanguage
TextLanguage
Length

ParentalRating

TargetUserProfile

Genre

Extension

PreviewDataIDRef 
BroadcastArea
FileDescription
	

	id
	A
	NM/
TM
	1
	ID of the Content fragment, globally unique
	anyURI

	version
	A
	NM/
TM
	1
	Version of this fragment. The newer version overrides the older one starting from the time specified by the validFrom attribute, or as soon as it has been received if no validFrom attribute is given.
	unsignedInt 

	validFrom
	A
	NM/
TM
	0..1
	The first moment when this fragment is valid. If not given, the validity is assumed to have started at some time in the past.

This field expressed as the first 32bits integer part of NTP time stamps.
	unsignedInt



	validTo
	A
	NM/
TM
	0..1
	The last moment when this fragment is valid. If not given, the validity is assumed to end in undefined time in the future.

This field expressed as the first 32bits integer part of NTP time stamps.
	unsignedInt



	type
	A
	NM/
TM
	0..1
	Type of the media content, defined by MIME media types [RFC2046].

For atomic content item described by this Content fragment, the value of type is “text”, “image”, “audio”, “video” or “application”. 

For composite content item described by this Content fragment, the value of type is “multipart”.  

If FileDescription element and its Content-Type attribute are present in the Content fragment, this “type” attribute can be absent.
	string

	globalContentID
	A
	NM/
TM
	0..1
	The globally unique identifier identifying the content that this Content fragment describes.

	anyURI

	ServiceIDRef
	E1
	NM/

TM
	0..N
	Reference to the Service fragment(s) to which the Content fragment belongs.

Contains the following attribute:

weight
	anyURI

	BaseCID
	E1
	NO/
TO
	0..1
	For the DRM Profile, part of the Service or Program CID used to identify the corresponding asset within an OMA DRM 2.0 Rights Object. The Service or Program CID is obtained from the BaseCID as described in [BCAST10-ServContProt], section 5.5.3].
In case this element is present the terminal SHALL use this element to identify the corresponding asset within an OMA DRM 2.0 Rights Object, instead of the baseCID(s) of the service fragment(s) this content fragment is associated with. 
In case this content fragment contains a reference to a service fragment this element MAY be present when:
- this content fragment is referenced by a PurchaseItem fragment or when 
- a PurchaseItem fragment references a schedule fragment that references this content fragment,
to identify the corresponding asset within an OMA DRM 2.0 Rights Object, in case the network supports the DRM profile.
In case this content fragment does not contain a reference to a service fragment this element SHALL be present when:

- this content fragment is referenced by a PurchaseItem fragment or when 
- a PurchaseItem fragment references a schedule fragment that references this content fragment,

to identify the corresponding asset within an OMA DRM 2.0 Rights Object, in case the network supports the DRM profile.
The network and terminal SHALL support this element in case the DRM Profile is supported [BCAST10-ServContProt].
	AnyURI

	weight
	A
	NM/

TM
	0..1
	Intended order of display of this Content fragment relative to other Content fragments belonging to the same service as presented to the end user.  The order of display is by increasing Weight value (i.e., content with lowest Weight is displayed first).
	unsignedInt




Change2: to OMA-TS-BCAST_SvcCntProtection-Interim-Draft-20061010.doc
10. Signaling

Access to key streams is provided in SDP.
10.4 Protection Signaling in SDP

10.4.5 Description
SDP information is used to specify streaming sessions according to [RFC2327].

Additional information is required to identify parameters relative to key management: STKM streams, KMS versions, etc. These are defined below and SHALL be used to describe encrypted media streams and key streams (STKM and LTKM).  Note that, in the case of MBMS, such information can be signalled in the MBMS security description as per [3GPP TS 26.346].

The table below defines the <field values> to be used for signal protection information.  These parameters are used for the signalling of media, short-term key message (STKM) and long-term key message (LTKM) streams. Their usage for the different streams will be explained in the following sections. A media stream can be protected by one or more STKM streams. Some other optional and stream specific parameters are introduced in the relevant sections.

Table 15: Protection Signalling in SDP

	Field name
	Category
	Type
	Purpose

	kmstype
	NM/TM
	String
	Identifies the Key Management system (KMS) used

(see Table 16 for supported KMSs)

	bcastversion
	NM/TM
	Decimal x.y
	Identifies the BCAST version x.y

	serviceprovider
	NM/TM
	String
	Identifies the service provider i.e. the name of the provider using the key stream

(see Table 18 for examples)

	control:streamid
	NM/TM
	Decimal (integer)
	Unique non-zero integer identifying a particular stream. Numbers are unique within a particular SDP session i.e. no global numbering is required.

Used to indicate which media stream is protected by which STKM stream.

	BaseCID
	NO/TO
	AnyURI
	For the DRM Profile, part of the Service or Program CID used to identify the corresponding asset within an OMA DRM 2.0 Rights Object. The Service or Program CID is obtained from the BaseCID as described in section 5.5.3.
The network and terminal SHALL support this field in case the DRM Profile is supported.


where, NM=Mandatory for network to support; NO=Optional for network to support; TM=Mandatory for terminal to support; TO=Optional for terminal to support
The tables below shows the corresponding <field values> for the <field names>:

Table 16: kmstype values

	Value (String)
	Semantics

	oma-bcast-drm-pki
	OMA DRM PKI KMS using ROAP and Broadcast Extensions. These are  defined in [DRMDRM-v2.0] and [XBS DRM extensions-v1.0]

	oma-bcast-gba-mbms
	OMA SKI KMS using GBA 3GPP MBMS adaptations. These are defined in [BCAST10-MBMS-Adaptation]

	oma-bcast-gba-bcmcs
	OMA SKI KMS using GBA 3GPP2 BCMCS adaptations. These are defined in [BCAST10-BCMCS-Adaptation]

	oma-bcast-prov-bcmcs
	OMA SKI KMS using provisioned 3GPP2 BCMCS adaptations. These are defined in [BCAST10-BCMCS-Adaptation] 


Table 17: bcastversion values

	Value (Decimal x.y)
	Semantics

	1.0
	Current version in this specification is 1.0


Table 18: serviceprovider values

	Value (String)
	Semantics

	<provider name>
	<provider name> is the name of the provider selling access to the SDP stream using the specified key stream, e.g. Pay4TV, DiscountBcast, MajorMediaGroup.


Table 19: control:streamid values

	Value (Decimal)
	Semantics

	1, 2, 3, etc.
	Each stream declared in the SDP will be uniquely numbered. Only non-zero positive integers are acceptable. While it is recommended that streams are numbered in increasing order, this is NOT mandatory. Duplicate streamids SHALL be ignored, i.e. only the first one SHALL be used.


Table 20: BaseCID values

	Value (String)
	Semantics

	<BaseCID>
	<BaseCID> is part of the Service or Program CID used to identify the corresponding asset within an OMA DRM 2.0 Rights Object. Upon reception of a STKM, the terminal can assemble the service_CID/program_CID/BCI and look up the SEK or PEK (wrapped inside a LTKM) as described in 5.5.3..


10.4.6 Short-Term Key Message Streams (STKM)

This Section gives descriptions of short-term key message (STKM) streams using SDP.

5.1.2.2 Description

To support efficient STKM carriage, each STKM Stream is carried in its own UDP stream. The mime type bcast-stkm is defined to signal a STKM Stream.

The location of a STKM stream is 
ignalled within the SDP file used to describe the delivery parameters for a given service. The SDP file describing the service typically contains a media announcement entry for the Video and one for the Audio.  In addition, to signal the associated STKM streams, one or two additional stream announcements are added.

10.5 A STKM stream is ESG Signalling (Description of Service Access for Smartcard Profile using MBMS for Key Acquisition)

The ESG provided by OMA BCAST provides information regarding available services and allows a user to select desired services. For example, information regarding available services is delivered via the Service fragments, which contain the ServiceBaseCID. This parameter uniquely identifies a service. The Access fragments contain information on how to access a particular service. It contains information such as the bearer, the RightsIssuerURI and a reference to the relevant Session Description. This can point to an actual SDP file specified as a MBMS User Service Description (MBMS USD) in the 3GPP specification.

The Access fragment also clearly identifies the type of protection offered (service protection or content protection or both) and the supported key management systems, e.g. the DRM profile or the smartcard profile. In the case of the smartcard profile using GBA two possible entry points exist:

· via the MBMS USD (section 6.9.1) or 

· via the combination of RightsIssuerURI and Service Protection Description file (section 6.9.2).


ignalled in the following way:

m=data <port> UDP bcast-stkm.

The following parameters (Table 20) are defined for this mime type and are 
ignalled in the “fmtp:” line:

Table 20: Parameters of the mime type bcast-stkm

	Parameter
	Use in the “fmtp:” line
	Purpose

	streamid
	Mandatory
	See Table 15

	kmstype
	Mandatory
	See Table 15

	serviceprovider
	Optional
	See Table 15

	BaseCID
	Optional
	See table 15



5.1.2.3 SDP example for Short –Term Key Message Streams

This Section gives an example of SDP descriptions of short term key streams:

m=data 49230 UDP bcast-stkm

c= IP4 224.2.17.12/127

a=fmtp:bcast streamid=10; serviceprovider=DiscountBcast;kmstype=oma-bcast-drm-pki
10.5.5 Short-Term Key Message (STKM) Streams Binding

The signaling described below allows the terminal to clearly identify which STKM streams are relevant for each media stream. Several media streams may reference the same STKM stream, thereby sharing the same Traffic Encryption Keys, but each media stream may also reference a different STKM stream. An encrypted media stream must refer to one (in case only DRM or Smartcard profile is used) or two STKM streams (one for DRM profile and one for Smartcard profile), each providing a secure delivery of the same Traffic Encryption Keys (TEKs) by a particular profile. Furthermore, there can be more than one STKM stream for a given profiles if there are more than one service provider.

Example:

A service comprising a video stream and an audio stream, both encrypted with the same Traffic Encryption Keys, and protected by two different  KMSs will make use of 4 streams: one for the video, one for the audio, one for KMS#1 (supporting DRM profile) STKM stream and one for KMS#2 (supporting smartcard profile) STKM stream.

This way, the terminal will only listen to and process the STKM stream coming on the relevant IP connection. SDP [RFC3237] isused to describe the STKM stream(s) associated with each media stream. The following attribute is defined for mapping STKM streams to media streams in the SDP:

Table 21: Definition of stkm stream attribute

	Attribute
	Mandatory /Optional
	Type
	Purpose

	stkmstream
	NO/TM
	Stream Reference
	streamid ( id of the stkm stream) indicating which STKM stream applies to this media stream .


The attribute can be at session level, in which case it applies to all media streams, or the attribute can be at media level, in which case it only applies to the specified media and would overwrite possible session level attribute.

Each session or media stream can have multiple stkmstream attributes. Using this attribute the terminal can lookup the corresponding STKM stream announcements and figure out which one to listen to and process.  We note that this attribute is optional and hence would not be there for unencrypted media streams.

5.1.2.4 STKM Streams Binding Example

Below is an example where two STKM streams (10 and 11) are associated on session level with the media streams, however two other STKM streams (13 and 14) are associated to a second audio track. The stkmstream attribute on media level overwrites the stkmstream attribute on session level for that particular media stream. In this example, to decrypt the Spanish audio track, STKM stream 13 or 14 can be used.

v=0

o=BCAST 2890844526 2890842807 IN IP4 126.16.64.4

s=A protected Bcast stream

c=IN IP4 224.2.17.12/127

t=2873397496 2873404696

a=recvonly

a=stkmstream:10

a=stkmstream:11

m=audio 49170 RTP/AVP 0 

a=lang:en

/* English Language audio track can be decrypted using STKM streams in SDP file with streamid 10 or 11*/

m=audio 52002 RTP/AVP 0

a=lang:ES

a=stkmstream:13

a=stkmstream:14

/* Spanish Language audio track can be decrypted using STKM streams in SDP file with streamid 13 or 14 */
In the case of English language audio track, this signaling announces that to gain access to the English audio stream, the terminal may use either the STKM message with streamid=10, or the one with streamid=11. The terminals can then lookup in the same SDP file for both two STKM streams (identified by their streamid), and to identify the KMS and the operator each is associated with. Similarly Spanish language audio track can be decrypted using STKM streams with id 13 or 14 in the same SDP file. Then, on the basis of this information and depending on which KMS it is supporting, the terminal can decide which stream it needs to listen to in order to get the short-term key message (STKM) stream it requires.
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