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	Doc to Change:
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	Submission Date:
	10 December 2006

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Frank Hartung, Ericsson, Frank.Hartung@ericsson.com 

	Replaces:
	n/a


1 Reason for Change

The CR is based on the following comments:

	SC-New-0283
	2006.05.24
	N
	4.4
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

The structure of sections 4.3 and 4.4, which should be corresponding, is not aligned. Specifically, sections on “Download Using Service Protection” and “Download Using Content Protection” are missing.

Proposed Resolution:

Add new subsections “Download Using Service Protection” and “Download Using Content Protection” under 4.4. and fill them
	Status: OPEN
(AP:  Ericsson to provide CR)


2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is proposed apply the suggested changes into the affected BCAST TSs.
6 Detailed Change Proposal

Change 1:  (optional)Brief description of specific change

5.2 Overview of Operation for Download of Content
For protected download of content, both DRM profile and Smartcard profile use the presented 4-layer key hierarchy, and an encrypted container file format for the actual delivery of the protected content. The file format is for both profiles based on the DRM 2.0 file format, the DCF. Differences between the two profiles are however in the key management.

5.2.6 Download Using Service Protection
For the DRM profile, service protection of download data uses DCF, as described in this specification, as a container for ciphered file data. The DCF thus follows [DRMCF-v2.0], using minor version 0x00000003 and an OMADRMSignature box. Encryption and authentication keys are generated from the TEK of the key hierarchy. The correct TEK for decrypting and verifying the integrity of the download data is indicated by the key_id in the ContentID field in the Common Headers Box.

For the Smartcard profile, service protection of download data uses DCF, as described in this specification, as a container for ciphered file data. The DCF thus follows [DRMCF-v2.0], using minor version 0x00000003 and an OMADRMSignature box. Encryption and authentication keys are generated from the TEK of the key hierarchy. The DCF container also identifies the keys used in protecting the data. Access to the file is signalled using the protection_after_reception values defined in the STKM message. 
5.2.7 Download Using Content Protection
For the DRM profile, Content Protection for files follows OMA DRM 2.0 specification [DRMCF-v2.0]. For audio or video content either the PDCF or the DCF formats are used.

For the Smartcard profile, download using content protection uses the same mechanisms as download using service protection, however using different values for the protection_after_reception value in the STKM message. Keys can be acquired by using the RightsIssuerURL as defined above and by using standard key acquisition mechanisms for the Smartcard Profile.
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