Doc# OMA-BCAST-2006-1071-[image: image11.jpg]"sOMaQa

Open Mobile Alliance



CR_Adaptation_MBMS
Change Request

Doc# OMA-BCAST-2006-1071-CR_Adaptation_MBMS

Change Request



Change Request

	Title:
	MBMS adaptation restructuring
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BAC-BCAST, BAC-DLDRM

	Doc to Change:
	MBMS adaptation

	Submission Date:
	12 December 2006

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Friedhelm Rodermund, Vodafone, friedhelm.rodermund@vodafone.com


	Replaces:
	n/a


1 Reason for Change

The notion of adaptation needs to be clarified to separate two types of adaptation:
1 BCAST enabler over BDS transport network

2 Adapting to underlying BDS functionality

This CR restructures the MBMS adaptation spec accordingly.
This version of the CR has the comment resolutions incorporated as indicated in document 

OMA-BCAST-2006-0881R05-INP_MBMS_adaptation_comments.

(This CR is an update of 779 – renumbered because of change of ownership.)

2 Impact on Backward Compatibility

n/a.
3 Impact on Other Specifications

None known.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the proposed changes as part of consistency review resolution.
6 Detailed Change Proposal

1. Scope

This document specifies how the BCAST 1.0 enabler is implemented over a specific BDS(Broadcast Distribution System). 
The BCAST 1.0 Enabler supports the global interoperability among different Broadcast Distribution Systems, and can also be adapted according to the characteristics of Broadcast Distribution Systems for BCAST 1.0 enabler implementation over a certain BDS.  In this document, two types of adaptation are presented.
The BCAST 1.0 Enabler includes 9 functions and all 9 functions can be implemented over the specific BDS with minimal adaptation. This is referred to as "generic adaptation", which can be applied for any kind of BDS.

The underlying BDS may already have a method for a function defined in the BCAST 1.0 Enabler. This specification defines the cases where this method selected in the underlying BDS is utilised for the BCAST function also. In this case BCAST functionality is adapted, as described in this document. This is referred to as "BDS specific adaptation".

This is further explained in Section 4 Introduction.

2. Introduction
(Informative)


This document specifies how the OMA Mobile Broadcast Services (BCAST) Enabler can be used to achieve two types of adaptation:

1. BCAST Enabler operating over an underlying MBMS transport network

In this situation the adaptation specification explains how the BCAST Enabler has access to the IP transport layer so that BCAST services can be provided transparently from server to terminal. This means the BCAST terminal and server conform to the main BCAST technical specifications. Furthermore, this allows a common, harmonised behaviour across multiple Broadcast Distribution Systems (BDSes) over which BCAST services are deployed. 

However, in most cases this means corresponding MBMS functionality is not re-used and in most cases broadcast services can not be shared with a native MBMS server / terminal. For example, file delivery mechanisms may be different or service and content protection mechanisms may be different. In practice this means file delivery sessions and streaming sessions are most likely to be simulcasted in order to cater for BCAST Terminals and native BDS terminals.

2. BDS specific adaptation to MBMS functionality
In this situation the adaptation specification provides adaptation of various BCAST functionalities taking in consideration the specific technical aspects of the underlying Broadcast Distribution System (BDS). This means that BCAST server and terminal re-use underlying functionality so that broadcast services can be shared between BCAST terminals and native MBMS terminals. Hence BCAST and MBMS servers can provide services to both types of terminals.

For example, file delivery mechanisms and protection mechanisms would be those defined by MBMS specifications. In practice this means file delivery sessions and streaming sessions  would cater for both BCAST terminals and MBMS terminals, without the need for simulcasting (unlike 1 above).

A consequence of adaptation to the underlying BDS functionality is that the BCAST behaviour is profiled to each BDS, making it difficult or impossible to share BCAST services across multiple BDSes.

This document specifies how both types of behaviour can be achieved. Hence BCAST Servers and BCAST Terminals will be able to handle the two types of adaptation, providing maximum deployment flexibility for the Service Provider. This allows BCAST terminal to work automatically in both situations, as signalling is provided to indicate to the terminal the type of adaptation provided. As not all underlying BDS functionality is re-used, BCAST services may use both types of adaptation, i.e. re-using underlying BDS functionality for certain functions whilst using BCAST-specific functionality for other functions. 

Chapter 5 provides an informative overview of MBMS.

Chapter 6 provides specifications for allowing the use of the BCAST enabler over an MBMS transport network. 

Chapter 7 provides specifications for adaptation to MBMS functionality.

Chapter 8 provides an informative walkthrough explaining how BCAST services are distributed over MBMS.
Overview of MBMS
(Informative)
MBMS (Multimedia Broadcast / Multicast Service) has been developed by 3GPP as mobile broadcast technology. It is a mechanism for delivering the same content to several users more efficiently over existing cellular networks than using dedicated channel and will be available to both the 2.5G (GSM / EDGE) radio access network and the 3G radio access network. MBMS follows a toolbox approach, where different applications can be delivered over a combination of different delivery methods (namely download and streaming) and bearers (point-to-point bearers and MBMS bearers, providing multicast/broadcast transmission down to radio layer), as shown in Fig. 1.
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Figure 1: Functional Layers for MBMS User Service
MBMS defines two transmission modes – point-to-multipoint (PTM) for broadcast transmissions, and point-to-point (PTP) for transmissions to a single terminal. PTP mode uses dedicated channels, and is intended primarily to be used to repair transmissions after broadcast for terminals who have received some blocks in error, though it can be used if the network believes that it will be more efficient than PTM mode. PTP and PTM/MBMS bearers (shown at the bottom in Fig. 1) provide the mechanism by which IP data is transported. MBMS bearers as defined in 3GPP TS 23.246 [4] and 3GPP TS 22.146 [3] are used to transport multicast and broadcast traffic in an efficient one-to-many manner and are the foundation of MBMS-based services. MBMS bearers may be used jointly with unicast PDP contexts in offering complete service capabilities. An MBMS bearer (identified by IP multicast address and APN) might be used in providing data to more than one MBMS download or streaming session (3GPP TS 22.246 [3], section 5).
When delivering MBMS content to a receiving application one or more delivery methods are used. The delivery layer provides functionality such as security and key distribution, reliability control by means of forward-error-correction techniques and associated delivery procedures such as file-repair, and delivery verification. Two delivery methods are defined, namely download and streaming. Delivery methods may be added beyond release 6. Delivery methods may use MBMS bearers and may make use of point-to-point bearers through a set of MBMS associated procedures.

In addition to the MBMS bearer there are also service layer functions specified for MBMS. This includes the definition of MBMS user services, media codecs, formats and transport/application protocols using MBMS. The MBMS User service enables applications. Different applications impose different requirements when delivering content to MBMS subscribers and may use different MBMS delivery methods. As an example a messaging application such as MMS would use the download delivery method while a streaming application such as PSS would use the streaming delivery method. An MBMS user service is an entity that is used in presenting a complete service offering to the end-user and allowing him to activate or deactivate the service. It is typically associated with short descriptive material presented to the end-user, which would potentially be used by the user to decide whether and when to activate the offered service.

A single service entity can contain multiple distinct multimedia objects or streams, which may need to be provided over various MBMS download or MBMS streaming sessions. A download session or a streaming session is associated with its MBMS bearers and a set of delivery method parameters specifying how content is to be received on the mobile side. A set of one or more MBMS bearers can be used for delivering data as part of an MBMS download or streaming session. As an example, the audio and visual part of video stream can be carried on separate MBMS bearers. However, it is recommendated to transfer MBMS download and/or streaming sessions, which belong to the same MBMS user service on the same MBMS bearer service.
Figure 3 depicts the MBMS network architecture showing MBMS related entities involved in providing MBMS user services.
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Figure 3: MBMS network architecture model

MBMS User Service architecture is based on an MBMS receiver on the UE (i.e., terminal) side and a BM-SC on the network side. Details about the BM-SC functional entities are given in Fig. 4.
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Figure 4: BM-SC sub-functional structure

The Session and Transmission function is further subdivided into the MBMS Delivery functions and the Associated Delivery functions. The BM-SC and UE may exchange service and content related information either over point-to-point bearers or MBMS bearers whichever is suitable. To that end the following MBMS procedures are provided:
· User Service Discovery / Announcement providing service description material to be presented to the end-user as well as application parameters used in providing service content to the end-user.

· MBMS-based delivery of data/content from the BM-SC to the UE over IP multicast.

-
The data/content is optionally confidentiality and/or integrity protected

-
The data/content is optionally protected by a forward error correction code

· Key Request and Registration procedure for receiving keys and key updates.

· Key distribution procedures whereby the BM-SC distributes key material required to access service data and delivered content.

· Associated Delivery functions are invoked by the UE in relation to the MBMS data transmission. The following associated delivery functions are available:

-
File repair for download delivery method used to complement missing data.

-
Delivery verification and reception statistics collection procedures.

The interfaces between internal BM-SC functions are outside the scope of 3GPP.

The Content Provider/Multicast Broadcast Source (see Fig. 3) may provide discrete and continuous media, as well as service descriptions and control data, to the BM-SC to offer services via MBMS broadcast- and multicast bearer services at a time. An MBMS User Service may use one or several MBMS delivery methods simultaneously. The Content Provider/Multicast Broadcast Source may also be a 3rd Party Content Provider/Multicast Broadcast Source.
The Content Provider/Multicast Broadcast Source function may reside within the operator's network or may be provided from outside the operator's network. The Content Provider/Multicast Broadcast Source can also configure the Session and Transmission functions (e.g. delivery or associated delivery). The interface between the Content Provider/Multicast Broadcast Source and the BM-SC is outside the scope of 3GPP.
The following specification describes the MBMS service requirements:

	3GPP TS 22.146
	Multimedia Broadcast/Multicast Service; Stage 1


The following specification describes the MBMS architecture:

	3GPP TS 23.246
	Multimedia Broadcast Multicast Service; Architecture and Functional Description


The following specifications describe the MBMS bearer:

	3GPP TR 25.992
	MBMS: UTRAN/GERAN Requirements

	3GPP TS 23.236
	Intra-domain connection of Radio Access Network (RAN) nodes to multiple Core Network (CN) nodes

	3GPP TR 25.346
	Introduction of MBMS in the RAN; Stage 2

	3GPP TR 25.803
	S-CCPCH performance for MBMS

	3GPP TS 29.061
	Interworking between the Public Land Mobile Network (PLMN) supporting packet based services and Packet Data Networks (PDN)

	3GPP TS 43.246
	Multimedia Broadcast Multicast Service (MBMS) in the GERAN; Stage 2


The following specifications describe service layer aspects of MBMS:

	3GPP TS 22.246
	MBMS User Services; Stage 1

	3GPP TS 26.346
	MBMS; Protocols and Codecs

	3GPP TR 26.946
	MBMS user service guidelines

	3GPP TS 32.273
	MBMS Charging

	3GPP TS 33.246
	3G Security; Security of MBMS

	3GPP TS 43.246
	Multimedia Broadcast Multicast Service (MBMS) in the GERAN; Stage 2



3. Generic Adaptation over MBMS’ IP transmission network
4. 
This Section describes how BCAST specifications (namely  [BCAST10-Services], [BCAST10-SG], [BCAST10-ServContProt], [BCAST10-Distribution] and [DRM20-XBS]) are used over an MBMS network. The provisions in this Section thus complement the ones in the generic specifications so that BCAST services can be distributed over a MBMS IP transmission transport network, without re-using the MBMS functionality and hence without the ability for sharing services with native MBMS terminals (unlike the adaptation specified in Section 7 below).

The sentence "as defined by [BCAST10-…]" is a shorthand notation that indicates both BCAST server and terminal SHALL respect the relevant BCAST specification (listed above).

BCAST Terminal and Server SHALL implement functionalities as described in this Chapter.

All normative statements in this specification are only applicable in the case OMA BCAST services are distributed over 3GPP MBMS.
4.1 Access to the IP layer

4.2 TBD
4.3 MBMS adaptation related to OMA-TS-BCAST_Services

4.3.1 Interaction


Note that MBMS itself does not include provisions for unicast downlink signalling or for any uplink, and therefore lacks the support for an interaction channel.  For purposes of MBMS adaptation, the “MBMS interaction channel” should be understood as a dedicated signalling connection established by the BSDA.  The MBMS interaction channel may be realized using various access-independent transport protocols (e.g. HTTP, TCP, UDP, IP) and/or access-dependent teleservices (e.g. telephony, SMS, MMS).
4.3.2 
 Service Provisioning
As defined by [BCAST10-Services].
4.3.3 Terminal Provisioning

As defined by [BCAST10-Services].
4.4 MBMS adaptation related to OMA-TS-BCAST_ServiceGuide

4.4.1 Service Guide Delivery over Broadcast Channel

As defined by [BCAST10-SG].

4.4.2 Service Guide Encoding

As defined by [BCAST10-SG].

4.4.3 Session Description

As defined by [BCAST10-SG].


4.4.4 Void


· 
· 
· 
4.4.5 Service Guide Data Model

As defined by [BCAST10-SG].
4.4.5.1 Cell_ID and Cell_Group_ID in MBMS
4.4.5.2 See section 7.3.5.1.
4.4.6 Service Guide Discovery

TBD
4.4.6.1 Bootstrap descriptors

TBD
4.4.6.1.1 SGProviderDescriptor

TBD
4.4.6.1.2 SGAccessDescriptor

TBD
4.5 MBMS adaptation related to OMA-TS-BCAST_SvcCntProtection and OMA-TS-DRM_XBS

The provisions in the two specifications [BCAST10-ServContProt] and [DRM20-Broadcast-Extensions] SHALL apply..


4.5.1 

4.5.2 

4.5.2.1 

4.5.2.2 

4.5.2.3 

4.5.3 

4.6 MBMS adaptation related to OMA-TS-BCAST_Distribution

4.6.1 File Distribution

As defined by [BCAST10-Distribution].

4.6.2 Associated Delivery Procedures 

As defined by [BCAST10-Distribution].

4.6.3 Stream Distribution

As defined by [BCAST10-Distribution].

4.6.4 Media codecs 

While BCAST Enabler does not define support of any media codecs, BCAST Terminals SHALL follow support of media codecs as defined in 3GPP MBMS specifications. See Section .7.5.4.
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5. BCAST enabler adapting to MBMS functionality
This Section describes restrictions and extensions of the generic BCAST specifications (namely OMA-TS-BCAST_Services, OMA-TS-BCAST_ServiceGuide, OMA-TS-BCAST_SvcCntProtection, OMA-TS-BCAST-Distribution). The provisions in this Section thus “override” the ones in the generic specifications in the case BCAST-enabled services are distributed over MBMS, and for which MBMS functionality are re-used to enable sharing services with native MBMS terminals.

All normative statements in this specification are only applicable in the case OMA BCAST services are distributed over 3GPP MBMS, irrespective of the radio technology/radio bearers that the MBMS system deploys.

BCAST Terminal and Server SHALL implement functionalities as described in this Chapter.
5.1 Access to the IP layer

See Section 6.1.
5.2 MBMS adaptation related to OMA-TS-BCAST_Services

5.2.1 Interaction

As defined by [BCAST10-Services].
The Terminal SHOULD support SMS for service interaction.

Note that MBMS itself does not include provisions for unicast downlink signalling or for any uplink, and therefore lacks the support for an interaction channel.  For purposes of MBMS adaptation, the “MBMS interaction channel” should be understood as a dedicated signalling connection established by the BSDA.  The MBMS interaction channel may be realized using various access-independent transport protocols (e.g. HTTP, TCP, UDP, IP) and/or access-dependent teleservices (e.g. telephony, SMS, MMS).
5.2.2 Service Provisioning

No underlying 3GPP MBMS functionality is re-used, only that provided by the BCAST Enabler. See Section 6.2.2.

5.2.3 Terminal Provisioning

No underlying 3GPP MBMS functionality is re-used, only that provided by the BCAST Enabler. See Section 6.2.3.
5.3 MBMS adaptation related to OMA-TS-BCAST_ServiceGuide

5.3.1 Service Guide Delivery over Broadcast Channel

As defined by [BCAST10-SG].
If the Service guide is delivered over the broadcast channel, it SHALL be delivered using an MBMS download session and using FLUTE as the transport protocol.

5.3.2 Service Guide Encoding
As defined by [BCAST10-SG].
The Service Guide Delivery Unit carrying a set of fragments for Service Guide SHOULD be compressed for the delivery using the GZIP algorithm.

5.3.3 Session Description

The Session Description SHALL be provided using an MBMS user service description (MBMS-USD) as specified in [26.346] section 5.2.
Note: The min-buffer-time attribute is not supported in MBMS, thus is not recommended to use it for signaling Initial buffering time when used over MBMS.
5.3.4 Restrictions on use of elements and attributes

· The following statements relate to the Service Guide Delivery Descriptor:
· If the SG is retrieved over the interaction channel, there SHALL be only one DescriptorEntry in the SGDD
· If the SG is retrieved over the interaction channel, AlternativeAccessURL SHALL be present in the SGDD
· If the SG is retrieved over the interaction channel, there SHALL be only one ServiceGuideDeliveryUnit in the SGDD
5.3.5 Service Guide Data Model

See Section 6.3.5..
5.3.5.1 CellTargetArea in MBMS

Underlying MBMS functionality is re-used, as explained below.

OMA BCAST Service Guide allows describing the target area for Service and Content in terms of BDS-specific cell identification. In the case of MBMS, ,
· the value of  “CellTargetArea” element of “TargetArea” element is expressed as defned in [BCAST10-SG], but can only assume the following values for “type”: 1 (3GPP Cell Global Identifier), 2 (3GPP Routing Area Identifier), 3 (3GPP Location Area Identifier), 4 (3GPP Service Area Identifier), 5 (3GPP MBMS Service Area Identity).
· 
5.3.6 Service Guide Discovery

TBD
5.3.6.1 Bootstrap descriptors
5.3.6.2 TBD
5.3.6.2.1 SGProviderDescriptor
5.3.6.2.2 TBD
5.3.6.2.3 SGAccessDescriptor

TBD
5.4 MBMS adaptation related to OMA-TS-BCAST_SvcCntProtection and OMA-TS-DRM_XBS



As defined by Section 9 Encryption Protocols of [BCAST10-ServContProt] with the constraints indicated below in Section 7.4.1.1.
5.4.1 Content Encryption

Underlying MBMS functionality is re-used, as explained below.

SRTP is the common content encryption method included in  [3GPP TS 33.246] and [BCAST10-ServContProt].
If IPsec or ISMACryp are used, BCAST specifications apply i.e. without constraints.
5.4.1.1 Constraints on content encryption

This section sets specific restrictions on the use of SRTP relative to what is described in [BCAST10-ServContProt] so that compliance to [3GPP TS 33.246]is achieved, i.e., so that a common encryption layer is achieved, allowing both BCAST Terminals and MBMS Terminals to access the same encrypted stream.

SRTP

A 128 bit Master Key SHALL be used, as per BCAST and MBMS specifications.

A 112 bit Master Salt SHALL be used. 

MKI length SHALL be 6 bytes to provide compatibility with DRM Profile, Smartcard Profile and MBMS.. 
The Table below summarises constraints required for SRTP to allow BCAST and MBMS Terminals to share access to a common encrypted data stream.

Table 1 Encryption parameters for shared BCAST / MBMS SRTP encrypted content stream
	Parameter
	DRM Profile STKM Key ID
	Smartcard Profile 3GPP MBMS MIKEY

	TEK ID for SRTP
	MKI (6 bytes)
	MKI = MSK ID || MTK ID 6 bytes

	MK for SRTP
	128 bits
	128 bits

	MS for SRTP
	112 bits
	112 bits


Sharing SRTP protected streams with MBMS terminals
This subsection describes how a number of Operators can share the same SRTP protected stream(s) while maintaining compatibility with the 3GPP MBMS specifications. This solution allows MBMS only terminals to share the same protected media stream as BCAST terminals
. The use of SRTP is mandatory with respect to 3GPP MBMS [TS 3GPP 33.246].

The Master Key Identifier (MKI) value introduced by SRTP protocol cf. [RFC 3711] enables the retrieval of the correct MTK in order to decrypt the protected media stream. The MKI SHALL be used as defined in [RFC 3711]

The value of MKI SHALL be unique to enable access to the corresponding shared protected stream among different operators. 

The MKI is formatted as follows where MSK is the MBMS Service Key and MTK is the MBMS traffic key:

MKI = (MSK ID || MTK ID)
MSK ID and MTK ID are carried by the MIKEY short term key message extension payload, where:

· MSK identifier consists in the Key domain ID and the MSK ID. 

· Key domain ID = MCC || MNC

· MSK ID: is split into 2 sub parameters: the key group part and the key number part. 

· Key group part: enables to group keys within a group, so that redundant MSKs are deleted. The key group part enables the terminal to know which MSK has to be updated upon reception of a new MSK.

· Key number part: to distinguish MSKs that have the same key domain ID and Key group part.

· MTK ID: used to distinguish MTKs that have the same MSK ID and Key domain ID. This parameter is increased for each MTK update. The MTK ID is reset every time the MSK is updated.

Considering several operators sharing the same SRTP protected stream distributed by a single service provider (BSD/A), the MKI value MUST be shared.

Following the MKI definition in [TS 3GPP 33.246], requiring the MKI to be shared between Operators has an impact on the management of MSK and MTK ID values used by the 3GPP MBMS variant of the Smartcard Profile. There is also a resulting impact on the update periods of the MSK and MTK IDs and key material. The following rules apply to the MKI parameters definition:

· MSK ID 

· Key group part:  

If the UE receives a MSK with the same key domain ID and the same key group part, then the actual MSK SHALL be discarded and replaced by the new MSK. 

The MSK key group part value MUST be configured to be the same by the participating operators. Then the terminal will be able to distinguish the MSKs of the different protected streams based on the key group part of the MSK ID parameter.

Sharing a single key group part value between operators does not enable to share several protected streams as the MSKs updates may overlap. It is necessary to use a dedicated key group value for each protected stream.

· Key number part:

The key number part MUST also be synchronised among operators.

· MTK ID is synchronised implicitly as it increments for each MTK update.

Operators must use the same traffic key material. A shared protected media stream is encrypted using a single set of traffic keys. All operators wishing to share the same encrypted media stream must provide the used traffic key material and traffic key IDs to their users via the STKM. The service provider (BSD/A), in charge of broadcasting the encrypted media stream, SHALL generate TEK key material and identifier.
As the MKI value for a shared protected media stream has to be both unique and shared, Operators must synchronise the MSK and MTK IDs, implying a synchronisation regarding the frequency of the update of MSKs and MTKs
.

In summary: 

· Operators must use the same MKI for the shared SRTP stream as it is used to identify the traffic key (MTK) that is used to decrypt the broadcasted protected media content

· The MKI must be constructed as follows: MKI = (MSK ID || MTK ID)

· Operators must share the same traffic key material (MTK)

· Operators don't have to share the same service key material (MSK)

· Operators must synchronise the update of MSK key material, and MTK key material. Indeed the update of the MSK key material implies a reset of the MTK ID, cf. section 6.3.3.1 [TS 3GPP 33.246].

However, it should be noted that Operators implementing the 3GPP MBMS variant of the Smartcard Profile can define their own key validity period as the key validity period of a given MSK can be updated without updating the MSK key material, cf. section 6.5.3 [TS 3GPP 33.246]. 

The following can then be considered:

1. A subscriber  from Operator A has access to media streams 1, 2 and 3, using MSK_Id=MSK_ID, key material =  MSK1,and has a key validity period = 1 week. MSK1 is transmitted by Operator A.

2. A subscriber from Operator B has access to media streams 1, 2 and 4, using MSK_Id=MSK_ID, key material =  MSK2 and has a key validity period = 1 month. MSK2 is transmitted by Operator B.

The value of the MSK_ID is shared, but key material is different and can be mapped to customized key validity period according to the definition of the service offering for a given operator. 

It is possible to adapt the key validity period of an MSK depending on the properties of the service/program of the Operator's offering, without implying necessarily an update of the MSK key material. The delivery of a new MSK key material implies necessarily a new value for the MSK ID.

Media streams 1 and 2 are shared between Operators A and B, media streams 3 and 4 are not shared. The Operators can define their own service offering, composed with shared media streams and non shared media streams, as the key material is not shared among operators.

Operators A and B have to update the MSK key material, which can be different for each Operator, at the same time and must use the same identifier (MSK_ID) for the new MSKs. Different key validity periods for the MSKs can be configured, and updated at any time and by each Operator independently..

With the above solution, different use cases are possible, depending on the number of service providers (BSD/A) and on the key management systems implemented by the Operators.

A single SRTP protected media stream shared by three operators using the MBMS variant of the Smartcard Profile

The first use case deals with sharing a single protected SRTP stream between three operators implementing the MBMS variant of the Smartcard Profile for key management. Figure 14 outlines this use case.
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Figure 1 : Sharing a single SRTP protected media stream between three operators implementing the 3GPP MBMS variant of the Smartcard Profile for key management

Figure 1 illustrates how a single broadcast content distributed by the Service Provider (BSD/A) is shared between Operators A, B and C, all of whom implement the Smartcard Profile.

Operators A, B and C generate their own MSK key material, MSK_A, MSK_B and MSK_C respectively, which are all different. The frequency of the update of MSK_A, MSK_B and MSK_C is synchronised amongst Operators. The identifiers of MSKs are synchronised between the operators so that the same MSK_ID (WXYZ) and MTK ID (123) are used. The common MTK is broadcast on the broadcast bearer.

The service provider (BSD/A) can then broadcast the content encrypted with this common MTK. Upon reception the terminal retrieves the MTK based on the MKI, generated from the MSK ID and the MTK ID:

 MKI = WXYZ||123. 

Each terminal can use the MKI value to retrieve the MTK required to decrypt the shared protected media stream.

Two SRTP protected media streams, provided by two different service providers (BSD/A) and shared by three operators using the MBMS variant of the Smartcard Profile

The second use case illustrates how two SRTP protected media streams, provided by different service providers (BSD/A), can be shared between three Operators implementing the MBMS variant of the Smartcard Profile. Figure 2 outlines this use case.
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Figure 2 : Sharing two SRTP protected media streams between three operators implementing the MBMS variant of the Smartcard Profile for key management
Figure 2 illustrates how two SRTP protected streams provided by service provider 1 (BSD/A1) and service provider 2 (BSD/A2) can be shared between three operators: A and B for content broadcast by service provider 1 and A,B and C for content broadcast by service provider 2. Operators A, B and C all implement the MBMS variant of the Smartcard profile for key management.

Operators A, B and C generate their own MSKs; MSK_A1/MSK_A2, MSK_B1/MSK_B2 and MSK_C2 respectively for the protected content of content provider 1 and 2.  The key materials for MSK_A1/MSK_A2, MSK_B1/MSK_B2 and MSK_C2 are all different.

The MSK IDs have been coordinated between operators so that the same MSK_ID = "WXYZ" for stream 1 and "STUV" for stream 2 is used. The frequency of the update of MSK_A1/MSK_A2, MSK_B1/MSK_B2 and MSK_C2 is synchronised among Operators. Furthermore, a common MTK MUST be used, e.g. set to "123 "for stream 1 and "456" for stream 2. The common MTKs (MTK1 and MTK2) are broadcast on the broadcast bearer.

The service providers (BSD/A) can then broadcast the content encrypted with the corresponding MTK: MTK1 for protected stream 1 and MTK2 for stream 2. Upon reception the terminal retrieves the MTK based on the MKI, generated from MSK ID and MTK ID: 

MKI 1 = WXYZ||123 for the stream 1

MKI 2 = STUV||456 for the stream 2

Each terminal can use the MKI value to retrieve the MTK required to decrypt the shared protected media stream.

A single SRTP protected stream shared by operators using DRM profile, MBMS smartcard profile and BCMCS smartcard profile
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Figure 3 : sharing a single SRTP protected stream between several Operators, using the Smartcard profile (MBMS and BCMCS) and the DRM Profile for key management
This third use case illustrates how a single SRTP protected stream can be shared between Operators implementing the Smartcard profile, both the MBMS and BCMCS variants, and the DRM Profile for key management. Figure 3 illustrates this use case.

For key management Operators A implements the DRM Profile, Operator B implments MBMS variant of the Smartcard Profile and C implements the BCMCS variant of the Smartcard profile. Synchronisation is necessary to allow a unique value of the key identifier to be used for the traffic key material retrieval used by the terminal.

Operators A, B and C generate their own service keys. A common traffic key is considered independently of the key management profile implemented by the operator. The MKI that allows the traffic key material to be retrieved on the terminal side SHALL be unique and common between operators. 

The value of the MKI " WXYZ || 123" has to be synchronised between:

· the Operator implementing OMA DRM key management for the key indicator parameter identifying the TEK.

· the Operator implementing the 3GPP MBMS key management for the MSK ID and the MTK ID values.

· the Operators implementing the 3GPP2 BCMCS key management for the BCMCS flow ID and the BAK ID.

The service provider (BSD/A) can then broadcast the content encrypted with a given (common) traffic key. 

Upon reception the terminal retrieves the traffic key based on the MKI set equal to WXYZ||123. Each terminal independently of the operator they have subscribed to can retrieve the MTK to decrypt the protected stream using key management specific mechanisms.

SUMMARY

When the broadcast media is protected using SRTP, the MKI value is constructed as follows:

MKI = (MSK ID || MTK ID)
where MSK ID is 4 bytes long and MTK ID is 2 bytes long. Hence the MKI length is 6 bytes.
5.4.2 Key Management

As defined by [BCAST10-ServContProt].
5.4.2.1 SDP Signaling of Key Management Information

As defined by [BCAST10-SG] and [BCAST10-ServContProt].
5.4.2.2 DRM Profile

As defined by [BCAST10-ServContProt].
5.4.2.3 OMA BCAST Smartcard Profile

As defined by [BCAST10-ServContProt].
5.4.3 File Protection

As defined by [BCAST10-ServContProt].
5.5 MBMS adaptation related to OMA-TS-BCAST_Distribution

5.5.1 File Distribution
As defined by [BCAST10-Distribution].
The BSDA SHALL use FLUTE for file distribution. 

5.5.2 Associated Delivery Procedures 

As defined by [BCAST10-Distribution].
The Terminal and the BSDA SHALL implement file repair and reception reporting mechanisms as specified in [TS Distribution].

5.5.3 Stream Distribution
As defined by [BCAST10-Distribution].
The sender SHALL send RTCP sender reports as described in [3GPP TS 26.346].

5.5.4 Media codecs 

The Terminal SHALL be able to receive, decode and render the codecs and payload types that are MANDATORY according to [3GPP TS 26.346]. 

The Terminal SHOULD be able to receive, decode and render the codecs and payload types that are RECOMMENDED according to [3GPP TS 26.346]. 

The Terminal MAY be able to receive, decode and render the codecs and payload types that are OPTIONAL according to [3GPP TS 26.346]. 












� It is noted that the MBMS terminals and BCAST terminals are likely to be receiving the media stream over different bearers in which cases their would be no bandwidth efficiency savings but there are still potentially valid use cases, e.g. an Operator chooses to broadcast protected media over MBMS or another bearer dependent location to dual mode terminals.   


� The constraint related to the synchronisation of the identifiers, and the frequency of the update of the keys is heavy, but it was the best alternative to suit 3GPP specifications as the key identifier is related to MSK and MTK IDs and as the update of the MSK key material, and then of the MSK ID implies a reset of the MTK ID.





� It is noted that the MBMS terminals and BCAST terminals are likely to be receiving the media stream over different bearers in which cases their would be no bandwidth efficiency savings but there are still potentially valid use cases, e.g. an Operator chooses to broadcast protected media over MBMS or another bearer dependent location to dual mode terminals.   


� The constraint related to the synchronisation of the identifiers, and the frequency of the update of the keys is heavy, but it was the best alternative to suit 3GPP specifications as the key identifier is related to MSK and MTK IDs and as the update of the MSK key material, and then of the MSK ID implies a reset of the MTK ID.








�Again, should we not just use BCAST here for this adaptation type?


�I believe this does not apply to BCAST over IP adaptation and should be removed
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