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1 Reason for Change

The Service Subscription/Purchase message is missing in Section 5.1.6 for the Smartcard Profile.  Although it is stated in Section 5.1.6.2 that the equivalent subscription/purchase messages for the Smartcard Profile correspond to the MBMS User Service Registration procedure as defined in 3GPP TS 33.246, the latter cannot suffice since [TS 33.246] does not include subscription/purchase functionality.   However, the general service provisioning “Service Request/Response” messages could easily be adapted for Smartcard Profile. It is currently defined as the message sent by the terminal to the BSM to request the subscription to, or purchase of, the associated purchase item.  In this CR, those messages are extended to be applicable to both DRM Profile and the Smartcard Profile.  Furthermore, given the similarity between the general Token Purchase request and response messages in Section 5.1.5.5 and the Token/LTKM messages for Smartcard Profile in Section 5.1.6.5, the former can also be extended to support both DRM Profile and Smartcard Profile.  Consequently, the separate token/LTKM messages currently specified for Smartcard Profile (Section 5.1.6.5) can be removed.
R03 contains the following changes:

· In the general Service Request message, the “SmartcardProfileSpecificPart” element which contains the SEK/PEK request has been deleted.  This message now applies solely for subscription/purchase functionality, with SEK/PEK request contained strictly in the Token/LTKM Purchase Request message.
· It adds clarification that the general Service Request message, in the case of the Smartcard Profile, functionally integrates MBMS User Service Registration procedure.
· In the Token Purchase/LTKM Request message:
· the “DRMProfileSpecificPart” element is not necessary, since the “RightsIssuerURI” can apply to either DRM Profile or Smartcard Profile.  Consequently, “RightIsserURI” is changed to become a top-level element.
· In the case of the Smartcard Profile, the cardinality of the “SEK_PEKID” sub-element of the “SmartcardProfileSpecificPart” is changed from (0..1) to (0..N), since there could be multiple SEKs or PEKs requested by the terminal, corresponding to multiple services belonging to the subscribed/purchased purchase item.
· To correct an omission in R02, the “RequestedTokenAmount” element is deleted since its semantics are already contained in the ‘TokenRequest” element.
· The cardinality of the “LTKM” attribute under the “SmartcardProfileSpecificPart” element in the Service Response has been changed from (0..1) to (0..N), since there could be multiple LTKMs sent inline in this message to the terminal, corresponding to multiple services belonging to the subscribed/purchased purchase item.
· The cardinality of the “LTKM” attribute under “SmartcardProfileSpecificPart” element in the Token Purchase/LTKM Response has been changed from (0..1) to (0..N), since there could be multiple LTKMs sent to the terminal, corresponding to multiple services belonging to the subscribed/purchased purchase item.


1. 
2. 


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree and incorporate the proposed changes to the Services spec.
6 Detailed Change Proposal

Change 1:  General Service Request/Response messages to support both DRM Profile and Smartcard Profile

5.1.5.2 Service Request Message

This message is sent by the terminal to the BSM to request the subscription to, or purchase of, the associated purchase item.  This message is applicable to both the DRM Profile and Smartcard Profile.  In the case of the Smartcard Profile, the MBMS User Service Registration procedure is functionally incorporated in this message (in conjunction with its paired Service Response), since the concatenation of “GlobalPurchaseItemID” and “idRef” of the PurchaseData contained in the Service Request message is functionally equivalent to the User Service IDs sent in the MBMS User Service Registration.  In other words, it is unnecessary to perform a separate MBMS User Service Registration procedure.
5.1.5.2.1 Service Request

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	ServiceRequest
	E
	
	
	Service Request Message to subscribe or purchcase PurchaseItem

Contains the following attributes:

   requestID

   spr-7Version

Contains the following elements:

   UserID

   DeviceID

   ServiceEncryptionProtocol
   BroadcastMode

   BSDAid

   PurchaseItem

   ServiceID

   DrmProfileSpecificPart
   SmartcardProfileSpecificPart
Note: DRMProfileSpecificPart and SmartcardProfileSpecificPart are mutually exclusive – i.e. Service Request for DRM Profile MAY only contain the DrmProfileSpecificPart and Service Request for Smartcard Profile MAY only contain the SmartcardProfileSpecificPart.
	

	requestID
	A
	O
	0..1
	Identifier for the Service request message.
	unsignedInt

	spr-7
Version
	A
	M
	1
	Version of SPR-7interface supported by the terminal. The SPR-7version number described by this specification is 1.
	string

	UserID
	E1
	M
	1..N
	The user identity known to the BSM. Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are

0 – username defined in [RFC2865] 

1 – IMSI

2 – MIN
3 –  URI
4-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM.

Contains the following attributes:

   type
	unsignedInt

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – DVB Device ID
1 – 3GPP Device ID (IMEI)[3GPP TS 23.003]

2 – 3GPP2 Device ID (MEID)[3GPP2 C.S0072]

3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	ServiceEncryptionProtocol
	E1
	O
	0..1
	Lists each service encryption protocol supported by the device, including the mandatory ones. Defined values: “ipsec”, “srtp”, and “ISMACryp”. The device is allowed to include more identifiers, however depending on the protocols supported by the network they may be ignored.

[Note] This element is only included in the message if a service is to be delivered over Interaction channel.
	string

	Broadcast
Mode
	E1
	O
	0..1
	Indicates whether or not the device supports the optional broadcast mode of operation for rights acquisition, in addition to the interactive mode of operation.
	boolean

	BSDAid
	E1
	M
	1
	Globally coordinated ID of the BSD/A. 

Note: This ID is used by BSM to retrieve service information from BSD/A.. 
	anyURI

	Purchase
Item
	E1
	M
	1..N
	Contains the list and price of items the user wants to order and the list of services the user wants to subscribe notification.

Contains the following attributes:

   purchaseItemID

Contains the following elements:

   PurchaseData

   ServiceID
	

	purchaseItemID
	A
	M
	1
	The identifer of the Purchase Item.  The Purchase Item identifier is advertised in the guidePurchaseItem fragment as GlobalPurchaseItemID and is inserted in this message in the same format.
	anyURI

	PurchaseData
	E2
	O
	0..N
	Contains the price information.

This indicates which price information among PurchaseData Fragments will be used for subscription.

Contains the following attribute

idRef

Contains the following Element:

   Price
	

	idRef
	A
	M
	1
	References the identifiers of PurchaseData Fragment advertised in Service Guide.
	anyURI

	Price
	E3
	O
	0..N
	Price information of Purchase Item known to the user from Service Guide.  If PurchaseItem in Service Guide have multiple price information by currency, this element should be specified to give BSM price information that user want to pay.  Price is expressed in fractional units (e.g. Cents).  

Contains the following attribute:

   currency
	double

	currency
	A
	O
	0..1
	Specifies the currency codes defined in ISO 4217 international currency codes. If not given, value of price is amount of Tokens.
	string

	ServiceID
	E2
	O
	0..N
	Unique ID of Service. It can be ID of Service Fragment or GlobalServiceID
Contains the following attributes:

   notification
	anyURI

	notification
	A
	M
	1
	Subscription to receive Notification Message related to the Service over Interaction Channel.  If Notification=TRUE, it means Notification over Interaction Channel is subscribed.  If Notification=FALSE, it means Notification over Interaction Channel should not be delivered. 
	boolean

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for DRM Profile, and is not applicable to the Smartcard Profile.

Contains the following attributes:

   riURL
	

	RightsIssuerURI
	A
	O
	0..1
	ID of the rights issuer associated with the BSM. 
	anyURI

	SmartcardProfileSpecificPart
	E1
	O
	1
	Service & Content Protection Smartcard Profile specific part. This part is MANDATORY to support for the Smartcard Profile, and is not applicable to the DRM Profile.
Contains the following elements:
   SEK_PEKID
	

	SEK_PEK ID
	E2
	O
	0..N
	The SEK or PEK ID(s) (7 bytes) corresponding to the content for which the SEK(s) or PEK(s) is requested.
	unsignedLong

	TEKRange
	E3
	O
	0..1
	Specifies the range of TEK IDs, if applicable, to be sent with the SEK/PEK request.  Either the (tekIDMIN, tekIDMAX) or the (timestampMIN, timestampMAX) attribute pair SHALL be present if this element is present.

Contains the following attributes:

tekIDMIN

tekIDMAX

timestampMIN

timestampMAX

Note: usage of tekIDMIN/MAX and timestampMIN/MAX SHALL be mutually exclusive.
	

	tekIDMIN
	A
	O
	0..1
	The lower bound of the range of TEK ID values for which the SEK or PEK is requested.
	unsignedByte

	tekIDMAX
	A
	O
	0..1
	The upper bound of the range of TEK ID values for which the SEK or PEK is requested.
	unsignedByte

	timestamp MIN
	A
	O
	0..1
	The lower bound of the range of timestamp values (4 bytes) for which the SEK or PEK is requested.
	hexBinary

	timestamp MAX
	A
	O
	0..1
	The upper bound of the range of timestamp values (4 bytes) for which the SEK or PEK is requested.
	hexBinary




Table 6: Structure of Service Request in General Service Provisioning Message 

5.1.5.2.2 Service Response
5.1.5.2.3 This message is sent to the terminal from the BSM in response to the request for subscription to, or purchase of, the associated purchase item.  This message is applicable to both the DRM Profile and Smartcard Profile.  The following should be noted:

· In the case of the Smartcard Profile, this message may carry SEK(s) or PEK(s) which were not sought in the corresponding Service Request message.
· In the case of the Smartcard Profile, absence of LTKM(s) being returned (i.e. absence of the “SmartcardProfileSpecifcPart” element) may signify one of the following occurrences:
· failure of the Service Request (accompanied by the appropriate status code);
· LTKM(s) will be subsequently pushed to the terminal;
· BSM-solicited pull procedure for LTKM retrieval will follow.
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	ServiceResponse
	E
	
	
	Service Response Message

Contains the following attributes:

   requestID

   globalStatusCode

Contains the following elements:

   PurchaseItem
   DrmProfileSpecificPart

   SmartcardProfileSpecificPart
Note: DRMProfileSpecificPart and SmartcardProfileSpecificPart are mutually exclusive – i.e. Service Response for DRM Profile MAY only contain the DrmProfileSpecificPart and Service Response for Smartcard Profile MAY only contain the SmartcardProfileSpecificPart.
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Service request message.
	unsignedInt

	global
Status
Code
	A
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 3.
	unsignedByte

	PurchaseItem
	E1
	M
	1..N
	Describes the results of the request message of subscribing or purchasing PurchaseItem.  If subscription or purchase is successful, RightsValidityEndTime of PurchaseItem will be present.  If not, ItemWiseStatusCode will be present to show user the reason why the request is not accepted by BSM.

Contains the following attributes:

   purchaseItemID

   itemwiseStatusCode
	

	purchaseItemID
	A
	M
	1
	The ID of the Purchase Item to which the validity end time is related. A purchase item is identified by the GlobalPurchaseItemID found in the PurchaseItem fragment.
	anyURI

	itemwiseStatusCode
	A
	O
	0..1
	Specifies an error code of each PurchaseItems using GlobalStatusCode defined in the section 5.1.4.  This attribute will be present when BSM reject the request message.
	unsignedByte

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for DRM Profile, and is not applicable to the Smartcard Profile.
Contains the following attributes:

   rightsValidityEndTime

Contains the following elements:

   Trigger


	

	rights
Validity
EndTime
	A
	O
	0..1
	The last time and date of validity of the Long-Term Key Message, after which it has to be renewed.  This attribute will be present when BSM accept the request message.

[Note] this element is validated if RO is broadcasted. Otherwise, this element is not necessary.
	dateTime

	Trigger
	E2
	O
	0..1
	ROAP RO Acquisition Trigger** specified in the section 5.1.2. The device is expected to use the trigger to initiate one or more Long-Term Key Message acquisitions. 


	ROAPTrigger

	SmartcardProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection Smartcard Profile specific part. This part is MANDATORY to support for the Smartcard Profile, and is not applicable to the DRM Profile.

Contains the following elementsattributes:

   LTKM
	

	LTKM
	E2
	O
	0..N1
	The MIKEY LTKM(s) as specified in Section 6.4 of [BCAST10-ServContProt]
	BCAST MIKEY LTKM


Table 7: Structure of Service Response in General Service Provisioning Message 

Change 2:  Token Purchase/LTKM messages to support both DRM Profile and Smartcard Profile

5.1.5.3 Token Purchase/LTKM Request Messages 

5.1.5.3.1 Token Purchase/LTKM Request

This message is sent by the terminal to the BSM to request the purchase of tokens, or credits, to enable future consumption of broadcast services/content, the quantity of which is identified by the requested token amount.  This message is applicable to both the DRM Profile and Smartcard Profile.
For the Smartcard Profile, this message is also used by the terminal to request the delivery of the LTKM(s) corresponding to any of the following situations: appropriate SEK or PEK to enable content play-back.
· Subsequent to occurrence of subscription/purchase, a request for SEK(s) or PEK(s) as result of the BCAST Terminal having realized that it has missed a key update procedure (e.g. due to being out of coverage).
· Subsequent to occurrence of subscription/purchase, a request for SEK(s) or PEK(s) as result of a BSM-solicited pull procedure. 
· Subsequent to occurrence of subscription/purchase, a request for SEK or PEK associated with a specific range of TEK values, due to unavailability of that key in the BCAST Terminal, necessary to enable play-back of recorded content.

Note that in the above scenarios for the Smartcard Profile, the MBMS MSK Request procedure is functionally incorporated in this message (in conjunction with its paired Service Response), since the “SEK_PEK ID” contained in the Service Request message is functionally equivalent to the MSK identifiers sent in the MSK Request.  In other words, it is unnecessary to perform a separate MBMS MSK Request procedure.
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	TokenLTKMRequest
	E
	
	
	Token Purchase or LTKM Request Message

Contains the following attributes:

   requestID

   spr-7Version
   RightsIssuerURI
Contains the following elements:

   UserID

   DeviceID

   BSDAid
   RightsIssuerURI
   TokenRequest
   SmartcardProfileSpecificPart   


Note: DRMProfileSpecificPart and SmartcardProfileSpecificPart are mutually exclusive – i.e. TokenLTKMRequest for DRM Profile MAY only contain the DrmProfileSpecificPart and TokenLTKMRequest for Smartcard Profile MAY only contain the SmartcardProfileSpecificPart.
	

	requestID
	A
	O
	0..1
	Identifier for the Token Purchase request message.
	unsignedInt

	spr-7
Version
	A
	M
	1
	Version of SPR-7 interface supported by the terminal. TheSSPR-7 version number described by this specification is 1
	string

	UserID
	E1
	M
	1..N
	The user identity known to the BSM.

Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are

0 – username defined in [RFC2865] 

1 – IMSI
2 – MIN
3 – URI

4-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM.

contains the following attribute:

   type
	unsignedInt

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – DVB Device ID
1 – 3GPP Device ID (IMEI) [3GPP TS 23.003]

2 – 3GPP2 Device ID (MEID) [3GPP2 C.S0072]

3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	BSDAid
	E1
	M
	1
	Globally coordinated ID of the BSD/A. 
Note: This ID is used by BSM to retrieve service information from BSD/A. 
	anyURI

	RightsIssuerURI
	E1
	O
	0..1
	The identification of the Rights Issuer or Permissions Issuer depending on the Profile.

For the DRM Profile, this element is MANDATORY.  It identifies the Rights Issuer from which the BSM can retrieve the ROAP Trigger**.

For the Smartcard Profile, this element is OPTIONAL.  It identifies the Permissions Issuer, if different from the BSM, which grants tokens for play-back requests. 
	anyURI

	Type
	A
	M
	0..1
	The type of the Rights Issuer identified by the RightsIssuerURI.  Allowed values are:

0 – DRM Profile

1 – Smartcard Profile
	boolean

	TokenRequest
	E1
	O
	0..1
	Purchase request for tokens
It contains the following attributes:

  type

  amount

  chargingType
	

	type
	A
	M
	1
	Specifies the type of tokens requested

Allowed values are:

0 – tokens for DRM Profile
1 – time tokens, service purse
2 – time tokens, user purse

3 – play tokens, service purse

4 – play tokens, user purse

5-127 reserved for future use

128-255 reserved for proprietary use
Note: time and play tokens are applicable only for Smartcard Profile.  Time tokens are deducted according to length of time of content consumption (i.e. PPT) whereas play tokens are deducted based on number of plays of content (i.e. PPV)
	unsignedByte

	amount
	A
	M
	1
	Specifies the amount of tokens requested.

For type 0, the amount corresponds to the number of tokens requested

For type 1, the amount corresponds to the number of minutes of viewing permitted for a specific service
For type 2, the amount corresponds to the number of minutes of viewing permitted for any service or combination of services accessible to the user
For type 3, the amount corresponds to the number of plays permitted for a specific service
For type 4, the amount corresponds to the number of plays permitted for any service or combination of services accessible to the user
	unsignedInt

	
	
	
	
	


	

	charging
Type
	A
	M
	1
	The type of charging (pre-paid or post-paid) the user wishes to use. The BSM will verify that the requested charging type is available for this user.  The following values are defined:

0 – unspecified

1 – prepaid 

2 – postpaid

3-127 – reserved for future use
128-255 – reserved for proprietary use
	unsignedByte (8 bits)

	
	
	
	
	


	

	
	
	
	
	
	

	SmartcardProfileSpecificPart
	E1
	O
	1
	Service & Content Protection Smartcard Profile specific part. This part is MANDATORY to support for the Smartcard Profile, and is not applicable to the DRM Profile.

Contains the following attributes:

   SEK_PEKID

   TEKRange
	

	SEK_PEK ID
	E2
	M
	0..N1
	The SEK or PEK ID (7 bytes) corresponding to the content for which the SEK or PEK is requested.
	unsignedLong

	TEKRange
	E32
	O
	0..1
	Specifies the range of TEK IDs, if applicable, associated with the SEK_PEKID.  to be sent with the SEK/PEK request.  Either the (tekIDMIN, tekIDMAX) or the (timestampMIN, timestampMAX) attribute pair SHALL be present if this element is present.

Contains the following attributes:

tekIDMIN

tekIDMAX

timestampMIN

timestampMAX
Note: usage of tekIDMIN/MAX and timestampMIN/MAX SHALL be mutually exclusive.
	

	tekIDMIN
	A
	O
	0..1
	The lower bound of the range of TEK ID values for which the SEK or PEK is requested.
	unsignedByte

	tekIDMAX
	A
	O
	0..1
	The upper bound of the range of TEK ID values for which the SEK or PEK is requested.
	unsignedByte

	timestamp MIN
	A
	O
	0..1
	The lower bound of the range of timestamp values (4 bytes) for which the SEK or PEK is requested.
	hexBinary

	timestamp MAX
	A
	O
	0..1
	The upper bound of the range of timestamp values (4 bytes) for which the SEK or PEK is requested.
	hexBinary




Table14: Structure of Token Purchase Request  in General Service Provisioning Message 

5.1.5.3.2 Token Purchase/LTKM Response
This message, sent from the BSM to the terminal, represents a successful outcome, either unconditional or conditional in nature, in response to the Token Purchase/LTKM Request.  This message is applicable to both the DRM Profile and Smartcard Profile.  In the case of the Smartcard Profile, this message corresponds to the appropriate MIKEY LTKM message delivery as per [BCAST10-ServContProt].  Also, for the Smartcard Profile, absence of LTKM(s) returned in this message (i.e. absence of the “SmartcardProfileSpecifcPart” element) may signify that the LTKM(s) will be subsequently pushed to the terminal.
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	TokenLTKMResponse
	E
	
	
	Token Purchase or LTKM Response

Contains the following attributes:

   requestID

   globalStatusCode

Contains the following elements:

   DrmProfileSpecificPart
   SmartcardProfileSpecificPart
Note: DRMProfileSpecificPart and SmartcardProfileSpecificPart are mutually exclusive – i.e. TokenLTKMResponse for DRM Profile MAY only contain the DrmProfileSpecificPart and TokenLTKMResponse for Smartcard Profile MAY only contain the SmartcardProfileSpecificPart.
	

	requestID
	A
	O
	1
	Identifier for the corresponding Token Purchase request message.
	unsignedInt

	globalStatusCode
	A
	M
	1
	The outcome of the request, according to the return codes defined in Table 1.
	unsignedByte

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for DRM Profile, and is not applicable to the Smartcard Profile.

Contains the following elements: 
Trigger
	

	Trigger
	E2
	O
	0..1
	If the token purchase succeeded, the response SHALL include a ROAP Trigger** as an additional payload which is specified in the section 5.1.2. The device is expected to use the trigger to initiate one or more token acquisitions.  The type of the trigger is yet to be decided.
If the token purchase failed because the device was unregistered, the response includes a ROAP Registration Trigger** as an additional payload. The device is expected to use the trigger to initiate a registration and repeat the token purchase once it is successfully registered.

	ROAPTrigger

	SmartcardProfileSpecificPart
	E1
	O
	1
	Service & Content Protection Smartcard Profile specific part. This part is MANDATORY to support for the Smartcard Profile, and is not applicable to the DRM Profile.

Contains the following attributes:

   LTKM
	

	LTKM
	E2
	O
	0..N1
	The MIKEY LTKM as specified in Section 6.4 of [BCAST10-ServContProt]
	BCAST MIKEY LTKM


Table15: Structure of Token Purchase Response  in General Service Provisioning Message 

**These (ROAP messages) are OMA DRMv2.0 specific. And all message schemas should import “ROAPTrigger” complexType from OMA DRM2.0 ROAP protocol schema. Other service protection mechanisms will map their own respective messages to the corresponding fields.

Change 3:  Change to Sections 5.1.6.2 and 5.1.6.5
5.1.6.2 Service Request Messages
5.1.6.2.1

Service Request and Response


These messages are the same as those specified in Section 5.1.5.2.
5.1.6.5
Token/LTKM Messages 

5.1.6.5.1
Token/LTKM Request and Response
These messages are the same as those specified in Section 5.1.5.5.
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