Doc# OMA-BCAST-2007-0030-CR_clarification_of_SRTP_in_ISMACryp.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-BCAST-2007-0030-CR_clarification_of_SRTP_in_ISMACryp.doc
Change Request



Change Request

	Title:
	Clarification for the use of SRTP in ISMACryp
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BAC-BCAST and BAC-DLDRM

	Doc to Change:
	OMA-TS-BCAST_SvcCntProtection-V1_0_0-20061218-D

	Submission Date:
	12 Jan 2007

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Byung-Rae Lee, Samsung Electronics, byungrae.lee@samsung.com

	Replaces:
	n/a


1 Reason for Change

This CR is for resolution of the follow up review comment contained in OMA-BCAST-2007-00xx.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree and incorporate the proposed changes to the Services spec.
6 Detailed Change Proposal
9.3 ISMACryp

For content encryption of RTP streams, content that is part of a real-time delivery service MAY be protected using ISMACryp as explained in this specification, i.e. by encrypting elementary audio video samples called Access Units (AUs). Individual AUs are encrypted using AES-128-CTR mode. Each encrypted AU has an OMABCASTAUHeader defined in OMA DRM V2.0.

BCAST terminals MAY support content encryption using ISMACryp as specified in this section and Section 9.3.1.

Encryption Algorithm

The encryption algorithm SHALL be AES-128-CTR. Other encryption algorithms or key sizes or chaining modes SHALL NOT be used.

The TEK is sent in STKMs, the IV is in the OMABCASTAUHeader preceding the encrypted data, the salt key k_s is signalled in the SDP file and the use of the counter is described in [ISMACRYP11].  

See [ISMACRYP11] for further details.

The Table below shows BCAST parameters and equivalent ISMACryp parameters.

Table 19: Equivalent BCAST and ISMACryp parameter names

	OMA BCAST parameters
	Equivalent ISMACryp parameters [ISMACRYP11]

	TEK
	key_k (encryption key)

	IV
	IV

	k_s
	k_s (salt key)


Authentication Algorithm

The default authentication algorithm is SRTP with an HMAC-SHA1 with an 80-bit output tag and a 160-bit key [RFC3711].  Other authentication algorithms or truncations SHALL NOT be used. Support of the authentication algorithm for ISMACryp shall be OPTIONAL. The authentication key to be used is derived as per SRTP using the 128 bit MK  and 112 bit MS sent in STKMs. SRTP authentication is signaled using SDP security descriptions [RFC4568]. ROC is signalled as per SRTP described in section 9.2 and KI in STKM is used as MKI for SRTP. Authentication tag is delivered over SRTP packet according to [RFC3711].
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