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1 Reason for Change

This CR is a proposal for solving review comment:

	SCP-xxx
	2007.01.22
	E
	3.2, 6 and 7
	Source: Philips

Form: OMA-BCAST-2007-0070
Comment: “RI Services” is not defined, before the Chapter in which they are specified (Ch. 11).

Proposed Change:
1.
Add definition in 3.2.

2.
Add line in Ch 6 specifying the use of the RI Services for the delivery of the defined messages

3.
Add line to Ch 7 specifying the use of the RI Services for the delivery of the BCROs.

These will be done in a separate CR

 
	Status: OPEN


on OMA-TS-DRM_XBS-V1_0-20061222-D
Change 1 is the definition of RI Service in 3.2.
Change 2 is a sentence defining the use of the RI Services for the broadcast messages of Section 6.

Change 3 is a new section defining the use of RI Services for the broadcast of BCROs in Section 7.

2 Impact on Backward Compatibility

This CR has no impact on backwards compatibility

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are kindly asked to agree with the indicated changes in 6.

6 Detailed Change Proposal
Change 1:  Definition of RI Service in 3.2
3.2
Definitions

	Adapted PDCF
	The PDCF file format from [DRMCF-v2], including adaptations as specified in this document.

	Broadcast Device
	A device that provides functionality for receiving unprotected or protected broadcast services over the broadcast channel, without using does not support an interactive communication channel. and cannot communicate with other entities except using the broadcast channel. 

Note that a Broadcast Device can still have an implicit return channel: it may present information, triggers and dialogs to the user who may “"implement”" the interaction channel in various ways (e.g. telephone, web portal, service desk). Note further that a device MAY either be a Broadcast Device, an Interactive Device or a Mixed-Mode Device.

	Broadcast Rights Object
	This is a Rights Object used by DRM profile of the Service and Content Protection. BCRO is delivered over broadcast channel. Encoding of the BCRO is specified in section 7 of this specification[XBS DRM extensions-v1.0].

	Data Carousel
	System used in broadcast environments for transmitting a set of data in a repeating pattern, allowing data to be pushed from a broadcaster to multiple receivers. This mechanism allows a device to reconstitute the transmitted set of data tuning anytime tot the channel during at least the carousel period.

	Generalised Rights Object
	This term is used in this document as a more generic term whenever an RO or a BCRO is meant.

	Interactive Device
	A device that supports provides functionality for receiving unprotected or protected broadcast services over the broadcast channel and interaction channel, using an interactive communication channel and that can communicate with other entities without using the broadcast channel for the communication. For example, an Interactive Device can execute interactive protocols, like the DRM 2.0 ROAP protocol or HTTP towards a Rights Issuer. Note that a device MAY either be a Broadcast Device, an Interactive Device or a Mixed-Mode Device.

	Mobile Broadcast Service Provider
	The Mobile Broadcast Service Provider provides Broadcast Services to the End-User.

The Mobile Broadcast Service Provider may use the facilities of a Mobile Broadcast Network Operator to distribute the Mobile Broadcast Services to the End-User.

	Mixed-mode Device
	A Device that is both a Broadcast Device and an Interactive Device, i.e. a device that supports an interactive communication channel and also provides functionality for receiving unprotected or protected broadcast services over the broadcast channel, without using an interactive communication channel.

	Mixed-mode-operation
	The operation of a Rights Issuer that can handle both Interactive Devices and Broadcast Devices.

	Rights Object
	This is a Rights Object used by DRM profile of the Service and Content Protection. RO is delivered over interaction channel. Encoding of the RO is specified in [DRMDRM-v2.0].

	Rights Issuer Service
	Service that carries Broadcast Rights Objects, registration data and other messages from a Rights Issuer over a Broadcast Channel


Change 2:  Use of the RI Services for the broadcast messages of Section 6
6. Broadcast Device and Domain Management
In this chapter, binary messages for communication between a Rights Issuer and Broadcast Devices and Mixed-Mode Devices are defined. When these binary messages are communicated over a broadcast channel, they SHALL be carried in an RI Service, see Chapter 11
.
In Section 6.1 the common message fields used in the rest of chapter 7 are specified.

In the Sections 6.2 and 6.3 the process of Device registration is described, which enables the reception of BCROs, token handling and domain management over the broadcast channel is described. This process corresponds to the delivery of the Layer 1 (Registration Layer) Keys, which are used for authentication and decryption purposes.

Section 6.2 specifies how to register Broadcast Devices which do not have a return channel to the RI. This process consists of the offline notification of the Device data to the RI and of the notification of the registration data from the RI to the Device. Mixed-Mode Devices may use the offline notification of the Device data as well.

A Mixed-Mode Device or a Broadcast Device connecting via a connected Device may register using the ROAP protocol, as is specified in Section 6.3. This on-line registration, which is based on the OMA DRM v2.0 ROAP protocol, contains some extensions needed for the transmission of registration information, enabling the reception of BCROs, token handling and domain management over the broadcast channel.
Section 6.4 specifies an off-line protocol for requesting certain actions from the RI. Examples of such actions are re-registration, join or leave domain and token requests.
The RI has the possibility to send the registered Device a 1-pass message updating important data as RI certificate, DRM Time, contact number or domain information over the broadcast channel. There are also messages defined for use over the broadcast channel for the delivery of tokens or for forcing a device to join or leave a domain. These 1-pass messages are described in Section 6.5.

Section 6.6 is about the token handling. It describes how a Device can request the RI offline to purchase tokens and how these tokens are delivered to the Device over the broadcast channel. It also describes how a Device reports his token consumption to the RI when requested.

Furthermore, Section 6.7 handles the Domain Management. OMA DRM v2.0 Domains and Broadcast Domains and the protocols needed for their management over the broadcast channel are described.
Change 3:  Use of RI Services for the broadcast of BCROs in Section 7
7.1.2 Design Considerations and Decisions

The BCROs are intended to be broadcast to receivers in a well-defined repetitive manner. The particular means of delivery is to be defined in the context of the Broadcast system. It is the intention to support devices without a return channel (next to more capable devices), which implies that BCRO will be transmitted repeatedly to increase the chance of a receiver to capture BCROs addressed to that device.

The key-wrapping technique used in standard ROAP to cryptographically bind a MAC and REK to a device or domain will not be used. Instead the Deduced Encryption Key (DEK), which is derived from the Local Domain Key, the Unique Device Key, the Unique Group Key or the concatenation fo the Subscriber Group Keys depending on the addressing mode, is directly used to protect the Content Encryption Keys in the BCRO. The motivation for this is that an additional REK adds little or no extra security, but adds significant size to a BCRO (as the size of the BCRO would increase by inserting a new field to include the encrypted REK).

Addressing of a unique Device is done using Unique Device Filter (UDF). Addressing of a Device using its Device ID is not supported when using a BCRO.

The broadcast content is protected with a varying encryption key. The encryption keys associated with assets in the BCRO will be applied to decrypt the key stream messages on the key stream layer. Besides decryption, such messages should also be authenticated. To avoid using the rights issuer authentication key for these frequent messages, the BCRO also carries an authentication key to be used for authenticating key stream messages, see section 5.5.4 of [BCAST10-ServContProt].
7.1.3 Broadcasting Broadcast Rights Objects
When BCROs are communicated over a broadcast channel, they SHALL be carried in an RI Service, see Chapter 11
.
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