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1 Reason for Change

The description of the last major paragraph of Section 5.1.8 of this spec (the one containing two bullet items) is problematic.  For example, as currently written, the web-based subscription server allows the completion of the subscription transaction even though it may not be able to determine whether the terminal possesses a valid SMK.  Even though the server sends the SmartcardProfile Trigger in this situation, no description on server behaviour afterwards is provided – for example, should the terminal not respond to the trigger.  For malicious terminals, such server acceptance of subscription request provides an opportunity for denial-of-service attacks, since the server commits resources for each subscribing terminal, regardless of whether that terminal is “legitimate”.
There are a couple solutions to this problem.  One, the web-based subscription server would simply time out if it cannot verify that the Smartcard terminal has responded properly to the SmartcardProfile Trigger, thereby releasing the previously-held subscription-related resources on the server for that terminal.  Another would be to modify this section to indicate that the original subscription transaction will not be completed if the server is unable to determine that the terminal contains a valid SMK.  The latter alternative is proposed in this CR, since it would avoid any temporary commitment of resources by the server for “questionable” subscribing terminals.  In addition, it would resolve the incomplete description in the current specification regarding coordination between the web provisioning server and the BSM, should the terminal successfully respond to the trigger by sending the “Service Request” message to the BSM (for example, which entity should send the LTKM?).  By using this solution, the Smartcard Profile Trigger message of Section 5.1.8.1 would no longer be necessary.
Lastly, there are some mistakes in the current text which suggests that valid GBA bootstrapping session is prerequisite for the terminal to obtain a valid SMK.  This is not true – as described in the SPCP spec, Section 6.3.2, the SMK in the case of (R-)UIM/CSIM devices can also be obtained via pre-provisioned RK, i.e., without need for GBA.
Based on recent offline discussion and agreement reached with Orange and Vodafone, R01 essentially restores the context of the “GBA-unaware” web portal/webshop as described in the current spec text, but proposes some corrections and clarification text.  Note that this version reclassifies the proposed change as Class 2 “Bug Fix”.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree and incorporate the proposed changes to the Services spec.
6 Detailed Change Proposal

Change 1:  Changes to Section 5.1.8 – “Web-based Service Provisioning”
5.1.8 Web-based Service Provisioning
BCAST 1.0 supports Service Provisioning over a web-based system. The entry point to web-based Service Provisioning is supported by PurchaseChannel fragment of Service Guide. In that fragment, element PortalURL SHALL point to the entry point (URL) of the related web-based system. The PortalURL can be used to support two purposes:

1. The PortalURL provides additional information on services available over this PurchaseChannel. This method SHALL be signalled by setting the attribute supportedService under PortalURL to “1”. In this case the terminal MAY access the PortalURL to retrieve information on supported services but SHALL NOT purchase or subscribe to the services by accessing the URL. In this case, the service provisioning functions SHALL be achieved by addressing Service Provisioning messages to the PurchaseURL for the DRM Profile and to the RightsIssuerURI for the Smartcard Profile as defined in section 5.1.5. 

2. The PortalURL supports full set of service provisioning functionality over web-based system in addition to providing service related information. This method SHALL be signalled by setting the attribute supportedService under PortalURL to “2”. The terminal SHALL access the PortalURL and upon accessing the PortalURL the terminal SHALL expect that the facilities for service provisioning are provided over web-based interface. Further, in this case, the Service Provisioning messages sent to the PurchaseURL / RightsIssuerURI as defined in section 5.1.5 SHALL NOT be used.

3. The PortalURL provides additional information on services available over this PurchaseChannel. Further, the Terminal MAY achieve the service provisioning either over web-based system or by addressing Service Provisioning messages to the PurchaseURL (DRM Profile) or RightsIssuerURI (Smartcard Profile) as defined in section 5.1.5.

Further, in the context of the above two methods, there are two ways the request to PortalURL can be formed.

1. Request without reference to a specific PurchaseItem. When Terminal accesses the PortalURL without any specific reference to any PurchaseItem, the Terminal SHALL issue an HTTP POST request to the PortalURL. The request SHALL follow the conventions defined in section 17.13 of [HTML4.01] for submitting HTML form data by the "post" method using the "application/x-www-form-urlencoded" encoding type. For example, if PortalURL is http://server.bsm.org/webshop”. The HTTP POST request sent to the BSM would be  "http://server.bsm.org/webshop", not containing any associated data block. 
2. Request with reference to a specific PurchaseItem. When the Terminal accesses the PortalURL with specific reference to a PurchaseItem or a set of PurchaseItems, the Terminal knows the relevant GlobalPurchaseItem IDs from the Service Guide. The Terminal SHALL issue an HTTP POST request to the PortalURL. This request SHALL follow the conventions defined in section 17.13 of [HTML4.01] for submitting HTML form data by the "post" method using the "application/x-www-form-urlencoded" encoding type. The PurchaseItem(s) are identified using the GlobalPurchaseItem ID(s), each fragment ID SHALL be signalled in a separate name-value pair, using "globalPurchaseItemID" as the name. For example, if PortalURL is “http://server.bsm.org/webshop” and the PurchaseData fragment IDs are "aau17135@bsda.org" and "fhh7982@bsda.org" and "jke132486@bsda.org", the HTTP POST request sent to the BSM would be  "http://server.bsm.org/webshop", containing a data block of the following structure:

 
"globalPurchaseItemID=aau17135@bsda.org&

globalPurchaseItemID=fhh7982@bsda.org&

globalPurchaseItemID =jke132486@bsda.org"
For the Smartcard Profile, web-based subscription/purchase transaction between the BCAST Terminal and the server corresponding to the PortalURL SHALL employ the HTTP Digest authentication procedure as described in Section 5.4.7.2.2 of [BCAS10-Architecture].  Specifically, the subscription/purchase request from the terminal SHALL include in the HTTP POST the Authorization header line which contains the digest response based on the username (B-TID) and associated password (SRK).
If the service provisioning sequence is about making a purchase or subscription to a PurchaseItem, different server behaviour will take place depending on the security profile:

· For the DRM Profile, once the web-based subscription/purchase transaction is completed, the web-based system SHALL send a trigger in the last HTTP response it delivers to the Terminal. The trigger is contained in the Service Provisioning response as specified in 5.1.5.2.2 for DRM Profile. 
· For the Smartcard Profile, if the server verifies determines that the terminal has a valid SMK (i.ee.g.. valid GBA boostrapping session has been performed in the case of (U)SIM terminals), it SHALL send the LTKMs directly to the terminal. However, if the server is unable to verify determine whether or not the Terminal has a valid SMK, the service provisioning transaction SHALL not be completed (HTTP 401: Unauthorized should be returned to terminal, concluding the transaction).  Should the terminal subsequently re-attempt the web-based subscription/purchase request, but this time providing the appropriate credentials, the transaction will be completed.  Upon successful web-based subscription/purchase transaction, it SHALL send the “SmartcardProfileTrigger” message, as specified in Section 5.1.8.1, in the last HTTP response it delivers to the terminal to tell it to initiate a BCAST service request (this will force GBA bootstrapping).  In the meantime, the subscription/purchase transaction should not be completed (i.e., it should be held pending), until the Terminal has properly responded to that trigger.
Afterwards (and assuming the subscription/purchase is successfully completed in the case of the Smartcard Profile) the LTKM acquisition continues as per the profile.:
a. 
b. 
Change 2:  











































































NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 3 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

