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1 Reason for Change

	Gemalto 015
	2007.02.01
	T
	6.4.2.2
	Source: Gemalto

Form: doc #0149
Comment: 

“the purse associated with the SMK”

There is a purse associated with the SMK. If, for some reason, the SMK (i.e. the MUK, that is a GBA key) is renewed, what happens to this purse => It shall be copied in the new SMK

This shall be described

Proposed Change: 

This CR proposes to add a new section describing the behavior of the purse.
	Status: OPEN 




2 Impact on Backward Compatibility

Shouldn’t have any backward compatibility since this is the first version of the BCAST enabler.

3 Impact on Other Specifications

None identified.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The Cr applies on the OMA-TS-BCAST_SvcCntProtection-Interim-Draft-20061218-D. 

It is proposed to introduce the changes in a new version of the BCAST document.

6 Detailed Change Proposal
6.4.5 Service purses and global purse
The pay-per-view and pay-per-time modes use purses in the smartcard. 
Several purses are defined:

1. Purse associated to a service and then linked to a SEK/PEK key group

2. Global purse linked to the SMK that has been established during the registration step

According to security-policy-extension value, the purse associated to the service or the purse associated to the SMK will be used either during the LTKM processing and/or STKM processing (see 6.4.4 and 6.5.2)
If security policy extensions stored for a same SEK/PEK  ID imply that service purse or global purse could be used (e.g. security-policy-extension 0x00 and 0x02 available for a SEK/PEK), the service purse SHALL be used before the SMK purse.

If for some reason, the SMK (established during the last GBA run) is renewed, the remaining purse value associated to the old SMK SHALL be copied and associated to the new SMK.
Update of the purses is made at the reception of a LTKM with a security-policy-extension and when the purse_flag is set.
In this case the number of token indicated in the token_value will be 
· added to the purse indicated by the security-policy-extension and the SEK/PEK ID, if the purse_mode is 0x01 
· or used to set the purse if the purse_mode is 0x00
This update SHALL not be executed if:
· security_policy_ext_flag is set 
· AND purse_flag is set

· AND purse_mode is set

· AND V-bit flag in the MIKEY common header is set

· AND token_value is set to 0x7FFFFFFF

· AND cost_value is set to 0xFFFF

· AND no KEMAC Key Data sub-payload
Such case is used for the reporting of token consumption (see 6.4.3)
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