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Change Request

	Title:
	Service and Content Protection Bugfix
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BAC BCAST

	Doc to Change:
	OMA-TS-BCAST_SvcCntProtection-20061218-D

	Submission Date:
	08 Feb 2007

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Uwe Rauschenbach, Siemens, uwe.rauschenbach@siemens.com
Martin Pamler, Siemens, martin.pamler@siemens.com 

	Replaces:
	n/a

	Attachments:
	


1 Reason for Change

This CR fixes some small bugs/inconsistencies in the backend interface data tables for service and content protection in OMA-TS-BCAST_SvcCntProtection-20061218-D.
Change 1:
· removed white spaces in some element names
Change 2:

· changed the position of the attribute “time” to be consistent with the other messages
· corrected the cardinality of optional elements/attributes with the value “1” and changed to “0..1”
· corrected the type of some attributes which where marked as elements

· fixed some wordings in the description

Change 3:

· changed the position of the attribute “time” to be consistent with the other messages
· corrected the cardinality of optional elements/attributes with the value “1” and changed to “0..1”

· added Data Type where needed

· added attribute keyIdentifier to the element KeyIdentifier in the message STKMRequest
· added element SynchronizationSource in the message STKMRequest
· for consistency in message PartialSTKMResponse the elements Destination, Source, Status and Time are changed to attributes
Change 4:

· removed: Appendix D. Schema for Backend Interfaces
2 Impact on Backward Compatibility

none

3 Impact on Other Specifications

none

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is requested to agree the proposed changes.

6 Detailed Change Proposal

Change 1
13.1.2.2.1.2. Key Request Response
After the reception of the Key_Request message, the BSM sends this message to the BSD/A for the delivery of SEAK/PEAK or SEK/PEK. In case a SEAK or SEK is used for Service Protection, the use of the SEAK or SEK is bound by its start and end-times. During the lifetime of the Service, the SEAK can be changed periodically. In case a PEAK is used for Service Protection, the PEAK is used throughout the total lifetime of the Program. If both PEAK and SEAK are used in parallel, then the TEK encrypted with the PEK and the PEK encrypted with the SEK SHALL be present in the STKM. When only the PEAK is provided, the STKM should only include the TEK encrypted with the PEK.  
	Name
	T
y
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e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	KeyRequestResponse
	E
	
	
	Response to the Key Request message

Contains the following attributes:


 tag


 version


 messageID

 

 

 destination


 source

status


time
Contains the following elements:


GlobalServiceID


GlobalContentID


ScheduleID


SPPType


ServiceKey


ProgramKey


AccessCriteriaDescriptor


ProtectionAfterReceptionFlag


TerminalBindingFlag
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	A
	M
	1
	Key Request Message ID
	string

	
	
	
	
	
	

	
	
	
	
	
	

	destination
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	string

	status
	A
	M
	1
	Indication of the reception status of Key Request Message. Global Status codes are used as specified in ‎Appendix C.
	unsignedByte


	time
	A
	O
	0..1
	The time when this message is sent
	dateTime


	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the key request message.
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the key request message.
	anyURI

	SPPType
	E1
	M
	1
	This specifies the type of the Service protection profile used by the BSM.

0 if service protection profile == DRM Profile
1 if service protection profile == Smartcard Profile
3-127 reserved for future use

128-255 reserved for proprietary use 
	unsignedByte

	ServiceKey
	E1
	O
	0..N
	It specifies the SEAK or SEK

Contains the following attribute:


 keyIdentifier

 value 

Contains the following elements:


 ServiceKeyStart


 ServiceKeyEnd


 ServiceKeyMTKStart


 ServiceKeyMTKEnd
	

	keyIdentifier
	A
	M
	1
	Provides the identifier of the SEAK/SEK. The SEAK/SEK identifier is the same as the one provided to the terminal with the LTKM message and is included with the STKM generated by the BSDA

For the DRM Profile the SEK ID is the TBD
For the Smartcard Profile using (USIM) the SEK ID is the MSK ID (TBD bits).
	string

	value
	A
	M
	1
	This field contains the SEAK if SPP type == 0

This field contains the SEK if SPP type == 1
	hexBinary

	ServiceKeyStart
	E2
	M
	1
	Provides the start time of the period in which the SEAK or SEK provided can be used by the BSD/A in creating secured STKMs.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	ServiceKeyEnd
	E2
	M
	1
	Provides the end time of the period in which the SEAK or SEK provided can be used by the BSD/A in creating secured STKMs

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	ServiceKeyMTKStart
	E2
	O
	0..1
	MTK ID start value for MSK validity 
This field is mandatory if SDPP type ==1
	hexBinary

	ServiceKeyMTKEnd
	E2
	O
	0..1
	MTK ID end value for MSK validity 
This field is mandatory if SPP type ==1
	hexBinary

	ProgramKey
	E1
	O
	0..1
	This field contains the PEAK if SPP_type == 0 and is only applicable to the DRM Profile.

This field SHALL NOT be used for the Smartcard Profile. In the Smartcard Profile there is no service key / program key hierarchy available. For the Smartcard Profile the PEK is send using Service Kery fields as described above.

Note: Either Service Key, Program Key or both SHALL be included for the DRM Profile.

Contains attribute:


- keyIdentifier


- value
	hexBinary

	keyIdentifier
	A
	M
	1
	Provides the identifier of the PEAK/PEK. The PEAK/PEK identifier is the same as the one provided to the terminal with the LTKM message. 
	string

	value
	A
	M
	1
	This field contains the PEAK if SPP type == 0

This field contains the PEK if SPP type == 1
	hexBinary

	AccessCriteriaDescriptor
	E1
	O
	0..N
	The Access Criteria Descriptor to be included in the STKM. Whenever access criteria are defined for a piece of Content, then these access criteria  take presendence the access criteria which where defined for the service to which the content item is related. 
	hexBinary

	ProtectionAfterReceptionFlag
	E1
	M
	1
	2 bit field defining the required protection after the removal of the service protection, as specified paragraph 6.3.1
	unsignedByte

	TerminalBindingFlag
	E1
	M
	1
	1 bit field indicating whether or not terminal binding is required for the smartcard profile
	boolean


Change 2
13.1.2.2.1.3. LTKM or Registration Key Material Request 

This message is sent from the BSD/A to the BSM for the request for the delivery of LTKM or Registration Key material for broadcast distribution of LTKM’s or Registration Key Material..

	Name
	T
y
p
e
	C
a
t
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o
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	C
a
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	Description
	Data Type

	LTKMorRegRequest
	
	
	
	Key Request Message

Contains the following attributes:


 tag


 version


 messageID

  destination


  source


  time
Contains the following elements:


 GlobalServiceID


 GlobalContentID


 ScheduleID
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	A
	M
	1
	This message ID
	string

	destination
	A
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSD/A ID (Note: To be independent of underlying network protocols, Source is included in the message.)
	string

	time
	E1
	O
	1
	The time when this message is sent
	dateTime

	GlobalServiceID
	E1
	M
	1
	Identifier of the target service
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. Only GlobalContent ID which is related to the GlobalService ID is allowed.
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. Only Schedule ID which is related to the GlobalService ID is allowed.
	anyURI


13.1.2.2.1.4. LTKM or Registration Key Material Request Response
After the reception of the Key Request Message, the BSM sends this message to the BSD/A for the delivery of LTKM or Registration Key material for broadcast distribution of LTKM’s or Registration Key Material. 

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
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	Description
	Data Type

	LTKMorRegRequestResponse
	
	
	
	Key Request Response

Contains the following attributes:


 tag


 version


 messageID

 destination


 source


  status

  time
Contains the following elements:


 GlobalServiceID


 GlobalContentID


 ScheduleID


 Data


 DistributioStart


 DistributioEnd
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	A
	M
	1
	Key Request Message ID
	string

	destination
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSM ID (Note: To be independent of underlying network protocols, Source is included in the message.)
	string

	status
	A
	M
	1
	Indication of the reception status of Key Request Message. Global Status codes are used as specified in ‎Appendix C.
	unsignedByte

	time
	A
	O
	0..1
	The time when this message is sent
	dateTime

	GlobalServiceID
	E1
	M
	1
	Identifier of the target service
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the Key request message.
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the Key request message.
	anyURI

	Data
	E1
	O
	0..N
	LTKM material for broadcast distribution of LTKM’s or Registration Key Material for subsequent broadcast distribution.

For LTKM material a single data element carries a single BCRO. 

For Registration Key material a single data element carries a single message of either one of the messages below:

- device_registration_response(), 
- update_ri_certificate_msg(), 
- update_drmtime_msg(), 
- update_contact_number_msg(), 
- re_register_msg(), 
- token_delivery_response(), 
- domain_registration_response(), 
- domain_update_response(), 
- join_domain_msg(), 
- leave_domain_msg(),

as specified in section 7 of [XBS DRM extensions-v1.0]
	hexBinary

	DistributionStart
	E1
	M
	1
	This field is mandatory if LTKM or Registration Key material is provided. Provides the start time of the period in which the LTKM or Registration Key material should be distributed by the BSD/A.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	DistributionEnd
	E1
	M
	1
	This field is mandatory if LTKM or Registration Key material is provided. Provides the end time of the period in which the LTKM or Registration Key material should be distributed by the BSD/A.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt


Change 3
13.1.2.2.1.5. STKM Request 

This message is sent from the BSD/A to the BSM for the acquisition of the Short Term Key Messages.

	Name
	T
y
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	C
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	Description
	Data Type

	STKMRequest
	
	
	
	Request message for STKMs

Contains the following attributes


 tag


 version


 messageID

  destination


  source


  time
Contains the following elements:


 GlobalServiceID


 GlobalContentID


 ScheduleID


 KeyMaterial
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	A
	M
	1
	This message ID
	string

	destination 
	A
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	string

	time
	A
	O
	0..1
	The time when this message is sent
	dateTime

	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. Used if service protection is programme based. Only GlobalContent ID which is related to the GlobalService ID is allowed. 
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. Only Schedule ID which is related to the GlobalService ID is allowed. 
	anyURI

	KeyMaterial
	E1
	M
	1..N
	The key material used to encrypt the service or program

Contains the following attributes:


 masterKey


 masterSalt


 type


 validityTime

 cryptoPeriod


 wrapAroundTime


 wraAaroundInidcator

Contains the following element


 TrafficProtectionProtocolParameters


 NextTrafficKey
	

	masterKey
	A
	M
	1
	The master key used for traffic and content encryption 
	hexBinary

	masterSalt
	A
	M
	1
	The master Salt used for traffic and content encryption
	hexBinary

	type
	A
	M
	1
	The traffic protection protocol used. This attribute can have the following values, as specified in the STKM message in paragraph 6.3.1. Allowed values are:

 0 if traffic_protection_protocol == TKM_ALGO_IPSEC

 1 if traffic_protection_protocol == TKM_ALGO_SRTP

 2 if traffic_protection_protocol ==

TKM_ALGO_AUENCRYP

 3 if traffic_protection_protocol == TKM_ALGO_DCF
 4-127 reserved for future use

 128-255 reserved for proprietary use
	unsignedByte

	validityTime
	A
	M
	1
	NTP time when the traffic encryption key is used to encrypt the service or programme. This value indicates to the BSM which Service Key it needs to use to encrypt the traffic encryption key.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	cryptoPeriod
	A
	M
	1
	The crypto period used for service protection. The Validity-Time of the next TEK SHOULD be 1 crypto period later than the Validity Time of this TEK. 
	duration

	wrapAroundTime
	A
	M
	1
	This indicates the wrap around time of the TEK sequence to which this TEK belongs. After the TEK wrap around time the TEK key indicator, master key index or security parameter index is reset. This field is used to indicate that the first TEK after the Wrap around time SHOULD be encrypted with a new SEK.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	wrapAroundIindicator
	A
	M
	1
	This field is set to “TRUE” for the first TEK after the Wrap around time has passed. It is used to indicate that this and subsequent TEKs SHOULD be encrypted with a new SEK. 
	boolean

	TrafficProtectionProtocolPparameters
	E2
	M
	1
	This specifies the data related to the traffic protection protocol for the STKM message, as defined in the STKM message in Section 5.5.

Contains the following elements:
             ProtectionParameters

             SynchronisationSource

Note that SynchronisationSource is mandatory in case ‘type’ of ‘KeyMaterial’ is 1 and is optional in other cases
	

	ProtectionParameters
	E3
	M
	1
	Protocol Parameters

Contains the following elements:
               SPI

               MKI

               KeyIndicator

               KeyIdentifier

Note the following:

· SPI is mandatory in case ‘type’ of ‘KeyMaterial’ is 0

· MKI is mandatory in case ‘type’ of ‘KeyMaterial’ is 1

· KeyIndicator is mandatory in case ‘type’ of ‘KeyMaterial’ is 2

· KeyIdentifier is mandatory in case ‘type’ of ‘KeyMaterial’ is 3

· SynchronisationSource is mandatory in case ‘type’ of ‘KeyMaterial’ is 1 and is optional in other cases

This constraint is expressed by using the <choice> element in XML Schema
	

	SPI
	E4
	O
	0..1
	Security Parameter Index.

Contains the following attributes:


 spi


 nextSpi
	

	spi
	A
	M
	1
	security_parameter_index
	unsignedInt

	nextSpi
	A
	M
	1
	next_security_parameter_index
	unsignedInt

	MKI
	E4
	O
	0..1
	Master Key Index

Contains the following attributes:


 mkilength


 mki


 mediaFlows
	

	mkiLength
	A
	M
	1
	master_key_index_length
	unsignedInt

	mki
	A
	M
	1
	master_key_index
	unsignedInt

	mediaFlows
	A
	M
	1
	number_of_media_flows
	int

	KeyIndicator
	E4
	O
	0..1
	Key Indicator

Contains the following attributes:

              keyIndicatorLength


 keyIndicator
	

	keyIndicatorLength
	A
	M
	1
	key_indicator_length
This field is mandatory in case ‘Type’ of ‘Key material’ is 2
	unsignedInt

	keyIndicator
	A
	M
	1
	key_indicator
	unsignedInt

	KeyIdentifier
	E4
	O
	0..1
	Key Identifier

Contains the following attributes:

              keyIdentifierLength


 keyIdentifier
	

	keyIdentifierLength
	A
	M
	1
	key_identifier_length
	unsignedInt

	keyIdentifier
	A
	M
	1
	Key_identifier
	unsignedInt


	SynchronizationSource
	E3
	O
	0..N
	SynchronisationSource is mandatory in case ‘type’ of ‘KeyMaterial’ is 1 and is optional in other cases
	unsignedInt


	NextTrafficKey
	E2
	M
	1
	Flag for indication of the next traffic key in an STKM message. If true, the STKM SHALL also include the next encrypted traffic key.
Next traffic key has the following attributes, only if Next traffic key is set to “TRUE”:


 nextMasterKey


 nextMasterSalt
	boolean

	nextMasterKey
	A
	O
	0..1
	The next master key used to encrypt the service or program. This field is mandatory if next traffic key is “TRUE”
	hexBinary

	nextMasterSalt
	A
	O
	0..1
	The next Master Salt used to encrypt the service or program. This field is mandatory if next traffic key is “TRUE”
	hexBinary


13.1.2.2.1.6. STKM Response 

After the reception of the STKM Request message, the BSM sends this message to the BSD/A for the delivery of STKM. 

	Name
	T
y
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	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	STKMResponse
	E
	
	
	This message is the response to the STKM Request message.

Contains the following attributes


 tag


 version


 messageID

 destination


 source


 status

 time
Contains the following elements:


 GlobalServiceID


 GlobalContentID


 ScheduleID


 STKM
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	A
	M
	1
	Key Request Message ID
	string

	destination
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	string

	status
	A
	M
	1
	Indication of the reception status of STKM Request Message. Global Status codes are used as specified in ‎Appendix C.
	unsignedByte

	time
	A
	O
	0..1
	The time when this message is sent
	dateTime

	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the STKM request message.
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the STKM request message.
	anyURI

	STKM
	E1
	M
	1..N
	The STKM message

STKM has the following attribute:


- validityTime 
	hexBinary

	validityTime
	A
	M
	1
	This validityTime attribute is used to associate the stkm with the TEK. The validityTime of the STKM SHALL be the same as the validityTime of the TEK to which this stkm is associated. 

This field is expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt


13.1.2.2.1.7. Partial STKM Request Message 

The Partial STKM Request message is used by the BSM to request a set of TEK’s from the BSD/A to deliver a set of TEK’s to be used for the encryption of the service or program. The set of TEK’s to be delivered are indicated by a start of end-time in the request message.
	Name
	T
y
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	Description
	Data Type

	PartialSTKMRequest
	
	
	
	Partial STKM Request Message

Contains the following attributes


 tag


 version


 messageID

 destination


 source

 time
Contains the following elements:


 GlobalServiceID


 GlobalContentID


 ScheduleID


TEKStartTime


 TEKEndTime
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	A
	M
	1
	This message ID
	string

	destination
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	string

	time
	A
	O
	0..1
	The time when this message is sent
	dateTime

	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. Used if service protection is programme based. Only GlobalContent ID which is related to the GlobalService ID is allowed.
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. Only Schedule ID which are related to the GlobalService ID is allowed.
	anyURI

	TEKStartTime
	E1
	M
	1
	This is the start time of the TEKs that are used for the encryption of the service or program.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	TEKEndTime
	E1
	M
	1
	This is the end time of the TEK that are used for the encryption of the service or program.

This field expressed as the first 32bits integer part of NTP timestamps.. 
	unsignedInt


13.1.2.2.1.8. Partial STKM response message

The Partial STKM Response message is used by the BSD/A to deliver the TEK’s and the associated traffic protection protocol parameters to the BSM.  

	Name
	T
y
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	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	PartialSTKMResponse
	E
	
	
	Partial STKM Response Message

Contains the following attributes


 tag


 version


 messageID

 destination


  source


  status

 time
Contains the following elements:


 GlobalServiceID


 GlobalContentID


 ScheduleID



 KeyMaterial
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	A
	M
	1
	This message ID
	string

	destination 
	A
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	string

	status
	A
	M
	1
	Indication of the reception status of TEK Request Message. Global Status codes are used as specified in ‎Appendix C.
	unsignedByte

	time
	A
	O
	0..1
	The time when this message is sent
	dateTime

	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. Used if service protection is programme based. This field is mandatory if Global Content ID was provided in the TEK request message. 
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the TEK request message.
	anyURI

	TEKMaterial
	E1
	M
	1..N
	The key material used to encrypt the service or program

Key material has the following attributes:


- masterKey


- masterSalt


- type


-validityTime

- cryptoPeriod


- wrapAroundTime


- wrapAroundInidcator

TEK has the following element


- TrafficProtectionProtocolParameters 


- NextTrafficKey
	

	masterKey
	A
	M
	1
	The master key used for traffic and content encryption 
	hexBinary

	masterSalt
	A
	M
	1
	The master Salt used for traffic and content encryption
	hexBinary

	type
	A
	M
	1
	The traffic protection protocol used. This attribute can have the following values, as specified in the STKM message in paragraph 6.3.1:

- 1 if traffic_protection_protocol == TKM_ALGO_IPSEC

- 2 if traffic_protection_protocol == TKM_ALGO_SRTP

-3 if traffic_protection_protocol ==

 TKM_ALGO_AUENCRYP

- 4 if traffic_protection_protocol == TKM_ALGO_DCF
	unsignedByte

	validityTime
	A
	M
	1
	NTP time when the traffic encryption key is used to encrypt the service or programme. This value indicates to the BSM which Service Key it needs to use to encrypt the traffic encryption key.

This field expressed as the first 32bits integer part of NTP timestamps.

The NTP value SHALL be bound by the start and end-times as indicated in the TEK request message.
	unsignedInt

	cryptoPeriod
	A
	M
	1
	The crypto period used for service protection. The Validity-Time of the next TEK SHOULD be 1 crypto period later than the Validity Time of this TEK. 
	duration

	wrapAroundTime
	A
	M
	1
	This indicates the wrap around time of the TEK sequence to which this TEK belongs. After the TEK wrap around time the TEK key indicator, master key index or security param,ter index is resetted. This filed is used to indicate that after the first TEK after the Wrap around time SHOULD be encrypted with a new SEK.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	wrapAroundIndicator
	A
	M
	1
	This field is set to “TRUE” for the first TEK after the Wrap around time has passed. It is used to indicate that this and subsequent TEKs SHOULD be encrypted with a new SEK. 
	boolean

	TrafficProtectionProtocolParameters
	E2
	M
	1
	This specifies the data related to the traffic protection protocol for the STKM message, as defined in the STKM message in Section ‎5.5.

Contains the following elements:
             ProtectionParameters

             SynchronisationSource

Note that SynchronisationSource is mandatory in case ‘type’ of ‘KeyMaterial’ is 1 and is optional in other cases
	

	ProtectionParameters
	E3
	M
	1
	Protocol Parameters

Contains the following elements:
               SPI

               MKI

               KeyIndicator

               KeyIdentifier

Note the following:

· SPI is mandatory in case ‘type’ of ‘TEKMaterial’ is 0

· MKI is mandatory in case ‘type’ of ‘TEKMaterial’ is 1

· KeyIndicator is mandatory in case ‘type’ of ‘TEKMaterial’ is 2

· KeyIdentifier is mandatory in case ‘type’ of ‘TEKMaterial’ is 3

· SynchronisationSource is mandatory in case ‘type’ of ‘TEKMaterial’ is 1 and is optional in other cases

This constraint is expressed by using the <choice> element in XML Schema
	

	SPI
	E4
	O
	0..1
	Security Parameter Index.

Contains the following attributes:


 spi


 nextSpi
	

	spi
	A
	M
	1
	security_parameter_index
	unsignedInt

	nextSpi
	A
	M
	1
	next_security_parameter_index
	unsignedInt

	MKI
	E4
	O
	0..1
	Master Key Index

Contains the following attributes:


 mkilength


 mki


 mediaFlows
	

	mkiLength
	A
	M
	1
	master_key_index_length
	unsignedInt

	mki
	A
	M
	1
	master_key_index
	unsignedInt

	mediaFlows
	A
	M
	1
	number_of_media_flows
	int

	KeyIndicator
	E4
	O
	0..1
	Key Indicator

Contains the following attributes:

              keyIndicatorLength


 keyIndicator



	

	keyIndicatorLength
	A
	M
	1
	key_indicator_length
	unsignedInt

	keyIndicator
	A
	M
	1
	key_indicator
	unsignedInt

	KeyIdentifier
	E4
	O
	0..1
	Key Identifier

Contains the following attributes:

              keyIdentifierLength


 keyIdentifier
	

	keyIdentifierLength
	A
	M
	1
	key_identifier_length
	unsignedInt

	keyIdentifier
	A
	M
	1
	key_identifier
	unsignedInt

	SynchronizationSource
	E3
	O
	0..N
	synchronization_source
The amount of syncronisation source elements SHALL match the number_of_media flows.
	unsignedInt

	NextTEK
	E2
	M
	1
	Flag for indication of the next traffic key in an STKM message. If true, the STKM SHALL also include the next encrypted traffic key.

Next traffic key has the following attribute, only if Next traffic key is set to “TRUE”:


- Next TEK
	boolean

	nextTEK
	A
	O
	0..1
	The next traffic encryption key used to encrypt the service or program. This field is mandatory if next traffic key is “TRUE”
	hexBinary


Change 4
remove Appendix D.
add the following reference
2.1 Normative References

	[BCAST10-XMLSchema-SPCP-Backend]
	"Mobile Broadcast Services – XML Schema SP/CP Backend Messages", Open Mobile Alliance™, OMA-SUP-XSD_bcast_spcp_backend-V1_0, http://www.openmobilealliance.org/


… and reference it
13.1.2.1 Protocol Stacks

The following protocol stack SHALL be used for messages between the BSD/A and the BSM connected via interface SP-4.
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Figure 22 – Protocol Stack for SP-4-1
HTTPS SHALL be used to secure the interface between the BSD/A the BSM. All the messages defined over the SP‑4 interface are XML documents. The XML schema definition is specified in [BCAST10-XMLSchema-SPCP-Backend]
.
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�This has been added because it is declared above and used in similar messages. PLEASE CHECK!
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