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	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Uwe Rauschenbach, Siemens, uwe.rauschenbach@siemens.com
Martin Pamler, Siemens, martin.pamler@siemens.com 

Ciara Byrne, SafeNet, cbyrne@nl.safenet-inc.com

	Replaces:
	229

	Attachments:
	n/a



1 Reason for Change

This CR fixes some small bugs/inconsistencies in the backend interface data tables for service and content protection. 

229R01 is a complete re-work which harmonizes the changes in 229 with the already agreed CR 199R06 which has been edited into doc OMA-TS-BCAST_SvcCntProtection-Interim-Draft-20070227-D (archived in doc OMA-BCAST-2007-0022R03-INP_SPCP_Interim_Draft) and fixes some further small issues which have become apparent after agreeing 199R06.

This CR is based on the interim version of the SPCP spec, i.e. OMA-TS-BCAST_SvcCntProtection-Interim-Draft-20070227-D.

The changes proposed in this CR are implemented in the XML schema CR 228R01.
Overview of changes:

· The group’s attention is drawn to the fact that this CR removes the SynchronizationSource element from the backend messages. This is motivated by the removal of the SynchronizationSource parameter from the STKM.
· After removal of SynchronizationSource, its parent element TrafficProtectionProtocolParameters ended up having only one child element (ProtectionParameters) with cardinality 1. This element has been removed because it adds no value.

· In some places, the cardinality of OPTIONAL elements/attributes was wrong. It has to be 0..1 or 0..N. This has been fixed.

· The values of Keymaterial.type have been made consistent. (They started sometimes at 0, sometimes at 1).

· In SPPtype, the reserved values start with 2 (not 3 as given in the TS)

· With respect to attributes attached to the top level of the messages like tag, source, time, status, the following changes have been done:

· always use them in the same order

· in some messages these were defined as elements which has been changed to attributes 

· besides, there are a few small bugfixes and editorial changes 
2 Impact on Backward Compatibility

none

3 Impact on Other Specifications

none

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is requested to agree the proposed changes.

6 Detailed Change Proposal

Change 1
Remove Appendix D.
Add the following reference
2.1 Normative References

	[BCAST10-XMLSchema-SPCP-Backend]
	"Mobile Broadcast Services – XML Schema SP/CP Backend Messages", Open Mobile Alliance™, OMA-SUP-XSD_bcast_spcp_backend-V1_0, http://www.openmobilealliance.org/


… and reference it
13.1.2.1 Protocol Stacks

The following protocol stack SHALL be used for messages between the BSD/A and the BSM connected via interface SP-4.
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Figure 22 – Protocol Stack for SP-4-1
HTTPS SHALL be used to secure the interface between the BSD/A the BSM. All the messages defined over the SP‑4 interface are XML documents. The XML schema definition is specified in [BCAST10-XMLSchema-SPCP-Backend]
.
Change 2
13. Server Side Interfaces and Messages

Message flows can be found in the OMA BCAST AD [BCAST10-Architecture].

13.1 Interface SP-4

Interface SP-4 has three functions:

1) To deliver Service and Program key material from SP-M in the BSM to the SP-KD in the BSD/A for the service protection. 

2) To deliver the LTKM and/or Registration key material from SP-M in the BSM to SP-KD in the BSD/A, for subsequent broadcast distribution of these data..
3) To deliver of the STKM’s from the BSM to the BSD/A.

A BSM that support service and/or content protection SHALL support Interface SP-4. A BSD/A that support service and/or content protection SHALL support Interface SP-4.

Two options are given for Interface SP-4 (one has to be chosen):

· Using DVB Simulcrypt based interfaces

· Using BCAST specific interfaces
13.1.2 Interface SP-4:  Adaptation of DVB Simulcrypt Head-End Interfaces to the OMA BCAST Environment

This section defines the use of a DVB Simulcrypt interface for SP-4. All normative text below applies if interface SP-4 follows this section.

Simulcrypting, from a device perspective, means that signalling is available that allows the device to acquire the necessary information based on the supported Key Management Systems (KMS), either the DRM Profile or the Smartcard Profile. Such signalling is obtained from the Service Guide descriptors and/or the SDP. It also allows multiple Service Providers to generate STKMs and LTKMs i.e. multiple BSMs in the BCAST architecture.

At head-end side, supporting both profiles has implication on the architecture. The final data-cast shall include all necessary information and some data, such as the TEK, have to be shared among the various KMS to ensure well formed STKM. Simulcrypt also defines interfaces between various entities in the head-end. The original Simulcrypt specifications have been extended by DVB to allow a full support of broadcast over IP. This section describes how the DVB Simulcrypt head-end interfaces are adapted to the OMA BCAST environment, where the system is considering IP transport and encryption with IPsec, SRTP or ISMACryp.

Support of the interfaces defined in Section ‎13.1.1.2 is MANDATORY.

13.1.2.2 Reference DVB Head-end Architecture

Figure 17 (extracted from [SIMULCRYPT]) illustrates the DVB Head-end reference architecture as described in [SIMULCRYPT]. For further information on the Simulcrypt system in a DVB environment, refer to this specification.
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Figure 17 – Reference DVB Head-end Architecture

13.1.2.3 OMA BCAST Head-end Architecture and Interfaces

From Figure 17, the elements to take into account in the OMA BCAST head-end system architecture are (as described in [SIMULCRYPT]):

· SCS (SimulCrypt Synchroniser). The role of the Simulcrypt Synchronizer is to:

· Establish TCP connections with ECMGs (STKM generator) and setup one channel per connection;

· Setup streams within channels as needed and allocate ECM_stream_id values;

· Get the Control Words (TEK) from the CWG (TEK generator);

· Supply the CWs to the relevant ECMGs on the relevant streams, as well as any KMS specific information, if any.

· Acquire ECMs (STKM) from the ECMGs;

· Synchronize the ECMs (STKMs) with their associated Crypto periods according to channel parameters;

· Submit these ECMs (STKMs) to the multiplexer and request their repetition according to the channel parameters;

· Supply the CW (TEK) to the scrambler for use in the specified Crypto period.

· CWG (Control Word Generator - TEK generator). This component is responsible for generating control words used in scrambler initialization stream. The exact functionality of the Scrambler is implementer specific. The Control Word Generator shall be able to provide the SCS with control words.

· ECMG (Entitlement Control Message Generator) or BCAST STKM Generator (STKMG). The ECMG shall receive CWs in a CW provision message as well as access criteria and shall reply with an ECM or an error message. The ECMG does not support ECM repetition. This corresponds to STKM generation in BCAST. 

· EMMG (Entitlement Management Message Generator) or BCAST LTKM Generator (LTKMG). This component, supplied by the KMS system provider shall interface over a specified interface to the multiplexer. The EMMG initiates connections to the multiplexer. This corresponds to LTKM generation in BCAST.

Mapping on the OMA BCAST head-end architecture with these elements is shown in Figure 18.
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Figure 18 – OMA BCAST Head-end Architecture
The interfaces between the different elements are then as follows. The reference architecture can be mapped to BCAST head-end architecture as follows:

1. Interface ECMG/STKMG ( SCS SHALL be implemented according to [SIMULCRYPT], Section 5 and the modifications in this specification, Section ‎13.1.1.3.1.

2. Interface EMMG/LTKMG ( Multiplex MAY be implemented according to [SIMULCRYPT], Section 6 and the modifications in this specification, Section ‎13.1.1.3.2.

Any other interface is out of the scope of this specification and may be proprietary.

Encryption parameters for IPsec, ISMACryp or SRTP are generated by the TEK generator and sent to the SCS. The SCS transfers them to the STKMG as defined in [SIMULCRYPT], allowing the STKMG to generate the appropriate STKMs for DRM Profile and / or Smartcard Profile.

13.1.2.4 Adaptation of Simulcrypt interfaces to OMA BCAST

13.1.2.4.1 Interface ECMG/STKMG ( SCS

This interface allows a KMS system to provide a SCS with ECMs/STKMs under the control of this SCS. The following provides adaptations of some parameters on this interface. The combination Super_CAS_id + ECM_id identifies uniquely an STKM stream in the whole system. On this interface, the SCS sends TEKs to an ECMG to allow it to generate STKMs. The SCS knows which ECMG it contacts by using the Super_CAS_id. The SCS indicates to the ECMG for which STKM stream the TEKs are used for STKM generation by using the ECM_id, which links to the stkmstream value (also used in the SDP). This allows the ECMG to make the link with the Service Guide information related to the protected stream.

The Super_CAS_id is a 4-byte identifier that uniquely identifies a KMS system provider and BSM. The first 2 bytes of the Super_CAS_id for the DRM Profile are 0x01. The first 2 bytes of the Super_CAS_id for the Smartcard Profile are 0x02. The last 2 bytes are defined by the user (as an example, they can allow to identify the “serviceprovider” or BSM)

The ECM_id is a 2-byte identifier internal to a given ECMG. It is used by the MUX to map the ECM to the correct IP address and port. It is equal to the stkmstream value, as defined in Section ‎10.1.3 (in this case, the stkmvalue has to be unique across all SDP for a given KMS in a BSM) or it is an ID valid in the head-end only that allows both entities to uniquely identify STKM streams.

The ECM_datagram format is extended for BCAST and can also be formatted as STKM. As a consequence, the section_TSpkt_flag is equal to:
	0x02
	The ECMs carried on the interface are in binary STKM format as defined for the DRM Profile or the Smartcard Profile.

	All other values are DVB reserved and SHALL not be used.


The ECM_datagram is the actual STKM to be sent by the SCS to the MUX. Depending of the value of the Super_CAS_id, it is either a DRM Profile STKM as defined in Section ‎5.5 or a Smartcard Profile STKM as defined in Section ‎6.5.

13.1.2.4.2 Error messages on ECMG/STKMG ( SCS

Errors messages defined in [SIMULCRYPT], section 5.6, are supported. Errors messages defined in ‎Appendix C are also supported and are in the range 0x8000 to 0xFFFF, i.e., for example, error message 000 defined in ‎Appendix C is coded as 0x8000.

13.1.2.4.3 Using ECMG/STKMG ( SCS in BCAST (Informative)
This section shows a possible method to use the ECMG/STKMG ( SCS interface in the scope of BCAST. This is provided as an example only.

There is one instantiation of the SCS for each encrypted service in the BSDA. The connection between a SCS and an ECMG/STKM is established in three steps:

· A TCP connection is established as described in section 5.1.2 of [SIMULCRYPT]

· A “Channel” is set-up on top of this TCP connection. The SCS connects to an ECMG/STKMG in the BSM over a TCP connection and assigns to this connection an ECM_channel_id value. This value allows the SCS to uniquely identify the channel to the ECMG/STKMG. This first message contains the super_CAS_id that states which KSM and which service provider are considered. The ECMG/STKMG replies with a status message that contains some information, including its optimal crypto-period, the maximum number of STKM streams it can concurrently create, and the section_TSpkt_flag that defines the format of the STKM it will generate (full detail of this message is given in the channel_status message of section 5.4.3 in [SIMULCRYPT]). It can also reply with a channel_error message.

· On top of this Channel, for each STKM stream that has to be created for the service, a “Stream” is created. The SCS sends a set-up message to the ECMG/STKMG that contains the effective crypto-period duration to use for this STKM stream, the ECM_stream_id equivalent to the ECM_channel_id, and the ECM_id equal to the stkmstream. The ECMG/STKMG replies with a stream_status message or a stream_error message.

Once these three steps are completed, the ECMG/STKMG can provision the SCS with STKMs on the established stream. The CW_provision message allows the SCS to send to the ECMG/STKMG the necessary material (depending on the selected scrambling algorithm, i.e. IPsec, SRTP, or ISMACryp) to create STKMs that are send back in ECM_message response. Sending of TEKs in the CW_provision message can be optionally encrypted with a selectable algorithm.

13.1.2.4.4 Interface EMMG/LTMKG ( Multiplex

This interface allows a BSM to provide a Multiplex with EMMs (LTKMs) under the control of the BSM. This interface applies only if the BSM is creating LTKMs as described for the DRM Profile. LTKMs created for the Smartcard Profile are not broadcasted, but sent over the unicast link the device. The combination {data_type + client_id + data_id} identifies uniquely this new LTKM data stream in the whole system.

The data_type is equal to 0x00, i.e. for EMM/LTKM data which is equivalent to LTKM in OMA BCAST.

The client_id is a 4-byte identifier uniquely identifying a BSM. The first 2 bytes of the client_id are 0x01 (value for the DRM Profile). The last 2 bytes are defined by the user (as an example, they can allow to identify the “serviceprovider” or BSM).

The data_id is a 2-byte identifier correspond to the ECM_id for the ECMG/STKMG, i.e. it is an internal identifier to the EMMG/LTKMG allowing the MUX to map the EMM/LTKM to a given IP address and port.

The datagram format is extended and can also be formatted as LTKM. As a consequence, the section_TSpkt_flag is equal to:

	0x02
	The EMMs carried on the interface are in binary LTKM format as defined for the DRM Profile.

	All other values are DVB reserved and SHALL not be used.


The datagram is the actual LTKM sent to the MUX.

13.1.2.4.5 Error messages on EMMG/LTMKG ( Multiplex

Errors messages defined in [SIMULCRYPT], section 6.2.6, are supported. Errors messages defined in ‎Appendix C are also supported and are in the range 0x8000 to 0xFFFF, i.e., for example, error message 000 defined in ‎Appendix C is coded as 0x8000.

13.1.2.4.6 Using EMMG/LTMKG ( Multiplex in BCAST

This section shows a possible method to use the EMMG/LTKMG ( Multiplex interface in the scope of BCAST. This is provided as an example only.

A channel and then a stream are created over a TCP connection. This follows the same principle than the one presented in Section ‎13.1.1.3.3 for the ECMG/STKMG ( SCS. Each creation level allows negotiating parameters related to this LTKM exchange, parameters are, among others, the KMS and service provider, the format of data (LTKM in this case).

A first difference appears in the optional possibility to negotiate bandwidth allocation for the LKTM stream. The EMMG/LTKMG can request a specific bandwidth, the Multiplex replies with the effective allocated bandwidth.

A second difference is that the LTKM stream can be provided to the Multiplex over UDP instead of TCP.

13.1.3 BCAST Specific Interface
This section defines a BCAST specific interface that is not compatible with the DVB Simulcrypt interface described above. All normative text below applies if interface SP-4 follows this section.

13.1.3.2 Protocol Stacks

The following protocol stack SHALL be used for messages between the BSD/A and the BSM connected via interface SP-4.
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Figure 19 – Protocol Stack for SP-4-1
HTTPS SHALL be used to secure the interface between the BSD/A the BSM. All the messages defined over the SP‑4 interface are XML documents. The XML schema definition is specified in ‎Appendix D.
13.1.3.3 Service and Program key material delivery
For the DRM Profile, SEAK and/or PEAK is sent from the BSM to the BSD/A.

For the Smartcard Profile, SEK and/or PEK is sent from the BSM to the BSD/A. 
As these messages allow the delivery of high-level key material from BSM to BSD/A, the BSM MAY decide not to do so. This means the BSM MAY decide not to send Key_Delivery messages or MAY send an empty Key_Delivery_Confirmation message with Status code 011 "Operation not Permitted". If the BSD/A receives such a reply then the STKM Delivery section applies (see Section ‎13.1.2.4).
13.1.3.3.1 Message flows
Tags are defined in the following table to identify the type of each message. There are two cases for the delivery of SEAK or SEK and/or PEAK or PEK. 
1. In the first case the BSD/A sends a Key_Request message to the BSM. The BSM then sends a Key_Request_Response message to the BSD/A. 
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Figure 20 – Message Flow Between BSD/A and BSM for Delivery of Service and Program Key Material
2. In the second case the BSM sends a Key_Delivery message to the BSD/A. The BSD/A then sends a Key_Delivery_Confirmation message to the BSM.
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Figure 21 – Alternative Message Flow Between BSD/A and BSM for Delivery of Service and Program Key
	Tag
	Message Type
	Key

	1
	Key Request 
	SEAK/PEAK or SEK/PEK

	2
	Key Request Response
	SEAK/PEAK or SEK/PEK

	3
	Key Delivery (same as Key Request Response)
	SEAK/PEAK or SEK/PEK

	4
	Key Delivery Confirmation
	SEAK/PEAK or SEK/PEK


13.1.3.3.1.2. Key Request 

This message is sent from the BSD/A to the BSM for the acquisition of SEAK/PEAK or SEK/PEK, which in turn enables BSD/A to generate Short Term Key Messages (STKMs)

	Name
	T
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	Description
	Data Type

	KeyRequest
	E
	
	
	Key Request Message

Contains the following attributes


- tag


- version


- messageID



- destination

- source

- time
Contains the following elements


- GlobalServiceID


- GlobalContentID


- ScheduleID


- KeyStartTime


- KeyEndTime
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	A
	M
	1
	This message ID
	string

	
	
	
	
	
	

	destination
	A
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	string

	time
	A
	O
	0..1
	The time when this message is sent
	dateTime


	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. Used if service protection is program based. Only GlobalContent ID which is related to the GlobalService ID is allowed. 
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identieifer of the schedule that is protected. Used if service protection is program based. Only Schedule ID which is related to the GlobalService ID is allowed. 
	anyURI

	KeyStartTime
	E1
	M
	1
	Provides the start time of the period for which the BSD/A requires a SEAK or SEK and/or PEAK or PEK for creating secured STKMs

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	KeyEndTime
	E1
	M
	1
	Provides the end time of the period for which the BSD/A requires a SEAK or SEK and/or PEAK or PEK for creating secured STKMs.

This field expressed as the first 32bits integer part of NTP timestamps. 
	unsignedInt


13.1.3.3.1.3. Key Request Response
After the reception of the Key_Request message, the BSM sends this message to the BSD/A for the delivery of SEAK/PEAK or SEK/PEK. In case a SEAK or SEK is used for Service Protection, the use of the SEAK or SEK is bound by its start and end-times. During the lifetime of the Service, the SEAK can be changed periodically. In case a PEAK is used for Service Protection, the PEAK is used throughout the total lifetime of the Program. If both PEAK and SEAK are used in parallel, then the TEK encrypted with the PEK and the PEK encrypted with the SEK SHALL be present in the STKM. When only the PEAK is provided, the STKM should only include the TEK encrypted with the PEK.  
	Name
	T
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e
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	Description
	Data Type

	KeyRequestResponse
	E
	
	
	Response to the Key Request message

Contains the following attributes:


 tag


 version


 messageID



 destination


 source


 status


 time

Contains the following elements:


GlobalServiceID


GlobalContentID


ScheduleID


SPPType


ServiceKey


ProgramKey


AccessCriteriaDescriptor


ProtectionAfterReceptionFlag


TerminalBindingFlag
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	message ID
	A
	M
	1
	Key Request Message ID
	string

	
	
	
	
	
	

	
	
	
	
	
	

	destination
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	string

	status
	A
	M
	1
	Indication of the reception status of Key Request Message. Global Status codes are used as specified in ‎Appendix C.
	unsignedByte

	time
	A
	O
	0..1
	The time when this message is sent
	dateTime


	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the key request message.
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the key request message.
	anyURI

	SPPType
	E1
	M
	1
	This specifies the type of the Service protection profile used by the BSM.

0 if service protection profile == DRM Profile
1 if service protection profile == Smartcard Profile
2-127 reserved for future use

128-255 reserved for proprietary use 
	unsignedByte

	ServiceKey
	E1
	O
	0..N
	It specifies the SEAK or SEK

Contains the following attribute:


 keyIdentifier

 value 

Contains the following elements:


 ServiceKeyStart


 ServiceKeyEnd


 ServiceKeyMTKStart


 ServiceKeyMTKEnd
	

	keyIdentifier
	A
	M
	1
	Provides the identifier of the SEAK/SEK. The SEAK/SEK identifier is the same as the one provided to the terminal with the LTKM and is included with the STKM generated by the BSDA

For the DRM Profile the SEK ID is the TBD
For the Smartcard Profile using (USIM) the SEK ID is the MSK ID (TBD bits).
	hexBinary

	value
	A
	M
	1
	This field contains the SEAK if SPP type == 0

This field contains the SEK if SPP type == 1
	hexBinary

	ServiceKeyStart
	E2
	M
	1
	Provides the start time of the period in which the SEAK or SEK provided can be used by the BSD/A in creating secured STKMs.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	ServiceKeyEnd
	E2
	M
	1
	Provides the end time of the period in which the SEAK or SEK provided can be used by the BSD/A in creating secured STKMs

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	ServiceKeyMTKStart
	E2
	O
	0..1
	MTK ID start value for MSK validity 
This field is mandatory if SDPP type ==1
	hexBinary

	ServiceKeyMTKEnd
	E2
	O
	0..1
	MTK ID end value for MSK validity 
This field is mandatory if SPP type ==1
	hexBinary

	ProgramKey
	E1
	O
	0..1
	This field contains the PEAK if SPP_type == 0 and is only applicable to the DRM Profile.

This field SHALL NOT be used for the Smartcard Profile. In the Smartcard Profile there is no service key / program key hierarchy available. For the Smartcard Profile the PEK is send using Service Kery fields as described above.

Note: Either Service Key, Program Key or both SHALL be included for the DRM Profile.

Contains attribute:


- keyIdentifier


- value
	hexBinary

	keyIdentifier
	A
	M
	1
	Provides the identifier of the PEAK/PEK. The PEAK/PEK identifier is the same as the one provided to the terminal with the LTKM. 
	hexBinary

	value
	A
	M
	1
	This field contains the PEAK if SPP type == 0

This field contains the PEK if SPP type == 1
	hexBinary

	AccessCriteriaDescriptor
	E1
	O
	0..N
	The Access Criteria Descriptor to be included in the STKM. Whenever access criteria are defined for a piece of Content, then these access criteria take precendence over the access criteria which were defined for the service to which the content item is related. 
	hexBinary

	ProtectionAfterReceptionFlag
	E1
	M
	1
	2 bit field defining the required protection after the removal of the service protection, as specified paragraph 6.3.1
	unsignedByte

	TerminalBindingKey
	E1
	O
	0..1
	An element indicating that a terminal binding key must be used. It contains the following attributes: 

· keyIdentifier

· value
	hexBinary

	keyIdentifier
	A
	M
	1
	Number identifying the Terminal Binding Key ID (TBK ID) that is needed to access the service. This element is only present if the TerminalBindingFlag is present.
	hexBinary

	value
	A
	M
	1
	The value of the terminal binding key
	hexBinary


13.1.3.3.1.4. Key Delivery Message

This message is sent from the BSM to the BSD/A for the delivery of SEAK/PEAK or SEK/PEk without a request from the BSD/A. If the BSD/A receives this message, then the BSD/A replies to the BSM with Key Delivery Confirmation message. In case a SEK is used for Service Protection, the use of the SEAK or SEK is bound by its start and end-times. During the lifetime of the Service, the SEK can be changed periodically. In case a PEK is used for Service Protection, the PEK is used throughout the total lifetime of the program. If both PEAK and SEAK are used in parallel, then the TEK encrypted with the PEK and the PEK encrypted with the SEK SHALL be present in the STKM. When only the PEAK or PEK is provided, the STKM should only include the TEK encrypted with the PEK. 

The message is the same as the Key Request Response message defined above in Section ‎13.1.2.2.1.2. The root element of the associated XML schema for this message SHALL have the name “KeyDelivery” instead of “KeyRequestResponse”. Status can be set to any value and SHALL be ignored by BSD/A
13.1.3.3.1.5. Key Delivery Confirmation
This message is sent from the BSD/A to the BSM to acknowledge the reception of Key Delivery Message.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	KeyDeliveryConfirmation
	E
	
	
	Confirmation to the Key Delivery

Contains the following attributes:


 tag


 version


 messageID


  destination


  source


  status

time
Contains the following elements:


GlobalServiceID


GlobalContentID


ScheduleID
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	A
	M
	1
	Key Delivery Message ID
	string

	
	
	
	
	
	

	destination
	A
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	string

	status
	A
	M
	1
	Indication of the reception status of Key Delivery Message. Global Status codes are used as specified in ‎Appendix C.
	unsignedByte

	time
	A
	O
	0..1
	The time when this message is sent
	dateTime


	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected.. This field is mandatory if GlobalContent ID was provided in the key delivery message
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the key delivery message.
	anyURI


13.1.3.4 LTKM and Registration key material delivery
This paragraph describes the delivery of the LTKM and/or Registration key material are from the BSM to the BSD/A over interface SP-4, for subsequent broadcast distribution.  Note that delivery of LTKM and/or registration key material applies to the DRM Profile only.

13.1.3.4.1 Message flows
Tags are defined in the following table to identify each message. There are two cases for delivery of LTKM material for broadcast distribution of LTKM’s or Registration Key Material for subsequent broadcast distribution.

1. In the first case the BSD/A sends a Key_Request message to the BSM. the BSM then sends a  Key_Request_Response message to the BSD/A.  The Key Request Response should contain all LTKMs or registration key material that needs to be broadcast in the requested time period.
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Figure 22 – Message Flow Between BSD/A and BSM for Delivery of LTKM and Registration Key Material
2. In the second case the BSM sends a Key_Delivery message to the BSD/A. The BSD/A then sends a Key_Delivery_Confirmation message to the BSM. 

. 
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Figure 23 – Alternative Message Flow Between BSD/A and BSM for Delivery of LTKM and Registration Key Material
	Tag
	Message Type
	Key

	5
	Key_Request
	Long-Term Key Message

	6
	Key_Request_Response
	Long-Term Key Message

	7
	Key_Delivery (same as Key_Request_Response)
	Long-Term Key Message

	8
	Key_Delivery_Confirmation
	Long-Term Key Message

	9
	Key_Request
	Key Material for Registration

	10
	Key_Request_Response
	Key Material for Registration

	11
	Key_Delivery (same as Key Request Response)
	Key Material for Registration

	12
	Key_Delivery_Confirmation
	Key Material for Registration


13.1.3.4.1.2. LTKM or Registration Key Material Request 

This message is sent from the BSD/A to the BSM for the request for the delivery of LTKM or Registration Key material for broadcast distribution of LTKM’s or Registration Key Material..

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	LTKMorRegRequest
	
	
	
	Key Request Message

Contains the following attributes:


 tag


 version


 messageID

  destination


  source


  time
Contains the following elements:


 GlobalServiceID


 GlobalContentID


 ScheduleID


 DistributionStart

              DistributionEnd
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	A
	M
	1
	This message ID
	string

	destination
	A
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	sourceID
	A
	M
	1
	BSD/A ID (Note: To be independent of underlying network protocols, Source is included in the message.)
	string

	time
	A
	O
	0..1
	The time when this message is sent
	dateTime

	GlobalServiceID
	E1
	M
	1
	Identifier of the target service
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. Only GlobalContent ID which is related to the GlobalService ID is allowed.
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. Only Schedule ID which is related to the GlobalService ID is allowed.
	anyURI

	DistributionStart
	E1
	M
	1
	This field is mandatory if LTKM or Registration Key material is provided. Provides the start time of the period in which the LTKM or Registration Key material should be distributed by the BSD/A.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	DistributionEnd
	E1
	M
	1
	This field is mandatory if LTKM or Registration Key material is provided. Provides the end time of the period in which the LTKM or Registration Key material should be distributed by the BSD/A.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt


13.1.3.4.1.3. LTKM or Registration Key Material Request Response
After the reception of the Key Request Message, the BSM sends this message to the BSD/A for the delivery of LTKM or Registration Key material for broadcast distribution of LTKM’s or Registration Key Material. 

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	LTKMorRegRequestResponse
	
	
	
	Key Request Response

Contains the following attributes:


 tag


 version


 messageID

 destination


 source


  status

  time
Contains the following elements:


 GlobalServiceID


 GlobalContentID


 ScheduleID


 Data


 DistributionStart


 DistributionEnd
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	A
	M
	1
	Key Request Message ID
	string

	destination
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSM ID (Note: To be independent of underlying network protocols, Source is included in the message.)
	string

	status
	A
	M
	1
	Indication of the reception status of Key Request Message. Global Status codes are used as specified in ‎Appendix C.
	unsignedByte

	time
	A
	O
	0..1
	The time when this message is sent
	dateTime

	GlobalServiceID
	E1
	M
	1
	Identifier of the target service
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the Key request message.
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the Key request message.
	anyURI

	Data
	E1
	O
	0..N
	LTKM material for broadcast distribution of LTKM’s or Registration Key Material for subsequent broadcast distribution.

For LTKM material a single data element carries a single BCRO. 

For Registration Key material a single data element carries a single message of either one of the messages below:

- device_registration_response(), 
- update_ri_certificate_msg(), 
- update_drmtime_msg(), 
- update_contact_number_msg(), 
- re_register_msg(), 
- token_delivery_response(), 
- domain_registration_response(), 
- domain_update_response(), 
- join_domain_msg(), 
- leave_domain_msg(),

as specified in section 7 of [XBS DRM extensions-v1.0]
	hexBinary

	DistributionStart
	E1
	O
	0..1
	This field is mandatory if LTKM or Registration Key material is provided. Provides the start time of the period in which the LTKM or Registration Key material should be distributed by the BSD/A.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	DistributionEnd
	E1
	O
	0..1
	This field is mandatory if LTKM or Registration Key material is provided. Provides the end time of the period in which the LTKM or Registration Key material should be distributed by the BSD/A.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt


13.1.3.4.1.4. LTKM or Registration Key Material Delivery

This message is sent from the BSM to the BSD/A for the delivery of LTKM material for broadcast distribution of LTKM’s or Registration Key Material without a request from the BSD/A. If the BSD/A receives this message, then the BSD/A replies to the BSM with Key_Delivery_Confirmation message.
This message is the same as the LTKM or Registration Key Material Request Response message defined above in Section ‎13.1.2.3.1.2. The root element of the associated XML schema for this message SHALL have the name “LTKMorRegDelivery” instead of “LTKMorRegRequestResponse”. Status can be set to any value and SHALL be ignored by BSD/A.
13.1.3.4.1.5. LTKM or Registration Key Material Key Delivery Confirmation

This message is sent from the BSD/A to the BSM to acknowledge the receipt of the LTKM or Registration Key Material Delivery message.
This message is the same as the Key Delivery Confirmation message defined above in Section ‎13.1.2.2.1.4.
13.1.3.5 STKM Delivery
This paragraph describes the delivery of STKM’s from the BSM to the BSD/A or from the BSD/A to the BSM over interface SP-4. The STKM delivered from the BSM to the BSD/A can be sent to Terminal using broadcast channel. The STKM delivered from the BSD/A to the BSM can be sent to Terminal using interaction channel.
13.1.3.5.1 Message flows from BSM to BSD/A

Tags are defined in the following table to identify a type of each message. There are two cases for delivery of STKM to the BSD/A when STKM generation is done by BSM.
1. The first case consists of the STKM Request message by the BSDA and the Response with the Delivery of the STKM data by the BSM, i.e. BSD/A initiated STKM request. 
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Figure 24 – Message Flow Between BSD/A and BSM for Delivery STKMs
2. The second case is BSM initiated. In this case the BSM requests a set of TEK’s from the BSDA which it will use during a specific time period to encrypt the service or program. In response, the BSDA delivers the TEKs and the associated security protocol parameters. With this data, the BSM can send an STKM delivery message to the BSD/A. The BSD/A confirms this delivery message.
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Figure 25 – Alternative Message Flow Between BSD/A and BSM for Delivery STKMs
Services can be shared between multiple BSM’s, where each BSM uses it’s own SEK and it’s own SEK validity time. Furthermore the validity of the SEK is coupled to the TEK ID for anti-replaySo when the TEK ID is wrapped around, the TEK has to be encrypted with the new SEK. . E.g. in the case of protection at the RTSP layer with the Smartcard Profile the amount of TEK ID’s are limited to 16 bits. Therefore wrap around time and wrap around indicators are included as attributes of each TEK. These TEK wrap around times cannot be chosen randomly, but should be coordinated with the subscription periods of the BSM, e.g. at the end of each month or week
	Tag
	Message Type
	Key

	23
	STKM_Request
	TEK

	24
	STKM_Response
	STKM

	25
	Partial_STKM_Request
	Partial STKM including TEK

	26
	Partial_STKM_Response
	Partial STKM including TEK

	27
	STKM_Delivery (same as STKM_Response)
	STKM

	28
	STKM_Delivery_Confirmation
	STKM


13.1.3.5.1.2. STKM Request 

This message is sent from the BSD/A to the BSM for the acquisition of the Short Term Key Messages.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	STKMRequest
	
	
	
	Request message for STKMs

Contains the following attributes


 tag


 version


 messageID

  destination


  source


  time
Contains the following elements:


 GlobalServiceID


 GlobalContentID


 ScheduleID


 SPPType


 KeyMaterial
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	A
	M
	1
	This message ID
	string

	destination 
	A
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	string

	time
	A
	O
	0..1
	The time when this message is sent
	dateTime

	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. Used if service protection is program based. Only GlobalContent ID which is related to the GlobalService ID is allowed. 
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. Only Schedule ID which is related to the GlobalService ID is allowed. 
	anyURI

	SPPType
	E1
	M
	1
	This specifies the type of the Service protection profile used by the BSM.

0 if service protection profile == DRM Profile

1 if service protection profile == Smartcard Profile

2-127 reserved for future use

128-255 reserved for proprietary use 
	unsignedByte

	KeyMaterial
	E1
	M
	1..N
	The key material used to encrypt the service or program

Contains the following attributes:


 masterKey


 masterSalt


 type

               traffic_authentication_flag


 validityTime

 cryptoPeriod


 wrapAroundTime


 wraAaroundInidcator

Contains the following element


 TrafficProtectionProtocolParameters


 NextTrafficKey
	

	masterKey
	A
	M
	1
	The master key used for traffic and content encryption 
	hexBinary

	masterSalt
	A
	M
	1
	The master Salt used for traffic and content encryption
	hexBinary

	type
	A
	M
	1
	The traffic protection protocol used. This attribute can have the following values, as specified in the STKM in paragraph 6.3.1. 
 Allowed values are:

 0 if traffic_protection_protocol == TKM_ALGO_IPSEC

 1 if traffic_protection_protocol == TKM_ALGO_SRTP

 2 if traffic_protection_protocol ==

TKM_ALGO_AUENCRYP

 3 if traffic_protection_protocol == TKM_ALGO_DCF
 4-127 reserved for future use

 128-255 reserved for proprietary use
	unsignedByte

	traffic_authentication_flag
	A 
	M
	1
	True if the traffic_authentication_flag in the STKM should be set to TKM_FLAG_TRUE (authentication will be used). False otherwise.
	boolean

	validityTime
	A
	M
	1
	NTP time when the traffic encryption key is used to encrypt the service or program. This value indicates to the BSM which Service Key it needs to use to encrypt the traffic encryption key.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	cryptoPeriod
	A
	M
	1
	The crypto period used for service protection. The Validity-Time of the next TEK SHOULD be 1 crypto period later than the Validity Time of this TEK. 
	unsignedInt

	wrapAroundTime
	A
	M
	1
	This indicates the wrap around time of the TEK sequence to which this TEK belongs. After the TEK wrap around time the TEK key indicator, master key index or security parameter index is reset. This field is used to indicate that the first TEK after the Wrap around time SHOULD be encrypted with a new SEK.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	wrapAroundIindicator
	A
	M
	1
	This field is set to “TRUE” for the first TEK after the Wrap around time has passed. It is used to indicate that this and subsequent TEKs SHOULD be encrypted with a new SEK. 
	boolean

	
	
	
	
	




	


	TrafficProtectionProtocolParameters
	E2
	M
	1
	This specifies the data related to the traffic protection protocol for the STKM, as defined in the STKM in Section 5.5.
Contains the following elements:
               SPI

               MKI

               KeyIndicator

               KeyIdentifier

Note the following:

· SPI is mandatory in case ‘type’ of ‘KeyMaterial’ is 0

· MKI is mandatory in case ‘type’ of ‘KeyMaterial’ is 1

· KeyIndicator is mandatory in case ‘type’ of ‘KeyMaterial’ is 2

· KeyIdentifier is mandatory in case ‘type’ of ‘KeyMaterial’ is 3

· 

	

	
	
	
	
	
	


	SPI
	E3
	O
	0..1
	Security Parameter Index.

Contains the following attributes:


 spi


 nextSpi
	

	spi
	A
	M
	1
	security_parameter_index
	unsignedInt

	nextSpi
	A
	M
	1
	next_security_parameter_index
	unsignedInt

	MKI
	E3
	O
	0..1
	Master Key Index

Contains the following attributes:


 mkilength


 mki


 mediaFlows
	

	mkiLength
	A
	M
	1
	master_key_index_length
	unsignedInt

	mki
	A
	M
	1
	master_key_index
	unsignedInt

	mediaFlows
	A
	M
	1
	number_of_media_flows
	int

	KeyIndicator
	E3
	O
	0..1
	Key Indicator

Contains the following attributes:

              keyIndicatorLength


 keyIndicator
	

	keyIndicatorLength
	A
	M
	1
	key_indicator_length
This field is mandatory in case ‘Type’ of ‘Key material’ is 2
	unsignedInt

	keyIndicator
	A
	M
	1
	key_indicator
	unsignedInt

	KeyIdentifier
	E3
	O
	0..1
	Key Identifier

Contains the following attributes:

              keyIdentifierLength


 keyIdentifier
	

	keyIdentifierLength
	A
	M
	1
	key_identifier_length
	unsignedInt

	keyIdentifier
	A
	M
	1
	The key identifier
	hexBinary

	NextTrafficKey
	E2
	O
	0..1
	Flag for indication of the next traffic key in an STKM. If true, the STKM SHALL also include the next encrypted traffic key.

Note that this field is only relevant to DRM profile STKMs.
Next traffic key has the following attributes, only if Next traffic key is set to “TRUE”:


 masterKey


 masterSalt
	boolean

	masterKey
	A
	O
	0..1
	The next master key used to encrypt the service or program. This field is mandatory if next traffic key is “TRUE”
	hexBinary

	masterSalt
	A
	O
	0..1
	The next Master Salt used to encrypt the service or program. This field is mandatory if next traffic key is “TRUE”
	hexBinary

	keyIdentifier
	A
	
	
	
	


13.1.3.5.1.3. STKM Response 

After the reception of the STKM Request message, the BSM sends this message to the BSD/A for the delivery of STKM. 

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	STKMResponse
	E
	
	
	This message is the response to the STKM Request message.

Contains the following attributes


 tag


 version


 messageID

 destination


 source


 status

 time
Contains the following elements:


 GlobalServiceID


 GlobalContentID


 ScheduleID


 STKM
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	A
	M
	1
	Key Request Message ID
	string

	destination
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	string

	status
	A
	M
	1
	Indication of the reception status of STKM Request Message. Global Status codes are used as specified in ‎Appendix C.
	unsignedByte

	time
	A
	O
	0..1
	The time when this message is sent
	dateTime

	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the STKM request message.
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the STKM request message.
	anyURI

	STKM
	E1
	M
	1..N
	The STKM

STKM has the following attribute:


- validityTime 
	hexBinary

	validityTime
	A
	M
	1
	This validityTime attribute is used to associate the stkm with the TEK. The validityTime of the STKM SHALL be the same as the validityTime of the TEK to which this stkm is associated. 

This field is expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt


13.1.3.5.1.4. Partial STKM Request Message 

The Partial STKM Request message is used by the BSM to request a set of TEKs from the BSD/A to deliver a set of TEKs to be used for the encryption of the service or program. The set of TEKs to be delivered are indicated by a start time and an end time in the request message.
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	PartialSTKMRequest
	
	
	
	Partial STKM Request Message

Contains the following attributes


 tag


 version


 messageID

 destination


 source

 time
Contains the following elements:


 GlobalServiceID


 GlobalContentID


 ScheduleID


TEKStartTime


 TEKEndTime
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	A
	M
	1
	This message ID
	string

	destination
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	string

	time
	A
	O
	0..1
	The time when this message is sent
	dateTime

	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. Used if service protection is program based. Only GlobalContent ID which is related to the GlobalService ID is allowed.
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. Only Schedule ID which are related to the GlobalService ID is allowed.
	anyURI

	TEKStartTime
	E1
	M
	1
	This is the start time of the TEKs that are used for the encryption of the service or program.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	TEKEndTime
	E1
	M
	1
	This is the end time of the TEK that are used for the encryption of the service or program.

This field expressed as the first 32bits integer part of NTP timestamps.. 
	unsignedInt


13.1.3.5.1.5. Partial STKM response message

The Partial STKM Response message is used by the BSD/A to deliver the TEK’s and the associated traffic protection protocol parameters to the BSM.  

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	PartialSTKMResponse
	E
	
	
	Partial STKM Response Message

Contains the following attributes


 tag


 version


 messageID

 destination


  source


  status

 time
Contains the following elements:


 GlobalServiceID


 GlobalContentID


 ScheduleID

              SPPType



 KeyMaterial
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	A
	M
	1
	This message ID
	string

	destination 
	A
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	string

	status
	A
	M
	1
	Indication of the reception status of TEK Request Message. Global Status codes are used as specified in ‎Appendix C.
	unsignedByte

	sime
	A
	O
	0..1
	The time when this message is sent
	dateTime

	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. Used if service protection is program based. This field is mandatory if Global Content ID was provided in the TEK request message. 
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the TEK request message.
	anyURI

	SPPType
	E1
	M
	1
	This specifies the type of the Service protection profile used by the BSM.

0 if service protection profile == DRM Profile

1 if service protection profile == Smartcard Profile

2-127 reserved for future use

128-255 reserved for proprietary use 
	unsignedByte


	KeyMaterial
	E1
	M
	1..N
	The key material used to encrypt the service or program

KeyMaterial has the following attributes:


- masterKey


- masterSalt


- type

             - traffic_authentication_flag


-validityTime

- cryptoPeriod


- wrapAroundTime


- wrapAroundInidcator

KeyMaterial contains the following elements

- TrafficProtectionProtocolParameters 


- NextTrafficKey
	

	
	
	
	
	




	

	masterKey
	A
	M
	1
	The master key used for traffic and content encryption 
	hexBinary

	masterSalt
	A
	M
	1
	The master Salt used for traffic and content encryption
	hexBinary

	type
	A
	M
	1
	The traffic protection protocol used. This attribute can have the following values, as specified in the STKM in paragraph 6.3.1
: 
- 0 if traffic_protection_protocol == TKM_ALGO_IPSEC

- 1 if traffic_protection_protocol == TKM_ALGO_SRTP

- 2 if traffic_protection_protocol ==

 TKM_ALGO_AUENCRYP

- 3 if traffic_protection_protocol == TKM_ALGO_DCF
 4-127 reserved for future use

 128-255 reserved for proprietary use
	unsignedByte

	traffic_authentication_flag
	A
	M
	1
	True if the traffic_authentication_flag in the STKM should be set to TKM_FLAG_TRUE (authentication will be used). False otherwise. 
	boolean

	validityTime
	A
	M
	1
	NTP time when the traffic encryption key is used to encrypt the service or program. This value indicates to the BSM which Service Key it needs to use to encrypt the traffic encryption key.

This field expressed as the first 32bits integer part of NTP timestamps.

The NTP value SHALL be bound by the start and end-times as indicated in the TEK request message.
	unsignedInt

	cryptoPeriod
	A
	M
	1
	The crypto period used for service protection. The Validity-Time of the next TEK SHOULD be 1 crypto period later than the Validity Time of this TEK. 
	unsignedInt

	wrapAroundTime
	A
	M
	1
	This indicates the wrap around time of the TEK sequence to which this TEK belongs. After the TEK wrap around time the TEK key indicator, master key index or security param,ter index is resetted. This filed is used to indicate that after the first TEK after the Wrap around time SHOULD be encrypted with a new SEK.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	wrapAroundIndicator
	A
	M
	1
	This field is set to “TRUE” for the first TEK after the Wrap around time has passed. It is used to indicate that this and subsequent TEKs SHOULD be encrypted with a new SEK. 
	boolean

	
	
	
	
	


             

	

	TrafficProtectionProtocolParameters
	E2
	M
	1
	This specifies the data related to the traffic protection protocol for the STKM, as defined in the STKM in Section ‎5.5.
Contains the following elements:
               SPI

               MKI

               KeyIndicator

               KeyIdentifier

Note the following:

· SPI is mandatory in case ‘type’ of ‘KeyMaterial’ is 0

· MKI is mandatory in case ‘type’ of ‘KeyMaterial’ is 1

· KeyIndicator is mandatory in case ‘type’ of ‘KeyMaterial’ is 2

· KeyIdentifier is mandatory in case ‘type’ of ‘KeyMaterial’ is 3

· 



	

	
	
	
	
	
	

	SPI
	E3
	O
	0..1
	Security Parameter Index.

Contains the following attributes:


 spi


 nextSpi
	

	spi
	A
	M
	1
	security_parameter_index
	unsignedInt

	nextSpi
	A
	M
	1
	next_security_parameter_index
	unsignedInt

	MKI
	E3
	O
	0..1
	Master Key Index

Contains the following attributes:


 mkilength


 mki


 mediaFlows
	

	mkiLength
	A
	M
	1
	master_key_index_length
	

	mki
	A
	M
	1
	master_key_index
	unsignedInt

	mediaFlows
	A
	M
	1
	number_of_media_flows
	int

	KeyIndicator
	E3
	O
	0..1
	Key Indicator

Contains the following attributes:

              keyIndicatorLength


 keyIndicator



	

	keyIndicatorLength
	A
	M
	1
	key_indicator_length
	unsignedInt

	keyIndicator
	A
	M
	1
	key_indicator
	unsignedInt

	KeyIdentifier
	E3
	O
	0..1
	Key Identifier

Contains the following attributes:

              keyIdentifierLength


 keyIdentifier
	

	keyIdentifierLength
	A
	M
	1
	key_identifier_length
	unsignedInt

	keyIdentifier
	A
	M
	1
	key_identifier
	hexBinary

	
	
	
	
	

	

	NextTrafficKey
	E2
	O
	0..1
	Flag for indication of the next traffic key in an STKM. If true, the STKM SHALL also include the next encrypted traffic key.

Next traffic key has the following attribute, only if Next traffic key is set to “TRUE”:


- trafficKey
	boolean

	trafficKey
	A
	O
	0..1
	The next traffic encryption key used to encrypt the service or program. This field is mandatory if next traffic key is “TRUE”
	hexBinary


13.1.3.5.1.6. STKM Delivery
This message is used by the BSM to deliver the STKM to the BSDA.

This message is the same as the STKM Response message defined above in Section ‎13.1.2.4.1.2. The root element of the associated XML schema for this message SHALL have the name “STKMDelivery” instead of “STKMResponse”. Status can be set to any value and SHALL be ignored by BSD/A.
13.1.3.5.1.7. STKM Delivery Confirmation
This message is used by the BSD/A to confirm the reception of the STKM delivery message.

This message is the same as the Key Delivery Confirmation message defined above in Section ‎13.1.2.2.1.4. The root element of the associated XML schema for this message SHALL have the name “STKMDeliveryConfirmation” instead of “KeyDeliveryConfirmation”.
13.1.3.5.2 Message flows from BSD/A to BSM

Tags are defined in the following table to identify a type of each message. There are two cases for delivery of STKM to the BSD/A when STKM generation is done by the BSD/A.

1. The first case consists of the STKM Request message by the BSM and the Response with the Delivery of the STKM data by the BSD/A, i.e. BSM initiated STKM request. 
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Figure 26 – Message Flow Between BSM and BSD/A for Delivery STKMs
2. The second case is BSD/A initiated. In this case the BSD/A sends an STKM delivery message to the BSM. The BSM confirms this delivery message.
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Figure 27 – Alternative Message Flow Between BSM and BSD/A for Delivery STKMs
	Tag
	Message Type
	Key

	29
	STKM_Request
	STKM

	30
	STKM_Response
	STKM

	31
	STKM_Delivery (same as STKM_Response)
	STKM

	· 32
	· STKM_Delivery_Confirmation
	· STKM


13.1.3.5.2.2. STKM Request
This message is send from the BSM to the BSD/A for the acquisition of the STKM. This message is the same as the Key Request message defined in Section ‎13.1.2.3.1.1. The root element of the associated XML schema for this message SHALL have the name “STKMRequest” instead of “KeyRequest”.

13.1.3.5.2.3. STKM Request Response
This message is used by the BSD/A to delivery the STKM to the BSM. This message is the same as the STKM Response message defined above in Section ‎13.1.2.4.1.2.
13.1.3.5.2.4. STKM Delivery
This message is used by the BSD/A to deliver the STKM to the BSM.

This message is the same as the STKM Response message defined above in Section ‎13.1.2.4.1.2. The root element of the associated XML schema for this message SHALL  have the name “STKMDelivery” instead of “STKMResponse”. Status can be set to any value and SHALL be ignored by BSD/A.
13.1.3.5.2.5. STKM Delivery Confirmation
This message is used by the BSM to confirm the reception of the STKM delivery message.

This message is the same as the Key Delivery Confirmation message defined above in Section ‎13.1.2.2.1.4. The root element of the associated XML schema for this message SHALL have the name “STKMDeliveryConfirmation” instead of “KeyDeliveryConfirmation”.
13.2 Interface CP-4
Interface CP-4 has three functions:

1) To deliver Service and Program key material from SP-M in the BSM to the SP-KD in the BSD/A for the service protection. 

2) To deliver the LTKM and/or Registration key material from SP-M in the BSM to SP-KD in the BSD/A, for subsequent broadcast distribution of these data..
3) To deliver of the STKM’s from the BSM to the BSD/A.

A BSM that support service and/or content protection SHALL support Interface CP-4. A BSD/A that support service and/or content protection SHALL support Interface CP-4.
The message flows for interface CP-4 are the same as the message flows for SP-4. Therefore the same protocol stack and messages as described for SP-4 SHALL be used for CP-4. The technical difference between SP-4 and CP-4 is the value of the “Protection After Reception Flag” element in the “Service and Program Key material delivery” messages. In case content protection needs to be applied, the BSM sets the “Protection After Reception Flag” to value 0x00, 0x01 or 0x02 as defined in Section ‎5.5.1. Setting the “Protection After Reception Flag” to 0x03 is applied in case of service protection. This is valid for both streams and files. 

Files can be protected using DCF. DCF files can be offered by the BSA or Content Creator. In this case the file is transported as any other file to the terminal. In case service ort content protection is required for a file, the file has to be protected using DCF by the BSD/A. Therefore, a BSD/A that supports service and/or content protection SHALL support DCF protection of files. Note, that also DCF files, which were protection by the BSA or Content Creator can be additionally encapsulated in another DCF for additional service or content protection, i.e. DCF inside a DCF. The usage rights of the ‘outer’ DCF file is dictated by the “Protection After Reception Flag”. The usage rights of the ‘inner’ DCF is dictated by the Rights Objects that the device has for the file, that were provided by the BSA or Content Creator.

�Row just moved


�Rows just moved.


�row moved plus cardinality changed to 0..1


�Outdated ref. Should be 5.5. or 7.2.


�This has been deleted because it contains only a single child element after removing SynchronizationSource. The former child element now replaces the old TrafficProtectionParameters parent element.


�Deleted because SynchronizationSource is not used in STKM anymore.


�This has been moved one row up, and “3-127” has been replaced by “2-127”.


�[This reference is wrong – should either be 5.5 (defining the STKM structure] or 7.2 (defining the constants for TKM_ALGO_XXX)]


�SynchronizationSource removed because it is no longer part of the STKM. Note on <choice> removed because it does not work this way (we cannot base a choice on values of elements or attributes in XML schema. If such behaviour is desired, we must re-design the table.
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