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1 Reason for Change

Comment XBS013 states the following:
	XBS013
	08/01/2006
	T
	6.3.2
	Source: Fraunhofer IIS

From: OMA-BCAST-2006-0069


Comment:

The Broadcast Registration Request extension of the ROAP-RegistrationRequest message does not include the necessary fields for registration of a Device to a Flexible Subscriber Group.
Proposed Resolution:

Add the fields flexibleSubscriberGroupAddress and flexiblePositionInGroup to the schema.
	Status: OPEN


This CR resolves the comment by adding the necessary fields with descriptions to the XML schema in the XBS specification.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the document.
6 Detailed Change Proposal

6.3.2 Registration Response

A Rights Issuer that receives a ROAP-RegistrationRequest including the Broadcast Registration Request extension and that does not support the broadcast extensions MUST abort the registration procedure and respond accordingly. A Rights Issuer that does support broadcast extensions MUST respond with a ROAP-RegistrationResponse including the following defined Broadcast-Registration extension.

Extensions: The following extensions are defined for the ROAP-RegistrationResponse message in addition to the extensions already defined.

Broadcast Registration: This extension allows an RI to securely transfer broadcast group key material and addressing information as well as the authentication key to use to verify authenticity of BCROs.

The following schema fragment defines the Broadcast Registration extension to the ROAP schema:

<complexType name="roap:SubscriberGroupKey">

  <complexContent>

    <extension base="ds:KeyInfoType">

      <attribute name="node" type="hexBinary"/>
    </extension>
  </complexContent>

</complexType>

<simpleType name="roap:ShortUniqueDeviceNumber">

  <restriction base="string">

    <pattern value="\d{8}"/>
  </restriction>

</simpleType>

<complexType name="roap:SubscriberGroupRegistration">

  <complexContent>

      <sequence> 

        <element name="subscriberGroupAddress" type="roap:SubscriberGroupIdentifier"/>

        <element name="uniqueGroupKey" type="roap:UniqueGroupKey"/>

        <element name="uniqueDeviceKey" type="roap:UniqueDeviceKey" minOccurs="0"/>

        <element name="subscriberGroupKey" type="roap:SubscriberGroupKey" minOccurs="0" maxOccurs="unbounded"/>

        <element name="shortUniqueDeviceNumber" type="roap:ShortUniqueDeviceNumber"/>  

    </sequence>

  </complexContent>

</complexType>

<complexType name="UniqueGroupKey">

  <sequence>

     <element ref="xenc:EncryptedKey"/>

  </sequence>

</complexType>

<complexType name="UniqueDeviceKey">

  <sequence>

     <element ref="xenc:EncryptedKey"/>

  </sequence>

</complexType>

<complexType name="roap:BroadcastRegistration">

  <complexContent>

    <extension base="roap:Extension">

      <sequence> 

        <element name="subscriberGroupRegistration" type="roap:SubscriberGroupRegistration" minOccurs="0"/>

        <element name="rightsIssuerAuthenticationKey" type="roap:RightsIssuerAuthenticationKey" minOccurs="0"/>

        <element name="encKey" type="xenc:EncryptedKeyType"/>
      </sequence>

    </extension>

  </complexContent>

</complexType>
<complexType name="RightsIssuerAuthenticationKey">

  <sequence>

     <element ref="xenc:EncryptedKey"/>

  </sequence>

</complexType>
Subscriber Group Registration

The optional <subscriberGroupRegistration> element holds all information regarding the subscriber group feature: subscriber group address, device position and key material.

In the case of a Fixed Subscriber Group, the <subscriberGroupAddress> element MUST contain the subscriber group base address and the device position. It SHALL NOT contain an access mask.
In the case of a Flexible Subscriber Group, the <subscriberGroupAddress> element MUST contain the flexible group address, the flexible position in group and the Unique Device Filter. It SHALL NOT contain an access mask.
The <uniqueGroupKey> element holds an <xenc:EncryptedKey> element. This MUST hold a <ds:KeyInfo> element, an empty <xenc:EncryptionMethod> element and an <xenc:CipherData> element. The <ds:KeyInfo> element MUST contains a <ds:RetrievalMethod> element of which the URI attribute references the key used to encrypt the subscriber group’s unique group key (UGK). The <xenc:EncryptedKey> element MUST also hold an empty <xenc:EncryptionMethod> element of which the Algorithm attribute identified the algorithm used to protect the UGK. This algorithm MUST be AES-128 Key Wrap, and the value of the Algorithm attribute MUST be "http://www.w3.org/2001/04/xmlenc#kw-aes128". The <xenc:CipherData> element contains the <xenc:CipherValue> element that holds the base64 encoded value of the encrypted UGK.

The optional <uniqueDeviceKey> element holds an <xenc:EncryptedKey> element. This MUST hold a <ds:KeyInfo> element, an empty <xenc:EncryptionMethod> element and an <xenc:CipherData> element. The <ds:KeyInfo> element MUST contains a <ds:RetrievalMethod> element of which the URI attribute references the key used to encrypt the subscriber group’s unique device key (UDK). The <xenc:EncryptedKey> element MUST also hold an empty <xenc:EncryptionMethod> element of which the Algorithm attribute identified the algorithm used to protect the UDK. This algorithm MUST be AES-128 Key Wrap, and the value of the Algorithm attribute MUST be "http://www.w3.org/2001/04/xmlenc#kw-aes128". The <xenc:CipherData> element contains the <xenc:CipherValue> element that holds the base64 encoded value of the encrypted UDK.

The optional <subscriberGroupKey> elements each hold one key associated with the binary tree of key nodes from the subscriber group. Each <subscriberGroupKey> is of type <roap:SubscriberGroupKey> which extends the <ds:KeyInfo> type with a single node attribute. The value of the node attribute is the hexBinary encoded node number of the node associated with the derivation key contained by the <subscriberGroupKey> element. Each <subscriberGroupKey> element MUST hold a <ds:KeyInfo> element, an empty <xenc:EncryptionMethod> element and an <xenc:CipherData> element. The <ds:KeyInfo> element MUST contains a <ds:RetrievalMethod> element of which the URI attribute references the key used to encrypt the subscriber group’s node key of node i (NKi). The <xenc:EncryptedKey> element MUST also hold an empty <xenc:EncryptionMethod> element of which the Algorithm attribute identified the algorithm used to protect the NKi. This algorithm MUST be AES-128 Key Wrap, and the value of the Algorithm attribute MUST be "http://www.w3.org/2001/04/xmlenc#kw-aes128". The <xenc:CipherData> element contains the <xenc:CipherValue> element that holds the base64 encoded value of the encrypted NKi.

The device MUST check the consistency relations between the node keys and its subscriber position as defined by the broadcast extension.

The <shortDeviceUniqueNumber> MUST be included in the RI Context, and MAY be used at a later moment to receive binary push (re)registration messages over the broadcast interface.

Authentication Key

The <rightsIssuerAuthenticationKey> holds an <xenc:EncryptedKey> element. This MUST hold a <ds:KeyInfo> element, an empty <xenc:EncryptionMethod> element and an <xenc:CipherData> element. The <ds:KeyInfo> element MUST contains a <ds:RetrievalMethod> element of which the URI attribute references the key used to encrypt the rights issuer’s authentication key (RIAK). The <xenc:EncryptedKey> element MUST also hold an empty <xenc:EncryptionMethod> element of which the Algorithm attribute identified the algorithm used to protect the RIAK. This algorithm MUST be AES-128 Key Wrap, and the value of the Algorithm attribute MUST be "http://www.w3.org/2001/04/xmlenc#kw-aes128". The <xenc:CipherData> element contains the <xenc:CipherValue> element that holds the base64 encoded value of the encrypted RIAK.

The <encKey> element is of type xenc:EncryptedKeyType from [XMLEnc]. It consists of a wrapped broadcast registration encryption key, KBRK. The id attribute of this element SHALL be present and SHALL have the same value as the value of the URI attribute of the <ds:RetrievalMethod> element in any <ds:KeyInfo> elements inside the subscriber group registration extension. The <ds:KeyInfo> child element of the <encKey> element SHALL identify the wrapping key. The child of the <ds:KeyInfo> element SHALL be of type roap:X509SPKIHash, identifying a particular DRM Agent's public key through the (SHA-1) hash of the DER-encoded subjectPublicKeyInfo value in its certificate.

9.2.2 Subscriber Group Identifier

To identify a subscriber group, a subscriber group subset or a subscriber group unique device, a new identifier type is required. The following schema defines the roap:SubscriberGroupIdentifier identifier:

<complexType name="SubscriberGroupIdentifier">

  <sequence>
     <choice>
      <element name="subscriberGroupBase" type="base64Binary"/>
      <sequence>
        <element name="flexibleGroupAddress" type="base64Binary"/>
        <element name="uniqueDeviceFilter" type="base64Binary" minOccurs="0"/>

      </sequence>
    </choice>
    <choice minOccurs="0">
      <element name="subscriberAccessMask" type="base64Binary"/>

      <element name="subscriberPosition" type="base64Binary"/>
    </choice>
  </sequence>

</complexType>

The SubscriberGroupIdentifier MUST contain either a <subscriberGroupBase> element or a <flexibleGroupAddress> element. If a Device in a Fixed Subscriber Group is addressed, the <subscriberGroupBase> element MUST be present. If a Device in a Flexible Subscriber Group is addressed, the <flexibleGroupAddress> element MUST be present and the <uniqueDeviceFilter> element MAY be present.
9.2.2.1 Fixed Subscriber Groups
In the case of a Fixed Subscriber Group, the field unique_device_filter from section 6.2.2.2.1 consists of a fixed_group_address and a fixed_position_in_group. The fixed_group_address is represented by 31 or 32 bits depending on the subscriber group size. The <subscriberGroupBase> element contains the base64 representation of this fixed_group_address.the <subscriberGroupBase> element contains the base64 representation of the (depending on the subscriber group size) 31 or 32 bit field fixed_group_address, as is described in Section 6.2.2.2.1
. If the subscriber group has a size of 512 devices, the 31 bit field fixed_group_address is padded to a 32 bit field by adding a least significant bit (the padding bit). Unless the <subscriberPosition> element is included, the padding bit can have an arbitrary value.
In Fixed Subscriber Groups, the <uniqueDeviceFilter> element MUST NOT be included.

When the whole Fixed Subscriber Group is addressed, neither a <subscriberAccessMask> nor the <subscriberPosition> element is included.

When a unique Device in a Fixed Subscriber Group is addressed, the <subscriberPosition> element is included. The element contains the base64 coding of the 8 least significant bits of the fixed_position_in_group field (see also Section 7.2.1
). In the case the subscriber group size is 512 Devices, the most significant bit is stored in the padding bit in the <subscriberGroupBase> element.

When a subset of a Fixed Subscriber Group is addressed, the <subscriberAccessMask> element is included. The <subscriberAccessMask> element contains the base64-coded 256 or 512 bit field bit_access_mask as described in Section 7.2.1
.
9.2.2.2 Flexible Subscriber Groups
In the case of a Flexible Subscriber Group, the <flexibleGroupAddress> element contains the base64 representation of the flexible_group_address() field as is described in Section 6.2.2.2.1
. Before base64 coding, the flexible_group_address() field is zero-padded (with less than 8 bits) to ensure byte alignment.
In Flexible Subscriber Groups, the <subscriberPosition> element is only used for registration in the ROAP-RegistrationResponse message to signal the position of the Device in the Flexible Subscriber Group. This position  is first coded in an OMADRMPositionInGroup() structure (see Section 7.2.3.2
), then is zero-padded (with less than 8 bits) and finally stored in base64-coded form in the <subscriberPosition> element.

When the whole Flexible Subscriber Group is addressed neither of the elements <subscriberAccessMask>, <subscriberPosition> and <uniqueDeviceFilter> is included.
When a unique Device in a Flexible Subscriber Group is addressed, the <uniqueDeviceFilter> element is included. This element contains the base64 representation of the 40-bit unique_device_filter (see Section 6.2.2.2.1
).

When a subset of a Flexible Subscriber Group is addressed, the <subscriberAccessMask> element contains the base64 coded flexible_bit_access_mask() as described in Sections 7.2.1
 and 7.2.2
.












�Add link to section 6.2.2.2.1: "Description" (in section about device_registration_response() Message).


�Add link to section 7.2.1: "Format of the OMADRMBroadcastRightsObject() Class".


�Add link to section 7.2.1: "Format of the OMADRMBroadcastRightsObject() Class".


�Add link to section 6.2.2.2.1: "Description" (in section about device_registration_response() Message).


�Add link to section 7.2.3.2: "OMADRMPositionInGroup()".


�Add link to section 6.2.2.2.1: "Description" (in section about the device_registration_response() message).


�Add link to section 7.2.1: "Format of the OMADRMBroadcastRightsObject() Class".


�Add link to section 7.2.2: "Format of flexible_bit_access_mask()"
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