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1 Reason for Change

The CR addresses the following comment:

	XBS020
	2007.01.24
	T
	A.15.3
	Source: Fraunhofer IIS

From: OMA-BCAST-2006-0069


Comment:
The specification of OFT is incomplete. Especially, it is not specified which one-way function and which mixing function is used.
Proposed Resolution:

Specify one-way function and mixing function.
	Status: OPEN


The comment is resolved by replacing Section A.15.3 by a new section. The new section describes the OFT scheme in detail, and specifies the one-way function and mixing function.
Revision 1 changes the one way function to be equal to the one way function used in the zero-message broadcast encryption scheme (as defined in section 10.3.4.4). During this change, it was discovered that there is some unclearness about what the AES-128 function in the description of zero-message broadcast encryption does. It does AES encryption with a 128-bit key. Therefore, this CR also changes the AES-128 function in the description of the zero-message broadcast encryption scheme to AES-128-ENCRYPT. Similarly, in section 13.5.1, the function AES-ENCRYPT is used without specifying the key size. This function is also replaced by AES-128-ENCRYPT.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the group to agree the CR.
6 Detailed Change Proposal

Change 1:  Change notation as follows:

3.4 Notations

	E{K}(M)
	Encryption of message ‘M’ using key ‘K’

	D{K}(M)
	Decryption of message ‘M’ using key ‘K’

	A{K}(M)
	Authentication of message ‘M’ with key ‘K’

	V{K}(M)
	Verification of message ‘M’ with key ‘K’

	A | B
	Bitwise OR of A and B

	A & B
	Bitwise AND of A and B

	A || B
	Concatenation of A and B

	A / B
	A and/or B

	A << B
	Bitwise shift left of A by B bits. The B most significant bits of A are discarded, whilst the B least significant bits after the shift contain zeros.

	A >> B
	Bitwise shift right of A by B bits. The B least significant bits of A are discarded, whilst the B most significant bits after the shift contain zeros.

	AES-128-ENCRYPT{K}(M)
	Encrypts the message M with AES, using the 128-bit key K.

	ceil(X)
	Rounds up the real value X to the lowest integer N such that X<N.

	floor(X)
	Rounds down the real value X to the highest integer N such that X>N.

	LSBm(X)
	The bit string consisting of the m least significant bits of the bit string X.

	MSBm(X)
	The bit string consisting of the m most significant bits of the bit string X.

	HMAC-SHA1-t
	The HMAC-SHA1 computation truncated to the most significant t bits, i.e. MSBt(HMAC-SHA1)

	HMAC-SHA1{K}(M)
	HMAC-SHA1 computation of message ‘M’ using key ‘K’

	SHA1-t
	The SHA1 computation truncated to the most significant t bits, i.e. MSBt(SHA1)


Change 2:  Change in section 10.3.4.4:
If NKi denotes the key associated with node i, then the key derivation functions ‘left’ and ‘right’ are defined as:


NK2i+1 := left(i) := AES-128-ENCRYPT{ NKi }( ( 2i+LEFT_CONSTANT ) mod 2128 )

NK2i+2 := right(i) := AES-128-ENCRYPT{ NKi }( ( 2i+RIGHT_CONSTANT )mod 2128 )
Where LEFT_CONSTANT = 0x01010101010101010101010101010101 and RIGHT_CONSTANT = 0x02020202020202020202020202020202.
13.5.1 Description of AES counter modes

In both AES counter mode algorithms, a block of plaintext is encrypted to a block of ciphertext by xoring it with a generated pseudorandom KeyBlock based on AES encryption, which is defined as follows:


KeyBlocki = AES-128-ENCRYPT{K}(i),

where K is the key used to encrypt the content and i is a 128-bit integer. Each KeyBlock has a length of 16 bytes and uses a new value of i. The kth byte in a KeyBlocki is denoted by KeyBlocki[k], where k=0 corresponds to the first byte. Similarly the nth byte of the ciphertext (in an AU) is denoted by C[n] and nth byte of the associated plaintext by P[n], where n=0 corresponds to the first byte.

The encrypter/decrypter has an internal variable CTR. This variable is used to calculate i in KeyBlocki. The exact calculation of i depends on the counter mode. To calculate the first value of CTR, the cipher algorithms need an Initialization Vector. There is one Initialization Vector per AU.

The basic difference between the two AES counter mode algorithms lies in the fact that for AES_128_ CTR the CTR is increased by 1 for each (16 byte) KeyBlock, whilst for AES_128_BYTE_CTR the CTR is increased by 1 for each byte. Furthermore, AES_128_BYTE_CTR uses a Salt, whereas AES_128_CTR does not.

Change 3:  Replace section A.15.3 by the following section
A.15.3 BCRO delivery using OFT

The OFT scheme is an optional broadcast encryption scheme that MAY only be used in Flexible Subscriber Groups. The OFT support is optional for both server and client. The size of a Flexible Subscriber Group can vary from 21 to 231, but is fixed after registration.

The OFT scheme is based on a One-Way Function tree (OFT) [OFT]. This key derivation tree is similar to the zero-message broadcast encryption key derivation tree. The node numbering in the OFT scheme is equal to the node numbering in the zero-message broadcast encryption scheme, see section A.15.1
.

A node in the OFT contains two entries: one 128-bit node key and one 128-bit blinded node key. Each node key can be used to create a Deduced Encryption Key:
DEK := HMAC-SHA1-128{ node key }(BCI)
The node keys and blinded node keys in thBe OFT are computed with the aid of a one way function and a mixing function. In this specification, these are defined as:

one_way_functioni( a ) := AES-128-ENCRYPT{a}( ( i+LEFT_CONSTANT) mod 2128 )
mixing_function( a, b ) := a XOR b
where a and b are the parameters to the functions, i is the node number of the node where the one way function is used and LEFT_CONSTANT is defined in section 10.3.4.4
, Notice that the one way function is chosen equal to one of the one way functions used in the zero-message broadcast encryption scheme.
The keys in the OFT are constructed recursively from the leaves to the root:
· The node keys of the leaves are generated randomly.
· When the node i has a node key NKi , it has a blinded node key BNKi =one_way_functioni(NKi).

· The parent’s node key NKp of two children nodes that have respectively blinded node keys BNKi and BNKj is derived as NKp = mixing_function(BNKi, BNKj).

Figure 43 illustrates the keys of a parent node and its two children nodes.


[image: image1]
To address a subset of the Flexible Subscriber Group by using the OFT encryption scheme, each device is assigned to a leaf of the OFT. The devices get the node key of their assigned leafs. In addition, each device is given all blinded node keys of the sibling nodes on the path from its leaf to the root node. With this information, a device can calculate the node keys of all nodes on this path, see Figure 44
.
Notice that a device can calculate the appropriate node keys on the path from its leaf to the root node, but none of the other node keys.


[image: image2]
To address a Flexible Subscriber Group subset, the Right Issuer creates a set of BCROs. The number of BCROs and which node keys are used for the associated DEKs depends on the subset: The RI constructs a minimal set of subtrees of which all leaves are addressed [NAOR02]. With each of these subtrees one BCRO is associated, whose DEK is derived from the node key in the root of the subtree. Notice that all devices in a subtree are able to compute the associated DEK and therewith can decrypt the PEK/SEK/CEK in the BCRO. In contrast, a non-subscribed device will not be able to calculate any of the DEKs.

Example:


In the Flexible Subscriber Group from Figure 44
, the RI wants to address {d0, d1, d2, d3, d4}. Therefore two BCROs are needed. In the first one the PEK/SEK/CEK is encrypted with the DEK derived from the node key of node 1. Notice that {d0, d1, d2, d3} can calculate this key and decrypt the PEK/SEK/CEK since they know the node key of node 1. The second BCRO uses the DEK derived from the node key of node 11 as encryption key. Only {d4} can compute this DEK. Notice that although the non-subscribed devices might know the blinded key of node 1 or 11, they cannot calculate the appropriate node key, since it is infeasible to calculate the inverse of the one way function.

In most cases, more than one BCRO is needed to address the subscribed devices. The worst case occurs, when n/2 members are subscribed, one from each of the subtrees just above the leaf-level. The RI can try to minimize the number of BCROs by assigning the subscribers strategically to the nodes in the OFT. The minimum is achieved, if as many as possible subscribed devices share a common ancestor.

Note that neither the blinded key of the root nor the blinded keys of the two children of the root need to be transmitted. The blinded keys of the two children would only be needed to calculate the key of the root, which would only be needed for the addressing of the whole group. However, when addressing the whole group the UGK is used rather than the root key from this tree.
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Figure 44: OFT for 8 devices with known keys of d3 marked. Black colour means that d3 knows the node key, grey colour that it knows the blinded key of the node.
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Figure 43: Keys in the OFT











�Add link to Appendix A.15.1: “Node numbering”


�Add link to section 10.3.4.4: Subset Addressing


�Add link to Figure 44: “OFT for 8 devices with known keys of d3 marked […]”


�Add link to Figure 44: “OFT for 8 devices with known keys of d3 marked […]”
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