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1 Reason for Change

This CR addresses the following comment:

	XBS016
	16/01/2006
	T
	12.2.1
	Source: Fraunhofer IIS

From: OMA-BCAST-2006-0069


Comment: The STKM track must not be redifined but derived from the Metadata track recently included in the ISO file format (defined in ISO/IEC 14496-12:2005/FPDAM 1)
Proposed Resolution:
Substitute the section 12.2.1.1 by a reference to the Metadata track in the ISO file format.

	Status: OPEN


The comment is resolved by replacing section 12.2.1 by a new section. In the new section 12.2.1 a reference to [ISO14496-12:2005/Amd1] is included. The reference is already available in the references section.

Section 12.2.1.1 is removed since [ISO14496-12:2005/Amd1] already expands the HandlerBox with the 4cc 'meta'. This 4cc is associated with the MetadataSampleEntry class, of which the OMAKeySampleEntry class is derived. Because of the derivation it is not necessary to add the 4cc 'okey' to the HandlerBox.

A similar reasoning holds for section 12.2.1.2.

Section 12.2.1.3 is integrated in the new section 12.2.1.

Section 12.2.1.4 is removed since [ISO14496-12] already provides the means to bind a metadata track to an audio or video track.

Section 12.2.3 is integrated in the new section 12.2.1.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the group to agree the CR.

6 Detailed Change Proposal

Change 1:  Add normative reference to section 2.1

	[ISO14496-12:2005/Amd1]
	"Information technology – Coding of audio-visual objects – Part 12: ISO Base Media File Format", International Organisation for Standardisation, ISO/IEC 14496-12, Amendment 1 to Second Edition (2005), April 2007.


Change 2:  Replace section 12.2.1 by the following section
12.2.1 STKM Tracks
A PDCF file, as any other “ISO File Format based” file, contains one or more audio or video tracks as defined in the ISO specification [ISO14496-12] and, for the storage of alternating TEKs, can additionally contain one or more STKM tracks as defined in this specification.

The STKM track is a Timed Metadata track as defined in [ISO14496-12:2005/Amd1]. 
Track references as defined in the ISO File Format provide the mechanism to relate the STKM track with the corresponding media data track. A track-reference of type ‘cdsc’ is used for linkage. The timing information (as provided as basic functionality in the ISO File Format) in the STKM track and the media data track are used to relate every STKM sample to the corresponding media sample.
The STKM track is defined by the OMAKeySampleEntry as extension of the MetadataSampleEntry as follows:

aligned(8) class OMAKeySampleEntry extends MetadataSampleEntry(‘oksd’) {


unsigned int(8) sample_version;


// sample version


unsigned int(8) sample_type;



// sample type


if( terminal_binding_flag_in_STKM == 1 ) {

// from the STKM



unsigned int(32) TerminalBindingKeyID;

// from the SG



unsigned int(16) RightsIssuerURILength;
// Rights Issuer URI field length in bytes



char RightsIssuerURI[];


// Rights Issuer URI string


}

}

The OMAKeySampleEntry box contains the following fields:
Table 1: OMAKeySampleEntry fields
	Field name
	Type
	Purpose

	sample_version
	unsigned int (8)
	Identifies OMA key sample version

In this specification, sample_version contains 0x00.

	sample_type
	unsigned int (8)
	Identifies the OMA key sample type:
0x00 for STKM for DRM profile

0x01 for STKM using MIKEY for smartcard profile using (U)SIM

0x02 STKM for BCMCS using R-UIM


The terminal_binding_flag_in_STKM has by default a value of zero. For the smartcard profile from [BCAST10-ServContProt], the value of terminal_binding_flag_in_STKM equals the value of the terminal_binding_flag in the Short Term Key Message (STKM). If the flag contains a one, the fields TerminalBindingKeyID, RightsIssuerURILength and RightsIssuerURI are included in the OMAKeySampleDescriptionEntry box. See [BCAST10-ServContProt] for more details.
The sample description of each STKM track MUST contain exactly one OMAKeySampleEntry.

The samples in the STKM track have the following format:
aligned(8) class OMAKeySample {


unsigned int(8) KeyIndicatorLength



// key indicator length


unsigned int(8*KeyIndicatorLength) keyIndicator

// key indicator


unsigned int(8) STKMLength;




// short term key message length


unsigned int(8*STKMLength) STKM;


// short term key message as defined in [BCAST-ServContProt]

}

The format of the STKM is described in [BCAST10-ServContProt]. Even though key indicator length and key indicator value are present in the STKM, for optimization purposes, these fields are placed also at the beginning of each OMAKeySample.
In order to provide maximum flexibility, the STKM track version and size are included. As needs evolve, new sample formats can be defined, identifying new formats with new STKM track sample version numbers. This approach ensures that future PDCF specifications will remain fully backward compatible.
Change 3:  Delete the original section 12.2.1:

12.2.1 Movie Box and Tracks

The ISO Movie Box (‘moov’) contains one or more audio or video tracks as defined in the ISO specification [ISO14496-12] and can additionally contain one or more OMA STKM tracks as defined in this specification.

12.2.1.1 HandlerBox

The ISO HandlerBox (‘hdlr’) within a Media Box declares the process by which the media-data in the track is presented, and thus, the nature of the media in a track. For example, a video track would be handled by a video handler.

The ISO definition is shown below.

aligned(8) class HandlerBox extends FullBox(‘hdlr’, version = 0, 0) {

unsigned int(32) pre_defined = 0;

unsigned int(32) handler_type;

const unsigned int(32)[3] reserved = 0;

string name;

}

The associated parameter definitions are shown below, with the addition of a new OMA STKM track type:

	Field name
	Type
	Purpose

	pre_defined
	unsigned int (32)
	Set to 0

	handler_type
	unsigned int (32)
	Indicates track format of meta box contents:

'vide' = video track

'soun' = audio track

'hint'= hint track

'okey' = OMA STKM track

	reserved
	Const unsigned int (32)
	Reserved = 0

	name
	String
	Null-terminated string in UTF-8 characters which gives a human readable name for the track


For implementations not recognising the new OMA STKM track, it will be ignored.

12.2.1.2 SampleDescriptionBox

A new OMA key sample entry (‘okey’) contained in the ISO SampleDescriptionBox (‘stsd’) is used to describe some initialization information for decoding the STKM track that would be more convenient to put at this level than in the ProtectionSchemInfoBox of the encrypted media track, as defined below:

aligned(8) class SampleDescriptionBox (unsigned int(32) handler_type)


extends FullBox('stsd', 0, 0){


int i ;


unsigned int(32) entry_count;


for (i = 1 ; i • entry_count ; i++){ entry_count ; i++){



switch (handler_type){




case ‘soun’: // for audio tracks





AudioSampleEntry();




break;




case ‘vide’: // for video tracks





VisualSampleEntry();




break;




case ‘hint’: // Hint track





HintSampleEntry();




break;




case ‘okey’: // OMA STKM track





OMAKeySampleEntry();




break;



}


}

}
A new handler_type, called 'okey' identifies the new OMA STKM track defined in this specification.

12.2.1.3 OMAKeySampleDescriptionEntry

The new OMA STKM track is defined by OMAKeySampleDescriptionEntry box as follows:

aligned(8) class OMAKeySampleDescriptionEntry extends SampleEntry(‘oksd’) {


unsigned int(8) sample_version;


// sample version


unsigned int(8) sample_type;



// sample type


if( terminal_binding_flag_in_STKM == 1 ) {

// from the STKM



unsigned int(32) TerminalBindingKeyID;

// from the SG



unsigned int(16) RightsIssuerURILength;
// Rights Issuer URI field length in bytes



char RightsIssuerURL[];


// Rights Issuer URI string


}

}

The OMAKeySampleDescriptionEntry field is defined as follows:

Table 2: OMAKeySampleEntry fields
	Field name
	Type
	Purpose

	sample_version
	unsigned int (8)
	Identifies OMA key sample version

Version = 0x00 for the STKM track defined in this specification

	sample_type
	unsigned int (8)
	Identifies the OMA key sample type

0x00 for STKM for DRM profile

0x01 for STKM using MIKEY for smartcard profile using (U)SIM

0x02 STKM for BCMCS using R-UIM


There is only one OMAKeySampleDescriptionEntry box per STKM track.

12.2.1.4 Track Referencing

The presence of a STKM track in the PDCF file is insufficient as a link is required between the OMA STKM track and the audio / video track(s) it applies to. Each declared track is identified by a track_id, as defined by ISO. Following ISO convention, the STKM track refers to one or more tracks via their track_ids.

The ISO Track Reference Box (‘tref’) is placed inside the track box to indicate references to one or more tracks:

aligned(8) class TrackReferenceBox extends Box(‘tref’) {

}

aligned(8) class TrackReferenceTypeBox (unsigned int(32) reference_type) extends

Box(reference_type) {

unsigned int(32) track_ids[];

}

The Track Reference Box of an OMA STKM track contains track reference type boxes.

Parameters are as defined below:

Table 3: Track reference box fields

	Field name
	Type
	Purpose

	reference_type
	unsigned int(32)
	Reference box type identifier

'hint' = the referenced track(s) contain the original media for this hint track

'cdsc = this track describes the referenced track

'okey' = OMA DRM STKM track

	track_id[]
	unsigned int(32)
	integer that provides a reference from the containing track to another track in the

presentation. track_ids are never re-used and cannot be equal to zero


If the STKM track applies to more than one audio or video tracks, then the appropriate track_ids are placed in the reference_type box.
Change 4:  Remove section 12.2.3

12.2.3 Traffic Encryption Key Stream Storage Format

The new OMA STKM track defined in 12.2.1.2 is described by the sample description information defined in 12.2.1.3. In order to provide maximum flexibility, this information merely declares the STKM track version and size only. This section defines the actual OMA key sample format stored in the Media Data box containing OMA STKM track samples.

As needs evolve, new sample formats can be defined as this specification evolves, identifying new formats with new STKM track sample version numbers. This approach ensures future PDCF specifications will remain fully backward compatible.

aligned(8) class OMAKeySample {

unsigned int(8) KeyIndicatorLength


// key indicator length

unsigned int(8*KeyIndicatorLength) keyIndicator
// key indicator

unsigned int(8) TKMLength;



// traffic key message length

unsigned int(8**TKMLength) TKM;


// traffic key message as defined in







// [BCAST-ServContProt]

}

Even though key indicator length and key indicator value are present in the TKM, for optimization purposes, these are placed at the beginning of each OMAKeySample.




















































































�This fields seems to be unnecessary since KeyIndicatorLength is already specified in the OMADRMAUFormatBox.


�


This field is not necessary since the length of the STKM can be calculated from the length of the OMAKeySamples minus the length of the other fields.
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