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1 Reason for Change

After analysing the comment below and the proposed solution, a number of inconsistencies where found in OMA-TS-BCAST_SvcCntProtection-Interim-Draft-20061218-D related to key identifiers and the relationship between the keys and key identifiers used by MBMS and the Smartcard Profile.
	SCP-01
	2007.01.31
	T
	6.4
	Source: Orange

Form: OMA-BCAST-2007-0140

Comment:

Table 6 BCAST fields in BCAST MIKEY message for LTKM incorrectly states that the SEK / PEK ID is the MSK ID. As defined in chapter 11, it is actually keyDomainID || MSK ID ie the MBMS extension payload shown just above.

Proposed Change: 

Editor to replace in table 6 "MSK ID" by "KeyDomainID and MSK ID"
	Status: Tentatively CLOSED – Action as per Proposed Change


To maintain consistancy with MBMS and to allow for a more intuitive mapping between the 2 specifications, this CR proposes that SEK ID = MSK ID and not Key Domain ID || MSK ID as the comment proposes. The alternative is to follow the Orange proposal. In this case a new CR would be needed to address the issues in SCP but Services and Service Guide could be left how they are. However, the sections on STKM and LTKM processing in SCP would need to be addressed.
The group must decide which approach to follow!
Revision 01: 
Includes text explaining that as the Smartcard Profile builds on MBMS security, Smartcard Profile terminals and Smartcards must support all native MBMS security functions with the modifications and additions described in this specification. Note that this text is only attempting to clarify what is already implicit in the current text. If there are objections to including this change (not just on the formatting or wording of the text) then the text can be removed. The other changes are corrections and are needed whether or not the above change is included, i.e:  
· Correction of definition of MUK ID (IDr and IDi definitions swapped – mistake in original CR)

· Addition of MRK ID definition.
· Above changes are shown highlghted in green
· Clarified that change 10 is to OMA-TS-BCAST_ServiceGuide-V1_0_0-20070104-D and not OMA-TS-BCAST_Services-V1_0-20061229-D.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree and incorporate the proposed changes to the SPCP spec.
6 Detailed Change Proposal

Change 1:  Addition of section on Relationship between MBMS Security and the Smartcard Profile
6. Smartcard Profile

6.1 Introduction

OMA BCAST Smartcard Profile uses the key management defined by 3GPP MBMS [3GPP TS 33.246]. The solution requires an interactive channel to obtain key material.
The following sections describe the 4 layers of the 4-layer model key hierarchy, as well as the key provisioning required to access the first layer.

Section Error! Reference source not found. briefly describes key provisioning. Section Error! Reference source not found. describes registration. Section Error! Reference source not found. details the structure and delivery of the LTKM while Section 0 describes that of the STKM.  Section Error! Reference source not found. and Section 0 describe how to protect content in case of streaming and file delivery respectively for both service and content protection.  Recording aspects are detailed in Section Error! Reference source not found. while SG signalling is explained in Section Error! Reference source not found..
6.1.1 Relationship between MBMS Security and the Smartcard Profile 

As stated above, the Smartcard Profile uses the key management defined by 3GPP MBMS [3GPP TS 33.246]. To clarify the relationship between the two specifications the following tables provide a mapping between the keys and key IDs used in [3GPP TS 33.246] and this specification. The remainder of this specification uses the terminology defined for the Smartcard Profile.
	MBMS key
	Smartcard Profile key

	MBMS User Key (MUK)
	Subscriber Management Key (SMK)

	MBMS Registration Key (MRK)
	Subscriber Request Key (SRK)

	MBMS Service Key (MSK)
	Service Encryption Key (SEK) 1

	MBMS Traffic Key (MTK)
	Traffic Encryption Key (TEK)


1 The Smartcard also supports the concept of a Program Encryption Key (PEK), see section 11.1 Editor please insert dynamic link for further details.
Table XX: Mapping between MBMS keys and Smartcard Profile Keys

	MBMS
	Smartcard Profile

	Key ID
	Construction 
	Key ID
	Construction 

	MUK ID 
	MUK ID is received by combining IDi and IDr, where IDi is the identity of the initiator and the IDr is the identity of the responder. IDri is Bootstrapping –Transaction ID (B-TID) and IDir is the Network Application Function ID (without the Ua security protocol identifier), as defined in [3GPP TS 33.246].
	SMK ID
	As for MUK ID

	MRK ID
	The B-TID is used as the username when MRK is used as the password within HTTP digest and so can be thought of as the MRK ID (although it is never defined as such within the MBMS specification). See [3GPP TS 33.246] for further details. 
	SRK ID
	As for MRK ID

	MSK ID
	MSK ID is 4 bytes long and with byte 0 and 1 containing the Key Group part, and byte 2 and 3 containing the Key Number part. Every MSK is uniquely identifiable by its Key Domain ID and MSK ID where Key Domain ID = Mobile Country Code || Mobile Network Code, and is 3 bytes long (see [3GPP TS 33.246] for further details).
	SEK ID
	As for MSK ID

	MTK ID
	MTK ID is 2 bytes long sequence number and is used to distinguish MTKs that have the same Key Domain ID and MSK ID. Every MTK is uniquely identifiable by its Key Domain ID, MSK ID and MTK ID (see [3GPP TS 33.246] for further details).
	TEK ID
	As for MTK ID


Table XX: Mapping between MBMS key IDs and Smartcard Profile Key IDs
The Smartcard Profile BSM provides the functionality that in MBMS is provided by the MBMS Broadcast-Multicast Service Centre (BM-SC) security functions. As such the Smartcard Profile BSM SHALL support the following MBMS BM-SC security functions: 

· Key Management function

· Key Request function

· Key Distribution function

· Membership function

as defined in [3GPP TS 33.246], with the modifications described in this specification. Note that the Session and Transmission functionality is not required to be supported by the BSM as this functionality is provided by the BSDA. 

MBMS uses the Generic Bootstrapping Architecture (GBA) [3GPP TS 32.220] to establish MUK and MRK between the BM-SC, an instance of a GBA Network Application Function (NAF), and the USIM/terminal. GBA requires the implementation of a Bootstrapping Server Function (BSF) to enable the bootstrapping procedure required to establish MUK and MRK. Within this specification the (U)SIM Smartcard Profile BSM is assumed to support BSF functionality requied to establish SMK and SRK, which are equivalent to the MBMS MUK and MRK respectively.  However, the BSF may be shared between the BSM NAF and NAFs for other services.  
The (R-)UIM/CSIM Smartcard profile, derives SMK and SRK from the SmartCard Key (i.e. RK) pre-provisioned on the (R-)UIM/CSIM and in the BCMCS Subscription Manager (SM) function, as defined in [3GPP2 TS XXX]. Within this specification the (R-)UIM/CSIM Smartcard Profile BSM is assumed to support the SM functionality requied to establish SMK and SRK.  
Throughout the remainder of this specification no differentiation will be made between the internal functions of the BSM unless required to explain specific functionality.

Note to CR: This text below is not meant to change the mandatory status of any of the mentioned elements but is meant to clarify that the Smartcard Profile is built on top of MBMS security. 
Smartcard Profile terminals SHALL support the key management functionality specified for MBMS terminals, as defined in [3GPP TS 33.246], with the modifications described in this specification.  
(U)SIM Smartcard Profile Smartcards (i.e. (U)SIMs) SHALL support all key management functionality specified for MBMS capable (U)SIMs, as defined in [3GPP TS 31.102] and MAY support the additions and modifications described in this specification. 
(R-)CSIM Smartcard Profile Smartcards (i.e. (R-)CSIM) SHALL support the key management functionality specified for MBMS capable (U)SIMs related to the processing of MBMS MSK and MTK messages , as defined in [3GPP TS 33.102]and MAY support the additions and modifications described in this specification. (R-)CSIM Smartcard Profile Smartcards  SHALL support the functionality defined in [3GPP2 S.S0083-A] to derive the Temporary Key (TK) and Authentication Key (Auth-Key ), which correspond to the SMK and SRK respectively, from the pre-provisioned Registration Key (RK).  
Change 2:  As below

6.4.1 BSM Solicited Pull Procedure Initiation over SMS Bearer
The first message in the BSM solicited pull procedure referenced in Section Error! Reference source not found. is sent over UDP, requiring the terminal to have a valid IP address. In networks in which it cannot be guaranteed that terminals maintain a valid IP address the BSM MAY trigger a solicited pull procedure by sending an LTKM over SMS to the terminal. The LTKM SHALL be encoded according to this specification, with MSK  ID Key Number part = 0, KEMAC Encr Data Len = 0, and V-bit in HDR not set. The SMS SHALL satisfy the following conditions:

· The SMS carries a WAP connectionless push (WDP/WSP encoding) as defined in [OMA Push] ;
· The WSP content type header contains the Content Type code registered by OMNA for ‘application/mikey’, i.e. the binary value 0x52 (TBA by OMNA) ;

· The WSP X-Wap-Application-Id header contains the binary code registered by OMNA for the PUSH Application ID identifying the BCAST Push client, as specified in [BCAST10-Distribution].

The terminal SHALL process this LTKM carried over SMS exactly as it processes the LTKMs carried over UDP that initiate a BSM solicited pull procedure.

Support for this BSM solicited pull procedure initiation over SMS bearer is:

· for the BSM: optional;

· for BCAST terminal: mandatory if Smartcard Profile using (U)SIM is supported, optional otherwise.
6.5 Layer 3: Short Term Key Message - STKM

The Figure below shows the MIKEY message format used to deliver STKMs in BCAST. It corresponds to the MIKEY message as defined by [3GPP TS 33.246] together with a BCAST extension payload.  This BCAST extension payload is detailed in Section Error! Reference source not found..
	Common HDR

	EXT MBMS

	EXT BCAST

	TS

	KEMAC


Figure 1 – Logical Structure of the MIKEY Message Used to Deliver TEKs



	
	
	

	
	
	

	
	
	

	
	
	


The MBMS extension payload is defined in [3GPP TS 33.246] and reproduced below for convenience:
	Key Domain ID

	Key Type ID sub-payload (MSK ID)

	Key Type ID sub-payload (MTK ID)


Figure 2 - MBMS Extension Payload Used with MIKEY MTK Message


All fields in the BCAST MIKEY message SHALL be populated as defined in [3GPP TS 33.246] with the above mapping for BCAST parameters. STKM fields SHALL be put in the BCAST extension payload defined in Section Error! Reference source not found. below.
Each STKM stream MUST only be secured using a single SEK/PEK. In some cases multiple STKM streams can deliver the same TEKs secured by different SEKs/PEKs. The Terminal MUST use the Service Guide (SG) to locate the relevant STKM stream for the encrypted traffic stream it needs to decrypt.

The TEK ID is used to find the correct TEK to decrypt the content. See section 6.5.3 Editor please insert dynamic link for the actual parameter used for different traffic encryption protocols.

STKM fields SHALL be put in the BCAST extension payload defined in Section Error! Reference source not found. below.


	

	

	



Change 3:  Delete text shown in highlighted in red as this is now covered in 6.1.1. Text shown highlighted in green is moved to section 6.5
6.5.1.4 Delivery of TEKs using MIKEY

Terminal implementations that support the Smartcard Profile MUST also support all 3GPP [3GPP TS 33.246] defined MIKEY extensions header without any change for OMA BCAST. All encrypted TEK encapsulations MUST be performed according to 3GPP MBMS MIKEY. For clarification the following logical key mapping exists between 3GPP MBMS and OMA BCAST defined keys. The implementations MUST consider this mapping when MIKEY encapsulation is done.
	Key Layer
	OMA BCAST
	3GPP MBMS

	Layer 2
	SEK/PEK (128 bits)
	MSK (MBMS Service Key) (128 bits)

	Layer 3
	TEK (128 bits)
	MTK (MBMS Traffic Key) (128 bits)


As it can be seen from the table above both the program encryption key (PEK) and service encryption keys (SEKs) map to the same MBMS key (128 bit MSK). The differentiation of these keys at the short term key delivery layer is done using the key lifetime and the renewal period. MBMS implementations can set the lifetime of an MSK to the life time of a particular pay-per-view event in order to achieve the same result as having a separate PEK. Please note that if both the PEK and the SEK is used for a channel then two separate MSKs are required with different lifetimes.
Each MIKEY encapsulated key stream MUST only be secured using a single key (MSK). In some cases multiple key streams can deliver the same traffic encryption keys encrypted by different MSKs. The terminal MUST use the Service Guide (SG) to locate the relevant key stream for the encrypted traffic stream it needs to decrypt.
Change 4:  As below
6.5.3 STKMs and traffic encryption protocols

STKMs can be sent over UDP. It is possible to multiplex STKM/UDP with FLUTE packets (on the same IP transport address but on a separate IP port – refer to section Error! Reference source not found. on how this is signaled)

If the traffic_protection_protocol equals to TKM_ALGO_DCF, then the STKM MAY be delivered as a separate object inside a FLUTE session, together with the protected traffic, having its own FDT entry.

SRTP

3GPP MBMS security [3GPP TS 33.246], on which the Smartcard Profile is based, is designed for use with SRTP. It follows that the Smartcard Profile STKM, defined in section 6.5 Editor please insert a dynamic link, is compatible with SRTP. 
SRTP encryption SHALL be indicated by the traffic_protection_protocol value in the STKM.  The MK (128 bits) and MS (112 bits) SHALL be sent within the STKM. For compatibility with the DRM Profile a NULL MS MAY be sent.
The correct TEK to use to decrypt the data is indicated using the MKI (Master Key identifier) field, which SHALL be included in the SRTP packets as defined in [RFC 3711]. The MKI SHALL be the TEK ID. unless compatibility with MBMS only terminals is required in which case the MKI SHALL be a concatenation of SEK ID and TEK ID, i.e. MKI = (SEK ID || TEK ID). See section 11.3.2 Editor please insert a dynamic link for further details on the requirements related to sharing protected traffic streams. 
The key derivation rate MAY be zero.

ISMACRYP

The Smartcard Profile STKM, defined in section 6.5 Editor please insert a dynamic link, is compatible with ISMAcryp. For content encryption, the use of ISMAcryp SHALL be signaled by traffic_protection_protocol value in the STKM. The Smartcard Profile TEK ID corresponds to the key_indicator in the DRM Profile STKM. The key_indicator sent in the OMABCASTAUHeader as part of the encrypted stream SHALL correspond to the TEK ID (2 bytes) sent in the EXT MBMS payload of the STKM . Note that  unlike for SRTP, there is no requirement for compatability with MBMS only terminals and therefore there is no case in which the key_indicator SHALL be a concatenation of SEK ID and TEK ID, i.e. SEK ID || TEK ID. The 128 bit TEK SHALL be transported, as for SRTP, in the KEMAC field
 of the STKM
If no SRTP authentication is used the 128 bit encryption key SHALL be sent instead of the MK. The MS is not used.  No SRTP key derivation is done in ISMACryp.
If SRTP authentication is used, MK (128 bits) and MS (112 bits) SHALL be sent within the STKM and used to derive encryption and authentication keys as per SRTP.
IPsec
Currently, use of IPsec for the Smartcard Profile is not specified.
Change 5:  As below
6.6.1.3 Rights Management using the Smartcard Profile for Content Protection of Streams
If the OMA General Extension payload is not present, the SEK/PEK in Smartcard Profile is based on an implicit "play once" right. However, this functionality can be used by the BSM to enable more complex rights constraints and usage e.g. unlimited access to rights (SEK/PEK) for a given time period or for a given number of times. In all cases, where the LTKM OMA EXT BCAST is not present, Smartcard profile terminals are forced to request a new SEK/PEK for every access to content. In case of OMA General Extension payload is present in the LTKM, the rights management follows the rules of the security_policy_extension value (e.g. SEK/PEK Pay per Time, User Pay per View,..).
Alternatively, the BCAST MIKEY LTKM extensions allow more extended rights to be provided, such as PPV or PPT, as explained in the LTKM Section Error! Reference source not found.. In order to request the tokens and / or rights required to provide PPT and PPV functionality,
 the "Token/LTKM Purchase Request" message defined in BCAST in [BCAST10-Services] SHALL be used. The "Token/LTKM Purchase Response" corresponds to the LTKM delivery. Note that this type of LTKM has to be understood by the smartcard.
If broadcast streams are protected and need content protection rights, this is signaled via ProtectionType in the SG and via the protection_after_reception values in the STKM message. For the Smartcard Profile, this means there SHALL be mutual terminal-server authentication and there SHALL be a secure authenticated channel as described above and there SHALL be the standard smartcard BSM authentication (Section Error! Reference source not found.), before the delivery of the LTKM.

Hence the following steps SHOULD be followed when requesting key material for content protected streams:

1. Identify the Rights Issuer URI and SEK/PEK ID

2. Initiate mutual terminal BSM authentication (see Section Error! Reference source not found.)

3. Initiate mutual smartcard BSM authentication (see Section Error! Reference source not found.)

4. Establish / enable the secure authenticated channel between the smartcard and terminal (see Section Error! Reference source not found.)

5. Request the appropriate SEK or PEK using the "Token/LTKM Purchase Request" message in [BCAST10-Services] (see Section Error! Reference source not found.).  The requested key identifier is the SEK/PEK ID.
6.6.2 File Delivery

6.6.2.1 Service protection of download data using DCF

This section contains material from MBMS text in [3GPP TS 33.246].  The mechanism described in this section was adopted from [3GPP TS 33.246] and adapted to BCAST needs.

Service protection of download data uses DCF as a container for ciphered file data. The DCF container also identifies the keys used in protecting the data.  Usage of DCF is independent of the KMS type.

Data that belongs to a download Service is decrypted as soon as possible by the terminal, if the SEK or PEK needed to provide the relevant TEK are already available on the terminal or smartcard.

NOTE: If the OMA DRM V2.0 DCF [DRMCF-v2.0] specification is upgraded, these upgrades do not apply for the present document.

When it is required to protect BCAST download data, OMA DRM V2.0 DCF as defined in reference [DRMCF-v2.0] shall be used.  In particular, minor version 0x00000003 of OMA DRM V2.0 DCF specifies how DCF is used to protect BCAST download data.  BCAST download data are therefore indicated by minor version 0x00000003 in a DCF. OMA DRM Rights Objects are not utilized. Instead, encryption and authentication keys are generated from TEK. For integrity protection, an OMADRMSignature as specified below is attached inside the optional Mutable DRM information box ('mdri') of the DCF.

The OMADRMSignature Box is an extension to OMA DRM V2.0 DCF for use by OMA BAC BCAST, and is defined as follows:

aligned(8) class OMADRMSignature extends Fullbox(‘odfssign’, version, flags) {


Unsigned int(8)
SignatureMethod;
// Signature Method


Char



Signature[];


// Actual Signature

}

SignatureMethod Field:

NULL
0x00

HMAC-SHA1
0x01

The range of data for the HMAC calculation shall be according to section 5.3 of reference [DRMCF-v2.0].

The correct TEK for decrypting and verifying the integrity of the download data is indicated by the key_id in the ContentID field in the Common Headers Box as follows:

bcast-key://<key_id>

For the smartcard profile, key_id takes its values as follows:

· Key_id is defined as the base64 encoded concatenation (Key Domain ID || SEK ID || TEK ID). 

In case the FDT of the FLUTE protocol needs to be protected, the FDT may also be wrapped in a different DCF. Confidentiality or integrity protection of FDT can be provided this way.

The OMA BCAST DCF format for service protection shall support the following boxes specified in OMA DRM V2.0 DCF [DRMCF-v2.0]:

· Fixed DCF header;

· Mutable DRM information Box;

· OMA DRM Container Box.
Access to the file SHALL respect the protection_after_reception values defined in the STKM message.

In order to ensure key material can be acquired, the RightsIssuerURL SHALL reference an MBMS Service Protection Description when providing service to terminals with (U)SIM. 

Change 6:  As below
11.2 SEK, PEK and TEK Key IDs in STKM


The table below describes the mapping between key identifiers used in the Smartcard Profile and DRM profile:


	Key to locate  
	DRM Profile Identifier (contained in STKM)
	Smartcard Profile Identifier (contained in STKM)

	SEK
	service_CID_extension (32 bit)
	Key Domain ID || SEK ID (3+4 = 7 bytes)

	PEK
	programme_CID_extension (32 bit)
	Key Domain ID || SEK ID (3+4 = 7 bytes)

	TEK for IPsec
	SPI (32 bits)
	N/A

	TEK for SRTP
	MKI (8*key_indicator_length bits)

Note that if compatibility with the Smartcard Profile is required MKI must be 2 bytes long 
	MKI = TEK ID (2 bytes) for SRTP implemenations aimed only at BCAST terminals.
MKI = SEK ID || TEK ID (6 bytes) for for SRTP implemenations that are MBMS compatibile

	TEK for ISMACryp
	key_indicator (8*key_indicator_length bits)
	TEK ID (2 bytes)


Table TBD: Mapping between key identifiers used in the Smartcard Profile and DRM profile


The terminal MUST use the SDP to locate the relevant STKM stream for the encrypted traffic stream it needs to decrypt.


For information on how the parameteres in the above table should be specified for the case where both DRM Profile and Smartcard Profile provide access to the same data stream please refer to Section Error! Reference source not found. below.

Change 7:  As below
11.3.2 Sharing a Protected Media Stream where Content is Aimed only at BCAST Terminals

Compared with Section Error! Reference source not found., this section outlines how to handle the sharing protected stream(s) between different broadcast service providers none of which are using MBMS service protection. 

The management and use of key identifiers for the protected media stream is based on the BCAST specification. It simplifies the way in which the MKI is constructed allowing the use of SRTP and ISMAcryp at the content encryption layer. Note that the solution is not compatible with the 3GPP MBMS key management solution. 
A shared TEK ID enables the retrieval of the correct TEK required to decrypt the protected media stream. This necessitates that:

· A single TEK ID SHALL be used to enable access to the corresponding shared protected stream among different broadcast service providers.

· The TEK ID SHALL be synchronised for all broadcast service providers.

· The same TEK material SHALL be used by all broadcast service providers.  This means:

· the same 128 bit Master Key (MK) SHALL be used.

· the same 112 bit Master Salt (MS) SHALL be used. The MS MAY be NULL.

· the key derivation rate SHALL be zero for the DRM Profile. For the Smartcard Profile the key derivation rate may be zero or non-null.
The 
SRTP key management parameters used when an SRTP stream is to be shared between DRM Profile and Smartcard Profile Terminals are summarised in the table below.

Table 1: SRTP Parameters to enable the sharing common stream
	SRTP parameter
	DRM Profile value
	Smartcard Profile value

	MKI
	same as Smartcard
	TEK ID (2 bytes) 

	MK
	same as Smartcard
	TEK (random 128 bits)

	MS
	same as Smartcard
	random 112 bits or NULL


The figures and section below explain the MKI format used to allow DRM Profile and Smartcard Profile to be shared between different broadcast service providers.


[image: image1]
Figure 3 – Sharing a single protected media stream between several broadcast service providers using the Smartcard Profile and the DRM Profile, where there is no requirement to also share the protected stream with MBMS only terminals

Figure 3 illustrates how a single broadcast content distributed by the Service Provider (BSD/A) is shared between three broadcast service providers A, B and C.  Broadcast service providers A, B and C implement either the DRM Profile or the Smartcard Profile.

The TEK material and the corresponding TEK ID must be shared among broadcast service providers.  Broadcast service providers A, B and C generate and use their own SEK/PEK material to protect the shared TEKs. Each broadcast service provider constructs and broadcasts their own STKMs to their subscribers, containing the common TEK protected with the service provider specific SEK/PEK. There is no need to synchronise any key material or key identifiers above the TEK level.  

The service provider can then broadcast the content encrypted with this common TEK by using SRTP. Upon reception the terminal retrieves the TEK based on the MKI where :

MKI = TEK ID (2 bytes)

Each BCAST terminal can then retrieve the TEK needed to decrypt the shared protected stream from the STKM provided by their broadcast service provider.

The following can then be considered:

· A subscriber from broadcast service provider A has access to media streams 1, 2 and 3, using

· SEK ID = SEK _IDA, key material = SEK A, and has a key validity period = 1 week. SEK A is transmitted by broadcast service provider A.
· TEK ID = TEK _ID, key material = TEK, and has a key validity period = TEK _period, transmitted with broadcasted content.

· A subscriber from broadcast service provider B has access to media streams 1, 2 and 4, using 
· SEK ID = SEK _IDB, key material = SEK B, and has a key validity period = 1 month. SEK B is transmitted by broadcast service provider B.
· TEK ID = TEK _ID, key material = TEK, and has a key validity period = TEK_period, transmitted with broadcasted content.
The value of the SEK ID is not shared and is specific to each broadcast service provider.  The frequency of the update of SEK is up to each broadcast service provider.

In contrast, the value for TEK ID and TEK material have to be synchronised and coordinated for all broadcast service providers.
Summary:

In summary, for the Smartcard Profile to share protected media streams with DRM profile terminals, when the broadcast media is protected using SRTP, it must deviate from the MBMS specifications [TS 3GPP 33.246].  As described in Section Error! Reference source not found., when SRTP is used in MBMS the MKI value is constructed as a concatenation of MSK ID (SEK ID) and MTK ID (TEK ID):

MKI = (MSK ID || MTK ID) 
where MSK ID is 4 bytes long and MTK ID is 2 bytes long, resulting in an MKI length of 6 bytes.
In contrast, when following the scheme described in this section, the MKI value is constructed using only the TEK ID (equivalent to the MTK ID in MBMS):

MKI = TEK ID = MTK ID
where TEK ID is 2 bytes long.
Restructuring the way that the MKI is formatted by omitting the SEK ID (equivalent to the MSK ID in MBMS) removes the need for broadcast service providers to synchronise the SEK ID and SEK update period as described in section Error! Reference source not found.. The deviation from the MBMS specification means that it is not possible for a media stream protected in the manner described in this section to also be shared by MBMS only terminals. 

It is also necessary for terminals implementing the Smartcard Profile to recognise whether the MKI in the SRTP stream they are trying to decrypt is constructed in the way described in Section Error! Reference source not found. or 0 in order to find the required TEK.  This is achieved by looking at the MKI length: if it is 2 bytes long then the MKI corresponds to the TEK ID transported in the STKM; if the MKI length is 6 bytes long, the MKI corresponds to the SEK ID || TEK ID, both of which are transported in the STKM. Note that in the first case the MKI signalled in SRTP does not contain the SEK ID, but the SEK needed to decrypt the STKM messages is still signalled in the STKM, i.e in the EXT MBMS payload.
11.3.3 Properties of the above Solutions
For the solution that is compatible with [3GPP TS 33.246] the following can be stated:
· It is possible to share a protected media stream between a broadcast service provider using MBMS and a broadcast service provider using another broadcast bearer with either the Smartcard or DRM Profile.

· The requirement for all broadcast service providers that are sharing the same protected stream, regardless of the profile that they are using, is to use the same SEK ID. Using the same SEK ID further necessitates that the update frequency of the SEK and SEK ID must also be coordinated.

For the solution that aims protected media stream sharing at BCAST terminals only, the following can be stated:
· There is no need for broadcast service providers to synchronise key identifiers or key update periods above the TEK layer

· Broadcast service providers using MBMS service protection (following [3GPP TS 33.246]) cannot share streams with broadcast service providers using the OMA BCAST service protection not relying on SRTP encryption protocol.

In summary, both solutions are possible, and signalling information within the STKM might be necessary.

13.1.2.2.1.2 Key Request Response
After the reception of the Key_Request message, the BSM sends this message to the BSD/A for the delivery of SEAK/PEAK or SEK/PEK. In case a SEAK or SEK is used for Service Protection, the use of the SEAK or SEK is bound by its start and end-times. During the lifetime of the Service, the SEAK can be changed periodically. In case a PEAK is used for Service Protection, the PEAK is used throughout the total lifetime of the Program. If both PEAK and SEAK are used in parallel, then the TEK encrypted with the PEK and the PEK encrypted with the SEK SHALL be present in the STKM. When only the PEAK is provided, the STKM should only include the TEK encrypted with the PEK.  
	Name
	T
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e
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	Description
	Data Type

	KeyRequestResponse
	E
	
	
	Response to the Key Request message

Contains the following attributes:


 tag


 version


 messageID

 time


 status


 destination


 source

Contains the following elements:


GlobalServiceID


GlobalContentID


ScheduleID


SPPType


ServiceKey


ProgramKey


AccessCriteriaDescriptor


ProtectionAfterReceptionFlag


TerminalBindingFlag
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	message ID
	A
	M
	1
	Key Request Message ID
	string

	time
	A
	O
	0..1
	The time when this message is sent
	dateTime

	status
	A
	M
	1
	Indication of the reception status of Key Request Message. Global Status codes are used as specified in Error! Reference source not found..
	unsignedByte

	destination
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	string

	GlobalService ID
	E1
	M
	1
	Identifier of the service to be encrypted
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the key request message.
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the key request message.
	anyURI

	SPPType
	E1
	M
	1
	This specifies the type of the Service protection profile used by the BSM.

0 if service protection profile == DRM Profile
1 if service protection profile == Smartcard Profile
3-127 reserved for future use

128-255 reserved for proprietary use 
	unsignedByte

	ServiceKey
	E1
	O
	0..N
	It specifies the SEAK or SEK

Contains the following attribute:


 keyIdentifier

 value 

Contains the following elements:


 ServiceKeyStart


 ServiceKeyEnd


 ServiceKeyMTKStart


 ServiceKeyMTKEnd
	

	keyIdentifier
	A
	M
	1
	Provides the identifier of the SEAK/SEK. The SEAK/SEK identifier is the same as the one provided to the terminal in the LTKM message and is included with the STKM generated by the BSDA


The SEAK/SEK identifiers are as defined for each profile in this specification 
	string

	value
	A
	M
	1
	This field contains the SEAK if SPP type == 0

This field contains the SEK if SPP type == 1
	hexBinary

	ServiceKeyStart
	E2
	M
	1
	Provides the start time of the period in which the SEAK or SEK provided can be used by the BSD/A in creating secured STKMs.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	ServiceKey End
	E2
	M
	1
	Provides the end time of the period in which the SEAK or SEK provided can be used by the BSD/A in creating secured STKMs

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	ServiceKeyMTKStart
	E2
	O
	0..1
	TEK ID start value for SEK/PEK validity 
This field is mandatory if SDPP type ==1
	hexBinary

	ServiceKeyMTKEnd
	E2
	O
	0..1
	TEK ID end value for SEK/PEK validity 
This field is mandatory if SPP type ==1
	hexBinary

	ProgramKey
	E1
	O
	0..1
	This field contains the PEAK if SPP_type == 0 and is only applicable to the DRM Profile.

This field SHALL NOT be used for the Smartcard Profile. In the Smartcard Profile there is no service key / program key hierarchy available. For the Smartcard Profile the PEK is send using Service Kery fields as described above.

Note: Either Service Key, Program Key or both SHALL be included for the DRM Profile.

Contains attribute:


- keyIdentifier


- value
	hexBinary

	keyIdentifier
	A
	M
	1
	Provides the identifier of the PEAK/PEK. The PEAK/PEK identifier is the same as the one provided to the terminal with the LTKM message. 
	string

	value
	A
	M
	1
	This field contains the PEAK if SPP type == 0

This field contains the PEK if SPP type == 1
	hexBinary

	AccessCriteria Descriptor
	E1
	O
	0..N
	The Access Criteria Descriptor to be included in the STKM. Whenever access criteria are defined for a piece of Content, then these access criteria  take presendence the access criteria which where defined for the service to which the content item is related. 
	hexBinary

	ProtectionAfterReceptionFlag
	E1
	M
	1
	2 bit field defining the required protection after the removal of the service protection, as specified paragraph 6.3.1
	unsignedByte

	TerminalBindingFlag
	E1
	M
	1
	1 bit field indicating whether or not terminal binding is required for the smartcard profile
	boolean


Change 8:  From OMA-TS-BCAST_Services-V1_0-20061229-D
5.1.8.1 Smartcard Profile Trigger Message

This XML message may be sent to the terminal by the server in the web-based service provisioning scenario, as described above, in order to trigger the terminal to send a BCAST service request.
	Name
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	Data Type

	SmartcardProfileTrigger
	E
	
	
	Smartcard Profile Trigger

Contains the following attributes:

version

keyManagementType

rightsIssuerURI

globalPurchaseItemID

purchaseDataID

Contains the following sub-elements:

ProtectionKeyID

BackOffTiming
	

	version
	A
	NM/
TM
	1
	Version of this message.
0x00 identifies BCAST 1.0
	unsignedbyte (8 bits)

	keyManagementType
	A
	NM/TM
	1
	Indicates whether GBA_U is required for the service request

True indicates GBA_U is required

False indicates GBA_U is not required
	boolean

	rightsIssuerURI
	A
	
	
	Identifies the Rights Issuer URI to which the BCAST service request is sent.
	anyURI

	globalPurchaseItemID
	A
	NM/TM
	1
	Identifies the GlobalPurchaseItemID in the Service Guide to which the requested service belongs. Used by the terminal to create the service ID used in the BCAST service request.
	string

	purchaseDataID
	A
	NM/TM
	1
	Identifies the PurchaseDataID in the Service Guide to which the requested service belongs. Used by the terminal to create the service ID used in the BCAST service request.
	string

	ProtectionKeyID
	E1
	NM/TM
	0..N
	Optional list of key identifiers needed to access protected content. This information allows the terminal to determine whether or not it has the correct key material to access services within a PurchaseItem. How this is used is out of scope and is left to implementation.

String is base64(ProtectionKeyID).

ProtectionKeyID has attribute:

- type
	string

	type
	A
	NM/TM
	1
	Type of ProtectionKeyID:

0: ProtectionKeyID = Key Domain ID concatenated with SEK/PEK ID, where both values are as used in the Smartcard Profile [BCAST10-ServContProt]
1-128 Reserved for future use

129-255 Reserved for proprietary use 
	unsignedByte (8 bits)

	BackOffTiming
	E1
	NM/TM
	0..1
	This optional element, specifies default timing behaviour for the BCAST service request sent by the terminal. Its purpose is to provide a mechanisms that ensures distribution over time of service requests sent from receivers, e.g. in order to avoid overload in nodes or links. 

If present, the BCAST service request SHALL be sent back in the time interval [OffsetTime, OffsetTime+RandomTime] after the event reception of this message. The exact time within the allowed time window shall be random with uniform probability.

If this element is not present the terminal can send the service request immediately following reception of this message.
	

	offsetTime
	A
	NM/TM
	1
	The OffsetTime specifies the minimum time that a device SHALL wait after reception of this message before sending the service request. The unit is seconds.
	integer 


	randomTime
	A
	NM/TM
	1
	The RandomTime refers to the time window length over which a device SHALL calculate a random time for the transmission of the service request. The method provides for statistically uniform distribution over a relevant period of time. 

The device SHALL calculate a uniformly distributed random time out of the interval between 0 and RandomTime. The unit is seconds.
	integer


Table N: TBD

Change 9:  In OMA-TS-BCAST_ServiceGuide-V1_0_0-20070104-D, make the following change whether the Element ProtectionKeyID is used.
	ProtectionKeyID
	E1
	NO/TO
	0..N
	List of key identifiers needed to access protected content. This information allows the terminal to determine whether or not it has the correct key material to access services within a PurchaseItem. How this is used is out of scope and is left to implementation.

This element is only Mandatory to support for the network and terminal in case the Smartcard Profile is supported [BCAST10-ServContProt].

ProtectionKeyID has attribute:

type
	base64Binary

	type
	A
	NM/TM
	1
	Type of ProtectionKeyID:

0: ProtectionKeyID = Key Domain ID concatenated with SEK/PEK ID, , where both values are as used in the Smartcard Profile [BCAST10-ServContProt]

1-128 Reserved for future use

129-255 Reserved for proprietary use 
	unsignedByte 
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