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1 Reason for Change

This CR proposed text changes to CR-300R01.  The proposed changes are complementary to those in CR-300R01 – while that document focuses on correcting terminology and descriptions relating to LTKM and STKM MIKEY extensions for BCAST, this CR proposes the use of BCAST-specific, as opposed to MBMS-specific terminology in the initial portion of Section 6.4 of the SPCP spec.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree and incorporate the proposed changes to the SPCP spec.
6 Detailed Change Proposal

Change 1:  Changes to Section 6.4 of SPCP spec
6.4 Layer 2: Long Term Key Message - LTKM

This layer corresponds to the LTKM delivery layer.  Once the terminal has obtained the relevant information regarding the required service from the Service Guide, the terminal SHALL register for the services to which it is subscribed. 

To register for a BCAST service the terminal sends a “Service Request” message to the BSM. The “Service Request” message is defined in [BCAST10-Services] and 
represents a subscription/purchase request message.  Note that it does not correspond to the MBMS User Service Registration as defined in [3GPP TS 33.246].  The message SHALL therefore include: 

· Indication that the terminal requests to register to the BCAST Service;

· One or more BCAST purchase item identifiers. Each purchase item identifier SHALL correspond to the concatenation of GlobalPurchaseItemID (found in the PurchaseItem fragment of the Service Guide) and the PurchaseDataIDRef (of the PurchaseData fragment in the Service Guide). See [BCAST10-SG] for further information on the Service Guide.

Note: Need to confirm whether URI concatenation requires a separator
The BSM SHALL ensure that the sender of the “Service Request” message is authenticated by using HTTP digest authentication, similar to its use in the procedure defined in section 6.3.2.1A of [3GPP TS 33.246], e.g. the BSM shall ensure that a valid SRK is used for in the HTTP DIGEST authentication. Note that the requirement for a valid SRK also ensures that a valid SMK has been established. 

Following a successful service registration, LTKMs SHALL be delivered to the terminal as a result of a push or pull procedure as defined in sections 6.3.2.2 and 6.3.2.3 of [3GPP TS 33.246]. This provides support for the scenarios described below:

· The BSM MAY push an LTKM to the terminal in order to provide a new SEK/PEK to a terminal or to update the Key Validity data (KV) associated with a SEK or PEK that has previously been delivered. Pushing LTKMs to registered terminals allows the BSM to spread the delivery of SEKs/PEKs required by a large number of users to manage network congestion.  Pushing an LTKM to a terminal to update the KV data provides a means to extend or reduce the lifetime of a SEK or PEK.

· The terminal SHALL request the LTKM associated to a particular service when the terminal realises that it has missed an LTKM update, e.g. due to being out of coverage, using the "Token/LTKM Purchase Request" as defined in [BCAST10-Services]. The "Token Purchase Request" SHALL be formatted in accordance to section 11.6.1 of [3GPP TS 26.346]. The requested key identifier is the SEK/PEK ID, which corresponds to the MBMS MSK Identifier. 

· The BSM MAY trigger the terminal to request the current SEK/PEK for a particular service. This process SHALL be as defined for the “BM-SC solicited pull procedure” in section 6.3.2.2.4 of [3GPP TS 33.246]. The solicited pull procedure can be used to provide a means to update the terminal with a new SEK when:

· the SMK is no longer valid, e.g. the BSM can respond to the “Service Request” message from the terminal with an HTTP 401 WWW Authenticate message, thereby initiating a new run of GBA; 

· the terminal is not trusted to provide acknowledgment of LTKM delivery, e.g. with the solicited pull procedure the BSM can assume successful delivery if the terminal does not repeat the “Service Request”  message.  

The authentication of the “Service Request” and "Token Purchase Request" SHALL be ensured via HTTP DIGEST [RFC2617] as described in section 6.2.1.3 of [3GPP TS 33.246]. If the message is successfully authenticated the request SHALL be acknowledged using an HTTP 200 OK message. The BSM SHALL determine whether the terminal is authorised to receive the keys associated to the “Service Request” or “Token Purchase Request”, e.g. if the user has purchased the associated viewing permission. 

Once registration has been completed or once the SEK/PEK lifetime has expired and the key is no longer valid, the required SEK/PEK can be requested just as an MBMS Service Key (MSK) can be requested as described in Section 6.3.2.2 MSK request procedures of [TS 33.246]. This occurs when:

· The UE has just registered to a User Service, and needs to initiate the delivery of the SEK/PEK.

· The UE has missed a key update procedure e.g. due to being out of coverage and requests the SEK/PEK.

· Or due to a BM-SC solicited pull procedure.
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