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	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Mercè Serra, Fraunhofer IIS, merce.serra@iis.fraunhofer.de
Bert Greevenbosch, Fraunhofer IIS, bert.greevenbosch@iis.fraunhofer.de

	Replaces:
	n/a


1 Reason for Change

The CR addresses the following comment:

	XBS031
	2007.01.26
	T
	12.2
	Source: Samsung Electronics
From: OMA-BCAST-2007-0077
Comment:

There is no value for version field in ftyp box of adapted PDCF. Do we use the version value of ftyp box specified in OMA DRM DCF or do we need a new value for adapted PDCF?

Proposed Resolution:

If we use a version value from OMA DCF, then add clarification text or If we use a new value, then a CR is required.


	Status: OPEN


The comment is resolved by introducing a new brand name and minor_version for the adapted PDCF.
Note that OMA DRM v2.0 only defines a DCF brand name but no PDCF brand name.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the group to agree the CR.
6 Detailed Change Proposal
7. Adapted File Format

This section describes adaptations to the file formats DCF and PDCF that are needed to allow broadcast support to OMA DRM v2.0.
7.1 Common adaptations to DCF and PDCF

7.1.1 Key Info Box

The ExtendedHeaders field in the OMADRMCommonHeaders box MAY include one or more instances of the Key Info Box:

aligned (8) class OMABCASTKeyInfoBox extends FullBox('obki', version, flags) {


unsigned int(8) KeyInfosNumber;


// indicates the number of key infos that follow


for (i=0;i<KeyInfosNumber;i++){



bit(1) KeyIssuerPresent;



// indicates that the key issuer URL is present



bit(1) STKMPresent;



// indicates that the STKM is present (only to be used for DCF)



bit(1) TBKPresent;




// indicates that the TerminalBindingKey information is present



bit(1) TBKIssuerURLPresent;



// indicates that the TBK issuer URL for TBK  is present



bit(1) RecordingInformationPresent;


// indicates that the recording information  is present



bit(3) rfu;





// reserved for future use



unsigned int(8) KeyIDType;



// indicates the type of key id that follows



unsigned int(8) KeyIDLength; 



// KeyID length in bytes



byte KeyID[];




// key_id



if(KeyIssuerPresent) {




unsigned int(16) KeyIssuerURLLength; 

// KeyIssuer URL field length in bytes




char KeyIssuerURL[];


// KeyIssuer URL string



}


if (STKMPresent) { 




// applies only to DCF, not PDCF




unsigned int(16) STKMLength;
 
// STKM field length in bytes




byte STKM[];



// STKM


}


if (TBKPresent) { 







unsigned int(32) TBK_ID; 


// TerminalBindingKeyID



if (TBKIssuerURLPresent){





unsigned int(16) TBKIssuerURLLength; 
// TBK Issuer URL field length in bytes





char TBKIssuerURL[];

// TBKIssuer URL string





}


}

}

} 

The OMABCASTKeyInfoBox fields are described in Table 38.

Table 38: OMABCASTKeyInfoBox fields

	Field name
	Type
	Purpose

	KeyInfosNumber
	unsigned int(8)
	indicates that the number of key infos that follow

	KeyIssuerPresent
	bit
	indicates that the key issuer URL is present

	STKMPresent
	bit
	indicates that an STKM is present (only for DCF)

	TBKPresent
	bit
	indicates that the TerminalBindingKey information is present

	TBKIssuerURLPresent
	bit
	indicates that the TBK issuer URL for TBK is present

	RecordingInformationPresent
	bit
	indicates that the recording information is present

	KeyIDType
	unsigned int(8)
	type of KeyID

	KeyIDLength
	unsigned int(8)
	length of the Key ID in bytes

	KeyID
	byte[]
	value of Key ID

	KeyIssuerURLLength
	unsigned int(16)
	length of the KeyIssuerURL (optional)

	KeyIssuerURL
	char[]
	Key Issuer URL (optional)

	STKMLength
	unsigned int(8)
	length of the STKM in bytes (optional)

	STKM
	byte[]
	STKM (optional)

	TBK_ID
	unsigned int(8)
	TerminalBindingKeyID

	TBKIssuerURLLength
	unsigned int (16)
	TBK Issuer URL field length in bytes

	TBKIssuerURL
	char[]
	TBKIssuerURLstring


The KeyIssuerURL in the Key Info box SHALL be used first. If this fails or if the KeyIssuerURL is not present, the Device MAY try the RightsIssuerURL in the OMADRMCommonHeaders box.

For this version of the specification, the following values for the KeyIDType MUST be used:

Table 39: KeyIDType values

	KeyID type
	Value
	Purpose

	OMA BCAST DRM Profile
	0x00
	OMA BCAST DRM Profile KeyID as defined in [BCAST10-ServContProt]

	OMA BCAST Smartcard Profile
	0x01
	OMA BCAST Smartcard Profile KeyID as defined in [BCAST10-ServContProt]

	3GPP MBMS
	0x02
	3GPP MBMS KeyID as defined in [3GPP TS 33.246]
Note this is one option given to MBMS. Other option is for MBMS to define their own box in the Extended Headers field. Both options will be suggested to 3GPP in an LS.


The field STKM_present_flag MAY only be set to 1 for DCF file delivery. In this case, the field STKM contains the key used to encrypt the DCF content. Refer to [BCAST10-ServContProt] for more details. In a PDCF file, this flag MUST be set to 0.
7.2 DCF

File Branding

The ISO base media file format defines a File Type box for identifying the major brand of the media file along with compatible brands. For DCF files conforming to this specification, the File Type box MUST be as defined in OMA DRM v2.0 [DRMCF-v2].
7.3 Adapted PDCF

This section allows a STKM stream (transmitted using Layer 3 of the 4-layer model for Service Protection and Content Protection of RTP streams using ISMACryp) to be stored within a PDCF. It applies to both DRM Profile and Smartcard Profile. Recording is explained in [BCAST10-ServContProt].
The existing PDCF file format as defined in OMA DRM v2.0 [DRMCF-v2] allows audio video content to be stored in a file format together with the relevant OMA DRM information. Audio and video tracks can be encrypted as defined in [DRMCF-v2] using the appropriate CEK stored in a Generalised Rights Object (GRO).
Creating adapted PDCF recordings does not require a GRO. Playback of adapted PDCF recording is governed by the protection_after_reception flags in the key stream (see [BCAST10-ServContProt]) and, for certain values of the protection_after_reception_flags, by GROs.

Content can be streamed over RTP using ISMACryp. To allow storing this kind of streamed content in a PDCF file as samples and not as packets, a couple of adaptations to the PDCF file format are made. This modified PDCF file format is called Adapted PDCF.

Section 13.3 describes the overall Adapted PDCF structure.

Section 13.4 explains how to store TEK stream information in Adapted PDCF. In the context of broadcast services, RTP streams can be encrypted at the content level (encrypting Access Units using ISMACryp as explained in [BCAST10-ServContProt]) using TEKs. This key is not the traditional CEK stored in an RO. In the broadcast context the CEK is a Service Encryption Key (SEK) or a Program Encryption Key (PEK) delivered using Layer 2. This SEK or PEK allows the TEK delivered in Traffic Encryption Key stream messages delivered in Layer 3 to be decrypted. The TEK is used to encrypt content transmitted in RTP packets using ISMACryp. As this key changes regularly, Adapted PDCF allows the storage of the relevant TEK stream information.
Section 13.5 specifies the AES_128_BYTE_CTR encryption algorithm. This algorithm is used in ISMACryp and is included in Adapted PDCF to allow the storage of ISMACryp protected AUs in a PDCF file, without re-encryption.
7.3.1 File Branding

The ISO base media file format defines a File Type box for identifying the major brand of the media file along with compatible brands. Adapted PDCF Files conforming to this specification MUST include a File Type box with the adapted PDCF brand as compatible brand. The adapted PDCF brand is not recommended to be used as a major brand. Note: the major brand for the adapted PDCF should be the same as for the unprotected file. Unlike the File Type box defined for DCF, the File Type box in adapted PDCF does not have a fixed length of 20 bytes. 

The adapted PDCF brand is 32 bits (4 octets) wide and MUST have the hexadecimal value 0x6F707832 (‘opx2’). If the adapted PDCF brand is used as major brand, this MUST be followed by the four-octet minor version indicator with the value 0  (0x00000000). 

7.4 Overall PDCF Structure

The table below outlines the mandatory and optional ISO boxes and their order. Additional boxes MAY be added after the mandatory boxes have first appeared. Table 40 shows the nesting order of the mandatory boxes, on the left is the parent and on the right, the child. The first column indicates which fields and boxes MUST be present in PDCF and which boxes MAY appear in the PDCF. The following syntax is adopted:
……..
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