Doc# OMA-BCAST-2007-0xxx-AlgoDCF_on_SimulcryptDC.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-BCAST-2006-0947R03-CR_Signalling_of_the_Smartcard_Profile_within_a_DVB_IPDC_network_target result.doc
Change Request



Change Request

	Title:
	DCF_algo support on Simulcrypt interface
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA BAC BCAST

	Doc to Change:
	OMA-TS-BCAST_SvcCntProtection Latest version

	Submission Date:
	March 2007

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Laurent Piron, Nagravision, laurent.piron@nagra.com
David Castleford, Orange, david.castleford@orange-ftgroup.com

	Replaces:
	


1 Reason for Change
This CR proposes a resolution for comment SCP-0088
	SCP-0088
	2007.01.17
	T
	13.1.1.2
	Source: Nagravision

Form: OMA-BCAST-2007-0054

Comment: The Simulcrypt interface specifies how parameters the IPSEC, SRTP and ISMACryp encryption are exchanged over SP-4 but fails to address the DCF_ALGO encryption possibility.

Proposed Change: Add the following sentence to the last paragraph of section 13.1.1.2:

“The Simulcrypt interface does not support the TKM_ALGO_DCF”
	Status: OPEN
Linked to liaison to DVB (BCAST-2007-0076)


Some companies mentioned that the proposed change is not acceptable and the DCF_ALGO shall be supported on this interface. This CR adds the necessary signalling in the relevant messages of the ECMG/STKMG(SCS interface.
2 Impact on Backward Compatibility

No impact on backward compatibility is foreseen.
3 Impact on Other Specifications

No impact on other specifications is foreseen.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the group approves this change request.
6 Detailed Change Proposal

13.1.1.3.1 Interface ECMG/STKMG ( SCS

This interface allows a KMS system to provide a SCS with ECMs/STKMs under the control of this SCS. The following provides adaptations of some parameters on this interface. The combination Super_CAS_id + ECM_id identifies uniquely an STKM stream in the whole system. On this interface, the SCS sends TEKs to an ECMG to allow it to generate STKMs. The SCS knows which ECMG it contacts by using the Super_CAS_id. The SCS indicates to the ECMG for which STKM stream the TEKs are used for STKM generation by using the ECM_id, which links to the stkmstream value (also used in the SDP). This allows the ECMG to make the link with the Service Guide information related to the protected stream.

The Super_CAS_id is a 4-byte identifier that uniquely identifies a KMS system provider and BSM. The first 2 bytes of the Super_CAS_id for the DRM Profile are 0x01. The first 2 bytes of the Super_CAS_id for the Smartcard Profile are 0x02. The last 2 bytes are defined by the user (as an example, they can allow to identify the “serviceprovider” or BSM)

The ECM_id is a 2-byte identifier internal to a given ECMG. It is used by the MUX to map the ECM to the correct IP address and port. It is equal to the stkmstream value, as defined in Section ‎10.1.3 (in this case, the stkmvalue has to be unique across all SDP for a given KMS in a BSM) or it is an ID valid in the head-end only that allows both entities to uniquely identify STKM streams.

The ECM_datagram format is extended for BCAST and can also be formatted as STKM. As a consequence, the section_TSpkt_flag is equal to:
	0x02
	The ECMs carried on the interface are in binary STKM format as defined for the DRM Profile or the Smartcard Profile.

	All other values are DVB reserved and SHALL not be used.


The ECM_datagram is the actual STKM to be sent by the SCS to the MUX. Depending of the value of the Super_CAS_id, it is either a DRM Profile STKM as defined in Section ‎5.5 or a Smartcard Profile STKM as defined in Section ‎6.5.

The CP_CW_combination is the concatenation of the Crypto period number, the Key System Information (KSI) and the Traffic Key Material (TKM) from which the TEK and the optional Traffic Authentication Key (TAK) are derived. The meaning and length of the KSI varies according to the scrambling method used. These are defined in the Simulcrypt specification for IPsec, ISMACryp and SRTP. BCAST has extended these for DCF_algo, as shown below:
DCF_algo for DRM Profile:
· The KSI is the Key Identifier, and 1<= KSI length =< 255 bytes.
· The TKM is identical to the TEK, and the TKM length = 16 bytes.
DCF_algo for Smartcard Profile:

· The KSI is the TEK ID, and KSI length = 2 bytes.

· The TKM is identical to the TEK, and the TKM length = 16 bytes.
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