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1 Reason for Change

In case a single SDP file contains more than one media section declaring STKM stream, the terminal needs to know which of the STKM streams are corresponding to the SEK the terminal has acquired for the corresponding service. The same situation is encountered when the service is associated with multiple ‘Access’ fragments and where the ‘Access’ fragments are associated with different SDP files each SDP file declaring different STKM stream.

In such cases there is no association between a particular STKM stream description and the key management system the STKM corresponds to. This in turn means that the terminal does not know which one of the STKM streams the terminal is meant to apply.
This CR proposes two alternative options to correct the issue.
2 Impact on Backward Compatibility

None. 
3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is kindly request to agree the proposed change.
6 Detailed Change Proposal

	KeyManagementSystem
	E1
	NM/

TM
	0..N
	Information of Key Management System(s)(KMS) that can be used to contact the BCAST Permissions Issuer and, in case of the SmartCard Profile whereby GBA is used for SMK derivation, whether GBA_U is mandatory or whether either GBA_ME or GBA_U can be used. 

Note that the BCAST Permissions Issuer can support more than one KMS. 
If KeyManagementSystem is not specified, it means no service or content protection is applied.

Multiple occurrences of ‘KeyManagementSystem’ elements are allowed within this fragment only if all of the ‘KeyManagementSystem’ elements  have different ‘kmsType’ attribute.
Contains the following elements:

ProtectionKeyID

PermissionsIssuerURI

TerminalBindingKeyID

Contains the following attributes:

kmsType

protectionType
	

	kmsType
	A
	NM/

TM
	1
	Identifies the type of Key Management System(s)(KMS). Possible values:

0. oma-bcast-drm-pki  

Indicates OMA BCAST DRM profile (Public Key Infrastructure)

1. oma-bcast-gba_u-mbms

Indicates BCAST Smartcard profile using GBA_U (Symmetric Key Infrastructure)

2. oma-bcast-gba_me-mbms

Indicates BCAST Smartcard profile using GBA_ME 
3. oma-bcast-prov-bcmcs 

Indicates provisioned 3GPP2 BCMCS SKI

4 -127 Reserved for future use

128 – 255 Reserved for proprietary use
	unsignedByte

	protectionType
	A
	NM/

TM
	1
	Specifies the protection type offered by the KMS.

Values:

0. Content protection only, as defined by the LTKM

(protection_after_reception in STKM = 0x00 or 0x01 [BCAST10-ServContProt]) 

1. Service protection only

(protection_after_reception in STKM = 0x03 [BCAST10-ServContProt]) 

2. Content protection as defined by LTKM, plus playback of protected recording permission

(protection_after_reception in STKM = 0x02 [BCAST10-ServContProt])

3 – 127  Reserved for future use

128 – 255 Reserved for proprietary use
This attribute may also be used for presentation purpose to users, to indicate whether the content item(s), associated with the referenced Schedule by this ‘Access’ fragment, is protected or not.
	unsignedByte 


	KeyManagementSystem
	E1
	NM/

TM
	0..N
	Information of Key Management System(s)(KMS) that can be used to contact the BCAST Permissions Issuer and, in case of the SmartCard Profile whereby GBA is used for SMK derivation, whether GBA_U is mandatory or whether either GBA_ME or GBA_U can be used. 

Note that the BCAST Permissions Issuer can support more than one KMS.

If KeyManagementSystem is not specified, it means no service or content protection is applied.

If multiple occurrences of this element with equal ‘kmsType’ attribute are present within this fragment, all the key streams specified in the session descriptions corresponding to the type ‘kmsType’ and associated to this fragment SHALL be applicable for any of the ‘KeyManagementSystem’ elements of the same ‘kmsType’.

Contains the following elements:

ProtectionKeyID

PermissionsIssuerURI

TerminalBindingKeyID

Contains the following attributes:

kmsType

protectionType
	

	kmsType
	A
	NM/

TM
	1
	Identifies the type of Key Management System(s)(KMS). Possible values:

0. oma-bcast-drm-pki  

Indicates OMA BCAST DRM profile (Public Key Infrastructure)

1. oma-bcast-gba_u-mbms

Indicates BCAST Smartcard profile using GBA_U (Symmetric Key Infrastructure)

2. oma-bcast-gba_me-mbms

Indicates BCAST Smartcard profile using GBA_ME 
3. oma-bcast-prov-bcmcs 

Indicates provisioned 3GPP2 BCMCS SKI

4 -127 Reserved for future use

128 – 255 Reserved for proprietary use
	unsignedByte

	protectionType
	A
	NM/

TM
	1
	Specifies the protection type offered by the KMS.

Values:

0. Content protection only, as defined by the LTKM

(protection_after_reception in STKM = 0x00 or 0x01 [BCAST10-ServContProt]) 

1. Service protection only

(protection_after_reception in STKM = 0x03 [BCAST10-ServContProt]) 

2. Content protection as defined by LTKM, plus playback of protected recording permission

(protection_after_reception in STKM = 0x02 [BCAST10-ServContProt])

3 – 127  Reserved for future use

128 – 255 Reserved for proprietary use
This attribute may also be used for presentation purpose to users, to indicate whether the content item(s), associated with the referenced Schedule by this ‘Access’ fragment, is protected or not.
	unsignedByte 
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