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Change Request

	Title:
	Rights Issuer Service MIME Type – Update to Security Considerations
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BCAST+DRM

	Doc to Change:
	OMA-TS-DRM_XBS-V1_0-20070419-D

	Submission Date:
	21 May 2007

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Uwe Rauschenbach, Nokia Siemens Networks, uwe.rauschenbach@nsn.com

	Replaces:
	n/a

	Attachments:
	


1 Reason for Change

This CR implements advice from IANA w.r.t. the MIME type registration for Rights Issuer Service Data. Also, the email address of the contact person is changed to reflect his change of company.

Excerpt from “Security considerations”:

BCAST Rights Issuer Service Data shall be passive, and does not generally represent a unique or new security threat.  However, there is some risk in sharing any kind of data, in that unintentional information may be exposed, and that risk applies to

data contained in Rights Issuer Service Data as well.

Comment from IANA experts:

This is fine as far as it goes, but it fails to address the specific issues of whether or not this content needs integrity or confidentiality protection, and if it does, whether or not  it is provided by the type itself or has to be done externally. Please add one or two sentences to address this.

2 Impact on Backward Compatibility

none

3 Impact on Other Specifications

none

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is requested to agree the proposed changes.

6 Detailed Change Proposal

Change 1
starting on next page.

C.19 MIME media types

C.19.1 Media-Type Registration Request for application/vnd.oma.bcast.risd

This section provides the registration request, as per [RFC 2048], to be submitted to IANA.

Type name: 

application

Subtype name: 

vnd.oma.bcast.risd 

Required parameters: 
none

Optional parameters: 
none

Encoding considerations: 
binary

Security considerations: 

Rights Issuer services carry Rights Objects, Registration data and Certificate Chain Updates in messages over broadcast channels. BCAST Rights Issuer Service Data shall be passive, and do not generally represent a unique or new security threat. Some messages contain confidential and security critical fields. These are encrypted using AES-128-CBC, and are authenticated using HMAC-SHA-1-96 as described in the OMA BCAST specification referenced below. That means, the security of such critical fields is provided by the type itself and does not have to be provided externally. Furthermore, in sharing any kind of data, there is some risk  that unintentional information may be exposed, and that risk applies to unencrypted fields contained in Rights Issuer Service Data as well.

Interoperability considerations: 

This content type carries BCAST Rights Issuer Service Data within the scope of the OMA BCAST enabler. The OMA BCAST enabler specification includes static conformance requirements and interoperability test cases for this content.

Published specification: 

OMA BCAST 1.0 Enabler Specification – OMA DRM v2.0 Extensions for Broadcast Support, especially Section 12.7.1. Available from http://www.openmobilealliance.org    

Applications, which use this media type: 

OMA BCAST Services

Additional information:

       Magic number(s): 

none

       File extension(s): 

none

       Macintosh File Type Code(s): 
none

Person & email address to contact for further information: 

Uwe Rauschenbach

Uwe.Rauschenbach@nsn.com 

Intended usage: Limited use.

Only for usage with OMA DRM v2.0 Extensions for Mobile Broadcast Services, which meet the semantics given in the mentioned specification. 

Author/Change controller: OMNA – Open Mobile Naming Authority, OMA-OMNA@mail.openmobilealliance.org
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