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1 Reason for Change

During the follow-up review of BCAST specification, comments SCP0436 and SCP0443 have been resolved by the sending of LS to 3GPP for the definition of a new command for deletion of Keys and a way to expose stored keys in the card for the terminal to know which key could be deleted and display to the user in the SG if the user has the rights for specific service. A CR BCAST-2007-0332R01 was also agreed but is missing in the SPCP spec
The 3GPP agrees to define new tags and dedicated file for BCAST.  The command and files should be defined by BCAST. 

This CR proposes then a new SEK/PEK storage policy and a definition of new commands for the deletion of keys and for an audit of stored keys in the smartcard.  The CR BCAST-2007-0332R01 has been also reintegrated.
This CR will modify the Appendix E of the SPCP specification, where BCAST commands are already defined.
Reminder: 
	SCP-01
	2007.02.16
	T
	6.4.4

6.7
	Source: Gemalto

Form: BCAST-2007-0253
Comment: Deletion of SEK/PEK. As a SEK/PEK could be used for content stored in the terminal (play-back allowed), the USIM requires information from the terminal to handle efficiently the key deletion. This is the case for example of SEK/PEK with unlimited play-back of content (security-policy-extension equal to 0x05). In this case, the smart-card should keep the SEK/PEK indefinitely as the right is for an unlimited play-back of content. If the content is erased in the terminal the SEK/PEK is no more usable and needs to be deleted. 

Besides, the rules shall be explained in BCAST to clarify how many SEK/PEK could be stored in the smartcard, when they are deleted, etc.
Proposed Change: Inspired by new CR for MBMS on deletion of MSK, CR for BCAST deletion of Keys

	Status: CLOSED

BCAST-2007-0332R01 is Agreed

	SCP-02
	2007.02.16
	T
	
	Source: Gemalto

Form: BCAST-2007-0253

Comment: 

How the smartcard exposes to the terminal the stored SEK/PEK for the deletion or the colored Service guide for the user.
Proposed Change:
Send LS to 3GPP et 3GPP2 for the description of files in BCAST.

	Status: CLOSED

Document BCAST-2007-0340R01 is Agreed and BCAST-2007-0332R01 is Agreed




2 Impact on Backward Compatibility

Shouldn’t have any backward compatibility since this is the first version of the BCAST enabler.

3 Impact on Other Specifications

None identified.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The Cr applies on the OMA-TS-BCAST_SvcCntProtection-Interim-Draft-20070529-C. 

It is proposed to introduce the changes in a new version of the BCAST document.

6 Detailed Change Proposal
7 Changes to section 6.6.4

6.6.4 OMA BCAST LTKM Processing
LTKMs are processed by a secure function located on either the Smartcard or terminal. Following MBMS [3GPP TS 33.246 v7], for the Smartcard profile the location of the secure function is determined by whether GBA_U or GBA_ME is used to establish SMK/SRK. Where GBA_U is used the secure function is located on the Smartcard and where GBA_ME is used the secure function is located on the terminal.
When the OMA BCAST LTKM arrives at the terminal, the terminal first checks whether an EXT BCAST payload is present. If the EXT BCAST payload is not present or the EXT BCAST payload is present and the security_policy_extension_flag is set to 0x00, the terminal shall process the LTKM as defined in section 6.4.6.1 of [3GPP TS 33.246 v7]. In all other cases the terminal shall process the LTKM as defined in section 6.4.6.1 of [3GPP TS 33.246 v7] omitting the MBMS replay protection check, i.e. the terminal SHALL NOT check the Time Stamp (TS) payload in the LTKM against the stored replay counter associated with the given SMK. If the terminal processing of LTKM is successful the LTKM shall be transported to the secure function for further processing.  If the LTKM does not include an EXT BCAST payload, the secure function performs the MBMS security procedure (MSK Update Mode) according to Section 6.5.3 of [3GPP TS 33.246 v7].  Otherwise, the following procedure applies:
First, the secure function performs the message validation using the SMK (MUK) as described in [3GPP TS 31.102 v6], except that EFMSK shall not be updated.. The keys and all required data SHALL be stored internally. The minimum and maximum number of SEK/PEK keys that can be stored by the USIM and the maximum length of the SEK/PEK associated data shall be defined. If the message validation is successful, then the replay counter associated with the SEK/PEK (for subsequent detection of attempted STKM replay) SHALL be initialized with the value “TS Low” in the Key Validity Data.  In addition, the secure function processes the LTKM based on the value of the security_policy_extension as follows:

Change 1:  Add the section 6.6.6 (CR 332R01 that have been omitted)

6.6.6 SEK/PEK deletion and SEK/PEK audit
In case a SEK/PEK is allowing a limited number of play-backs, the UICC SHALL delete this key when the associated play-back counter is equal to zero.

The terminal SHOULD delete SEK/PEKs and TEKs that are no longer needed in order to free up storage for new SEK/PEKs and TEKs. For Smartcard-based key management, the terminal SHALL control the deletion of SEK/PEKs stored on the Smartcard using the Authenticate command for the MBMS security context in OMA BCAST mode and SEK/PEK deletion sub-mode (AppendixE: E.3.2.1 (note for the editor add a link to the corresponding section)
To discover SEK/PEK stored in the Smartcard and determine whether they should be deleted, the terminal MAY use the Authenticate command for the MBMS security context in OMA BCAST mode and SEK/PEK audit sub-mode (AppendixE: E.3.2.2 (note for the editor add a link to the corresponding section)
Change 2:  Changes to section 6.7.2

6.7.2 OMA BCAST STKM Processing
STKMs are processed by a secure function located on either the Smartcard or terminal. Following MBMS [3GPP TS 33.246 v7], for the Smartcard profile the location of the secure function is determined by whether GBA_U or GBA_ME is used to establish SMK/SRK. Where GBA_U is used the secure function is located on the Smartcard and where GBA_ME is used the secure function is located on the terminal.
When the STKM arrives at the terminal, the terminal SHALL perform the resending check according to 3GPP MBMS [3GPP TS 33.246 v7] before sending the STKM to the secure function, i.e. if the TEK ID extracted from the EXT MBMS payload is less than or equal to the current TEK ID (associated to the SEK/PEK used to protect the STKM) buffered in the terminal, the message SHALL NOT be sent to the secure function.  The terminal SHALL NOT perform the MBMS replay protection check (defined in section 6.4.3 of [3GPP TS 33.246 v7]), i.e. the terminal SHALL NOT check the Time Stamp (TS) payload of the STKM against the stored replay counter associated with the given SEK/PEK. Note that unlike MBMS this check is completed by the secure function. 

If the resending check is passed, the STKM is sent to the secure function and the following procedure applies:

On reception of the STKM, the secure function first retrieves, from the EXT MBMS payload, the SEK/PEK with the Key Domain ID and the SEK/PEK ID.  It then performs the message validation according to[3GPP TS 31.102 v6], except that EFMSK shall not be updated..  If the message validation is successful, the secure function checks for the presence of a stored security policy extension associated to the SEK/PEK used to authenticate the STKM. 

Changes to Appendix E
Appendix E. Extension of the  MBMS Security Context command(Normative)
The response of the Authenticate command for the MBMS security Context Mode, defined in 3GPP TS 31.102, has been extended.
Additional Parameters and Data are defined for BCAST to the MBMS security context response in case of failure in the processing of MTK Generation Mode or MSK Update Mode for

· security_policy_extension

· parental control

· location based restriction
· In addition, the Authenticate command for the MBMS Security Context mode, defined in 3GPP TS 31.102, is extended with one additional OMA BCAST mode that comprises two sub-modes:
· The SEK/PEK deletion sub mode to delete the SEK/PEK stored in the card

· The SEK/PEK audit sub mode allowing the terminal to retrieve information on the SEK/PEK stored in the card.

E.1 MTK Generation Mode

E.1.1 OMA BCAST operation response:  security_policy_extension operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘53’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2
	OMA BCAST operation response  tag = 'DF' 
	
	1

	 (A+2)+1
	Security_policy_extension operation response Data Object  tag (‘80’)
	
	1

	(A+2)+2 to ((A+2)+1)+B (B ≤ 4)
	Security_policy_extension operation response Data Object length (L)
	
	B

	((A+2)+ 1)+B +1
	Status code 
	
	1


Status code coding:

· 0x01: lack of credit in the user purse

· 0x02: lack of credit in the service purse

· 0x03: Play_back counter invalid or equal to zero

E.1.2 OMA BCAST operation response:  Parental control operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘53’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2
	OMA BCAST operation response  tag (‘DF’)
	
	1

	(A+2) +1
	Parental control operation response Data Object  tag (‘81’)
	
	1

	((A+2) +2) to ((A+2) +1)+B bytes (B ≤ 4)
	Parental control operation response Data Object length (L)
	
	B

	((A+2) +1)+B +1
	Status code 
	
	1

	((A+2) +1)+B +2
	Key reference of the second application PIN defined for the parental control
	
	1

	((A+2) +1)+B +3 
	Rating_type for the current program
	
	1

	((A+2) +1)+B +4
	Level_granted value for the current rating_type
	
	1


Status code coding: 

· 0x00: User not authorized

· 0x01: PINCODE required
· 0x02: PINCODE not initialized
Key reference of the second application PIN coding:

The key reference are defined in the [ETSI TS 102.221]. The PIN used for the parental control SHALL be a second application PIN.

The values of the key references are ‘81’ to ‘88’

Rating_Type for the current program coding:
This field indicates the rating_type of the current program. See Error! Reference source not found. in Section Error! Reference source not found. for the coding of this field.

Level_granted value for the current rating_type coding:
This field indicates the level_granted value for the rating_type of the current program. See Error! Reference source not found. in Section Error! Reference source not found. (rating_value column) for the coding of this field.
E.1.3 OMA BCAST operation response: Location based restriction operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘53’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2
	OMA BCAST operation response  tag (‘DF’)
	
	1

	(A+2) +1
	Location based restriction operation response Data Object  tag (‘82’)
	
	1

	((A+2) +2) to ((A+2) +1)+B bytes (B ≤ 4)
	Location based restriction operation response Data Object length (L)
	
	B

	((A+2) +1)+B +1
	Status code 
	
	1


Status code coding: 

· 0x00: Blackout
· 0x01: need specific permissions
E.2 MSK Update Mode

E.2.1 OMA BCAST operation response:  security_policy_extension operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘53’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2
	"OMA_BCAST operation" tag = 'DF' 
	
	1

	 (A+2)+1
	Security_policy_extension operation response Data Object  tag (‘80’)
	
	1

	(A+2)+2 to ((A+2)+1)+B (B ≤ 4)
	Security_policy_extension operation response Data Object length (L)
	
	B

	((A+2)+1)+B +1
	Status code 
	
	1

	((A+2)+1)+B +2
	Number of rating_types (n)
	
	1

	
	For (i=0; i < n; i++) {
	
	

	((A+2)+1)+B +3
	Rating_type
	
	1

	((A+2)+1)+B +4
	Level_granted
	
	1

	
	}
	
	

	((A+2)+1)+B +3 +(2*n) to ((A+2)+1)+B +3 +(2*n) +L- (2+2*n)
	MIKEY message (see note 1)
	
	L-(2+2*n)

	NOTE 1: Parameter present if a MIKEY verification message is returned.


Status code coding:

· 0x00: success

· 0x01: lack of credit in the user purse

· 0x02: lack of credit in the service purse

Number_of_rating_types

This field indicates the number of rating_types received in the current LTKM

Rating_type: 

This field indicates the rating_types stored in the Smartcard after the update caused by the received LTKM. See Error! Reference source not found. in Section Error! Reference source not found. for the coding of this field.

Level_granted:

This field indicates the level_granted value stored in the Smartcard after the update caused by the received LTKM and associated to the rating_type above. See Error! Reference source not found. in Section Error! Reference source not found. (rating_value column) for the coding of this field.
MBMS Security Context – OMA BCAST Mode
The Authenticate command for the MBMS Security Context mode, defined in 3GPP TS 31.102, extended with one additional OMA BCAST mode that comprises two sub-modes
· The SEK/PEK deletion sub mode to delete the SEK/PEK stored in the card

· The SEK/PEK audit sub mode allowing the terminal to retrieve information on the SEK/PEK stored in the card.

Command extension description

E.2.1.1 MBMS Security Context – OMA BCAST Mode - SEK/PEK deletion sub mode

USIM operations in this security context are supported if service n°68 and service n°75 are set "available" in the EFUST.
The USIM receives the Key Domain ID and optionally the SEK/PEK ID Key Group part, the SEK/PEK ID Key Number part, the Key Validity Data and the Security Policy Extension of the SEK/PEK to delete. The USIM shall identify all SEK/PEK matching with all TLV received. If the Key Validity Data TLV is present, a SEK/PEK is matching only if it has exactly the same value for TS Low and TS High than the ones in the command data.

If no SEK/PEK is identified, the USIM abandons the function and returns the status word '6A88' (Referenced data not found).

If one or several SEK/PEK are found, the USIM shall delete them. 

Input:

‑
Key Domain ID and optionally the SEK/PEK ID Key Group part, the SEK/PEK ID Key Number part , the Key Validity Data and the Security Policy Extension

Output:

-
None

E.2.1.2 MBMS Security Context – OMA BCASTMode - SEK/PEK Audit sub mode

USIM operations in this security context are supported if service n°68 and service n°75  are set "available" in the EFUST.

In case the USIM does not receive the Key Domain ID TLV, it returns the list of all SEK/PEK keys stores in the card.
In case the USIM receives the Key Domain ID, and optionally the SEK/PEK ID Key Group part, it shall return in the response data all SEK/PEK matching with all TLV received.

If at least one SEK/PEK is found, the "Successful Key Availability Check operation" tag is returned. 

If no SEK/PEK is found, the command fails and the status word '6A88' (Referenced data not found) is returned.
Input:

‑
None or Key Domain ID and optionally the SEK/PEK ID Key Group part 

Output:

-
List of SEK/PEK stored in the card
Command extension parameters and data
Command extension parameters and data

The coding of the authenticate command parameters and data is extended as follows.

	Byte(s)
	Description
	Coding
	Length

	1
	 MBMS Data Object tag (‘53’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS Data Object length (L1)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2
	MBMS Security Context Mode = OMA BCAST Mode (‘06’ )
	
	1

	A+3
	OMA BCAST sub mode
	See below
	1

	A+4 to (L1-2)
	Key Identifiers (see below)
	
	L1-2


The coding of the MBMS Security Context Mode is extended with an OMA BCAST mode

Coding of MBMS Security Context Mode

	Coding
	Meaning

	'01'
	As defined in 3GPP TS 31.102

	‘02'
	As defined in 3GPP TS 31.102

	'03'
	As defined in 3GPP TS 31.102

	‘04’
	RFU

	‘05’
	RFU

	‘06’
	OMA BCAST Mode


Parameter OMA BCAST sub mode specifies the BCAST sub mode in which BCAST security procedure is performed as follows:

Coding of OMA BCAST sub mode

	Coding
	Meaning

	'01'
	RFU

	‘02'
	RFU

	'03'
	SEK/PEK Deletion sub mode

	'04'
	SEK/PEK Audit sub mode


Input data are specified here after for the different OMA BCAST sub modes
E.2.1.3 MBMS Security Context – OMA BCAST Mode - SEK/PEK deletion sub mode

If OMA BCAST sub mode is ‘03’: SEK/PEK Deletion sub mode, the command parameters shall be coded as follows

	Byte(s)
	Description
	Coding
	Length

	1
	 MBMS Data Object tag (‘53’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS Data Object length (L1)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2
	MBMS Security Context Mode = OMA BCAST Mode (‘06’ )
	
	1

	A+3
	BCAST sub mode - SEK/PEK Deletion sub mode (‘03’)
	
	1

	A+4 to (L1-2)
	Key Identifier TLV


	See below
	L1-2


Coding of Key Identifier TLV

	Description
	Value
	M/O
	Length (bytes)

	Key Domain ID Tag
	'80'
	M
	1

	Length
	3
	M
	1

	Key Domain ID
	Coded as defined in 3GPP TS 33.246 
	M
	3

	SEK/PEK ID Key Group part Tag
	'81'
	O
	1

	Length
	2
	O
	1

	SEK/PEK ID Key Group part
	Coded as defined in 3GPP TS 33.246
	O
	2

	SEK/PEK ID Key Number part Tag
	'82'
	O
	1

	Length
	2
	O
	1

	SEK/PEK ID Key Number part
	Coded as defined in 3GPP TS 33.246
	O
	2

	Key Validity Data Tag
	'83'
	O
	1

	Length
	8
	O
	1

	TS Low || TS High
	Coded as defined in 3GPP TS 33.246
	O
	8

	Security Policy Extension Tag
	'84'
	O
	1

	Length
	1
	O
	1

	Security Policy Extension
	4 MSB coded as 0x0 and 4 LSB Coded as defined in 6.6.2.2
	O
	1


If present, the TLV shall be present in the order defined in the table.
The SEK/PEK ID Key Group part TLV shall be present if the SEK/PEK ID Key Number part TLV is present.
The SEK/PEK ID Key Number part TLV shall be present if the Key Validity Data TLV is present.
The Key Validity Data TLV shall be present if the Security Policy Extension TLV is present.

Response parameters/data, BCAST security context (SEK/PEK deletion sub mode), command successful:

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘53’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 
	MBMS operation response Data Object length 
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	3
	"OMA BCAST operation" tag = 'DF' 
	
	1

	4
	"Successful BCAST operation" tag = 'DB' 
	
	1


E.2.1.4 MBMS Security Context – OMA BCAST Mode - SEK/PEK audit sub mode

If OMA BCAST sub mode is ‘04’: SEK/PEK Audit sub mode, the command parameters shall be coded as follows

	Byte(s)
	Description
	Coding
	M/O
	Length

	1
	 MBMS Data Object tag (‘53’)
	As defined in TS 31.101 [11] for BER-TLV data object
	M
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS Data Object length (L1)
	As defined in TS 31.101 [11] for BER-TLV data object
	M
	A

	A+2
	MBMS Security Context Mode = OMA BCAST Mode (‘06’ )
	
	M
	1

	A+3
	BCAST sub mode - SEK/PEK audit sub mode (‘04’)
	See below
	M
	1

	A+4 to A+8
	Key Domain ID TLV 
	See above
	O
	5

	A+9 to A+12
	SEK/PEK ID Key Group part TLV 
	See above
	O
	4


The Key Domain ID TLV shall be present if the SEK/PEK ID Key Group part TLV is present.


Response parameters/data, BCAST security context (SEK/PEK Audit sub mode), command successful:

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘53’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L1)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	3
	"OMA BCAST operation" tag = 'DF'
	
	1

	A+3 to (L1-2)
	OMA BCAST Key description TLV
	See below
	


One or more OMA BCAST Key description TLV are returned.

Coding of OMA BCAST Key description TLV

	Byte(s)
	Description
	M/O
	Length

	1
	OMA BCAST Key description tag =  ‘85’
	M
	1

	2
	OMA BCAST Key description length
	M
	1

	3 to 5
	Key Domain ID
	M
	3

	6 to 9
	SEK/PEK ID
	M
	4

	10 to 13
	TS low
	M
	4

	14 to 17
	TS high
	M
	4

	18 
	Security_policy_extension
	O
	1

	19 to 20
	Cost_value
	O
	2

	21
	Play_back counter
	O
	1


If a Security Policy extension is defined for the SEK/PEK, the Security_policy_extension byte shall be present.
If Security_policy_extension is 0x00, 0x01, 0x02, 0x03, 0x06, 0x07, 0x08 or 0x09, the Cost_value byte shall be present.

If Security_policy_extension is 0x06, 0x07, 0x08 or 0x09, the Play back counter byte shall be present
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