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1 Reason for Change

During the follow-up review of BCAST specification, comments SCP0436 and SCP0443 have been resolved by the sending of LS to 3GPP for the definition of a new command for deletion of Keys and a way to expose stored keys in the card for the terminal to know which key could be deleted and display to the user in the SG if the user has the rights for specific service. A CR BCAST-2007-0332R01 was also agreed but is missing in the SPCP spec
The 3GPP agrees to define new tags and dedicated file for BCAST.  The command and files should be defined by BCAST. 

This CR proposes then a new SEK/PEK storage policy and a definition of new commands for the deletion of keys and for an audit of stored keys in the smartcard.  The CR BCAST-2007-0332R01 has been also reintegrated.
This CR will modify the Appendix E of the SPCP specification, where BCAST commands are already defined.
Reminder: 
	SCP-01
	2007.02.16
	T
	6.4.4

6.7
	Source: Gemalto

Form: BCAST-2007-0253
Comment: Deletion of SEK/PEK. As a SEK/PEK could be used for content stored in the terminal (play-back allowed), the USIM requires information from the terminal to handle efficiently the key deletion. This is the case for example of SEK/PEK with unlimited play-back of content (security-policy-extension equal to 0x05). In this case, the smart-card should keep the SEK/PEK indefinitely as the right is for an unlimited play-back of content. If the content is erased in the terminal the SEK/PEK is no more usable and needs to be deleted. 

Besides, the rules shall be explained in BCAST to clarify how many SEK/PEK could be stored in the smartcard, when they are deleted, etc.
Proposed Change: Inspired by new CR for MBMS on deletion of MSK, CR for BCAST deletion of Keys

	Status: CLOSED

BCAST-2007-0332R01 is Agreed

	SCP-02
	2007.02.16
	T
	
	Source: Gemalto

Form: BCAST-2007-0253

Comment: 

How the smartcard exposes to the terminal the stored SEK/PEK for the deletion or the colored Service guide for the user.
Proposed Change:
Send LS to 3GPP et 3GPP2 for the description of files in BCAST.

	Status: CLOSED

Document BCAST-2007-0340R01 is Agreed and BCAST-2007-0332R01 is Agreed




R01: add co-signers 
Add some clarification following Vodafone review

Add the purse content in the audit that was missing
R02: add a co-signer
R03: Following the 27th June BCAST conf call,  this new version considered that the CR OMA-BCAST-2007-0332R01-CR_UICC_Key_deletion has been inserted in the Candidate version. 
R04: Following discussion on the reflector with Motorola, and offline discussion with Vofafone, 
1. a new command has been added for the smartcard to know which key is key for recorded content that need to be preserved in the card. The number of key slots still available in the card is a parameter in the response of this command in order to the terminal to know how many key slots are available for recorded content.
2. The process of recording has been amended by the reference to this new command 
3. the audit and deletion command have been modified to signal and address the keys for recorded content in the card.
R05: Following offline discussions, the description of the Record Signaling command and the associated concept are clarified
R06: MAY is replaced by SHOULD in the sentence “, the maximum number of SEKs/PEKs used to access protected recordings SHOULD also be defined”
R07: Following the agreement of CR633R03 and CR682R01, this new version take into account these new CRs
R08: Modification to take into account the compromise with Nokia. Change the Audit and Record Signalling command to put them into a BCAST command different from the Authenticate command.
Change in the coding of the Authenticate Command  defined in Annex E to take into account comments from Nokia
2 Impact on Backward Compatibility

Shouldn’t have any backward compatibility since this is the first version of the BCAST enabler.

3 Impact on Other Specifications

None identified.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The Cr applies on the OMA-TS-BCAST_SvcCntProtection-Interim-Draft-20070529-C. Including the CR OMA-BCAST-2007-0332R01-CR_UICC_Key_deletion
It is proposed to introduce the changes in a new version of the BCAST document.

6 Detailed Change Proposal
Change 1:  Changes to section 6.6.4.5 of the CR633R03
6.6.4.5 LTKM processing based on security_policy_extension (SPE)

Further details on the parameters used below can be found in sections Error! Reference source not found. and Error! Reference source not found. below.

SPE = 0x00 (Token PPT Live)
The secure function SHALL store the received SEK/PEK (if the KEMAC Key Data sub-payload is present), SEK/PEK ID, the KV data, and the SPE and the cost_value. (see the Storage of SEK/PEK and associated data in the secure function paragraph below)
	live_ppt_purse
	If purse_flag is set to LTK_FLAG_TRUE, the secure function SHALL update the live_ppt_purse with the token_value according to the received purse_mode value:

· If the purse_mode is set to LTK_FLAG_FALSE, the live_ppt_purse SHALL be set to token_value.

· If the purse_mode is set to LTK_FLAG_TRUE, the token_value SHALL be added to the live_ppt_purse.
	 

	live_ppt_purse overflow
	If an overflow occurs on the live_ppt_purse during this update (live_ppt_purse > 0x7FFFFF), then:

· execute section Error! Reference source not found.
	


Details on the LTKM parameters updated when receiving an STKM are given in the STKM processing section 6.7.1.

SPE = 0x01 (Token PPT Playback)
The secure function SHALL store the received SEK/PEK (if the KEMAC Key Data sub-payload is present), the SEK/PEK ID, the KV data, and the SPE and the cost_value. (see the Storage of SEK/PEK and associated data in the secure function paragraph below)
	playback_ppt_purse
	The token_value is stored in the playback_ppt_purse associated to the SEK/PEK key group and SPE.

If purse_flag is set to LTK_FLAG_TRUE, the secure function SHALL update the live_ppt_purse with the token_value according to the received purse_mode value:

· If the purse_mode is set to LTK_FLAG_FALSE, the playback_ppt_purse SHALL be set to token_value.

· If the purse_mode is set to LTK_FLAG_TRUE, the token_value SHALL be added to the playback_ppt_purse.

	playback_ppt_purse overflow
	If an overflow occurs on the playback_ppt_purse during this update (playback_ppt_purse > 0x7FFFFF), then:

· execute section Error! Reference source not found..


Details on the LTKM parameters updated when receiving an STKM are given in the STKM processing section 6.7.1.

SPE = 0x02 or 0x03 (User Token PPT)
The secure function SHALL store the received SEK/PEK (if the KEMAC Key Data sub-payload is present), the SEK/PEK ID, the KV data, the SPE and the cost_value.. (see the Storage of SEK/PEK and associated data in the secure function paragraph below)
	user_purse
	If purse_flag is set to LTK_FLAG_TRUE, the secure function SHALL update the user_purse with the token_value according to the received purse_mode value:

· If the purse_mode is set to LTK_FLAG_FALSE, the user_purse SHALL be set to token_value.

· If the purse_mode is set to LTK_FLAG_TRUE, the token_value SHALL be added to the user_purse.

	user_purse

overflow
	If an overflow occurs on the purse during this update (user purse > 0x7FFFFFFF), then:

· execute section Error! Reference source not found..


Details on the LTKM parameters updated when receiving an STKM are given in the STKM processing section 6.7.1.

SPE = 0x04 or 0x05 (Subscription/PPV)
The secure function SHALL store the received SEK/PEK (if the KEMAC Key Data sub-payload is present), the SEK/PEK ID, the KV data and the SPE. (see the Storage of SEK/PEK and associated data in the secure function paragraph below)
Details on the LTKM parameters updated when receiving an STKM are given in the STKM processing section 6.7.1.

SPE = 00x07 (PPP Playback)
The secure function SHALL store the received SEK/PEK (if the KEMAC Key Data sub-payload is present), the SEK/PEK ID, the KV data and the SPE. (see the Storage of SEK/PEK and associated data in the secure function paragraph below)
	current_TS_counter
	The current_TS_counter is initialised to the LTKM validity "TS high".

	playback counter
	If the same SPE with the same SEK/PEK ID and KV exists and the add_flag is set to LTK_FLAG_FALSE, the playback counter SHALL be set to number_playback.

If the same SPE with the same SEK/PEK ID and KV exists and the add_flag is set to LTK_FLAG_TRUE, the number_playback SHALL be added to the playback counter.

If the KV is new for the SEK/PEK ID and SPE, the playback counter SHALL be set to number_playback..

	playback counter overflow
	If an overflow occurs on the playback counter during this update (playback counter > 0x7F), then:

· execute section Error! Reference source not found.


Details on the LTKM parameters updated when receiving an STKM are given in the STKM processing section 6.7.1.

SPE = 0x08 or 0x09 (User Token PPV / PPP)
The secure function SHALL store the received SEK/PEK (if the KEMAC Key Data sub-payload is present), the SEK/PEK ID, the KV data, the SPE, and the cost_value. (see the Storage of SEK/PEK and associated data in the secure function paragraph below)
	current_TS_counter
	The current_TS_counter is initialised to the LTKM validity "TS high".

	user_purse
	If purse_flag is set to LTK_FLAG_TRUE, the secure function then updates the user_purse with the token_value according to the received purse_mode value:

· If the purse_mode is set to LTK_FLAG_FALSE, the user_purse SHALL be set to token_value.

· If the purse_mode is set to LTK_FLAG_TRUE, the token_value SHALL be added to the user_purse.

	user_purse

overflow
	If an overflow occurs on the purse during this update (user_purse > 0x7FFFFFFF), then:

· execute section Error! Reference source not found.


Details on the LTKM parameters updates when receiving an STKM are given in the STKM processing section 6.7.1.

SPE = 0x0A (Key deletion)

If the KV Data subfield in the KEMAC payload of the LTKM message indicates that the KV interval for a given SEK/PEK ID is “TS high”= “TS low”=0,  the Smartcard SHALL delete all the previously stored SEK/PEK with the same SEK/PEK ID and their related key material (i.e: KV data, SPEs, playback counter, TEK number and cost_value).

No STKM is associated to this LTKM.
SPE = 0x0C (PPT Live)
The secure function SHALL store the received SEK/PEK (if the KEMAC Key Data sub-payload is present), the SEK/PEK ID, the KV data, the keep_credit_flag value and the SPE value . (see the Storage of SEK/PEK and associated data in the secure function paragraph below)
	TEK counter
	If the same SPE with the same SEK/PEK ID and KV exists and the add_flag is set to LTK_FLAG_FALSE, the TEK counter SHALL be set to number_TEKs.

If the same SPE with the same SEK/PEK ID and KV exists and the add_flag is set to LTK_FLAG_TRUE, the number_TEKs SHALL be added to the TEK counter.

If the KV is new for the SEK/PEK ID and SPE, the TEK counter SHALL be set to number_TEKs. 

	TEK counter overflow
	If an overflow occurs on the TEK counter during this update (TEK counter > 0x3FFFFF),
· execute section Error! Reference source not found.


Details on the LTKM parameters updated when receiving an STKM are given in the STKM processing section 6.7.1.

SPE = 0x0D (PPT Playback)
The secure function SHALL store the received SEK/PEK (if the KEMAC Key Data sub-payload is present), the KV data, and the SPE value. (see the Storage of SEK/PEK and associated data in the secure function paragraph below)
	TEK counter
	If the same SPE with the same SEK/PEK ID and KV exists and the add_flag is set to LTK_FLAG_FALSE, the TEK counter SHALL be set to number_TEKs.

If the same SPE with the same SEK/PEK ID and KV exists and the add_flag is set to LTK_FLAG_TRUE, the number_TEKs SHALL be added to the TEK counter.

If the KV is new for the SEK/PEK ID and SPE, the TEK counter SHALL be set to number_TEKs.

	TEK counter overflow
	If an overflow occurs on the TEK counter during this update (TEK counter > 0x7FFFFF), 
· execute section Error! Reference source not found.


Details on the LTKM parameters updated when receiving an STKM are given in the STKM processing section 6.7.1.

Storage of SEK/PEK and associated data in the secure function 
The SEK/PEK and any relevant associated data SHALL be stored within the secure function. Where the secure function is located on the Smartcard, the number of SEKs/PEKs that the Smartcard is able to store SHALL be defined at the pre-issuance of the card by the service provider. Among this amount of SEK/PEKs, the maximum number of SEKs/PEKs used to access protected recordings SHOULD also be defined.
In case there is not enough memory available in the secure function to store the SEK/PEK an error message SHALL be returned to the terminal. If the secure function is located on the Smartcard, the secure function SHALL abandon the function and return the status word '9866' (Authentication error, no available memory space) to the terminal. In this case, the terminal MAY run a SEK/PEK Deletion procedure (see § 6.6.4.12) to free memory before re-sending the LTKM to the Smartcard.
Change 2:  Changes to section 6.6.4.12 of the CR633R03 

6.6.4.12 SEK/PEK deletion by the Terminal

If the secure function is located on the Smartcard, for SEKs/PEKs without a defined SPE value, the policy of deleting SEK/PEK records to free up space in the file in EFMSK SHALL be controlled by the Terminal, e.g. the Terminal SHOULD delete any SEKs/PEKs that are no longer needed using the Authenticate Command in MSK Deletion Mode defined in [TS 31.102 v6]. How the terminal decides which SEKs/PEKs are no longer needed is implementation specific. Note that the file EFMSK is only used for SEKs/PEKs without a defined SPE.  For SEKs/PEKs with a defined SPE it SHOULD be possible to store a variable number  of SEK/PEK per Key Domain ID/Key Group ID pair in the Smartcard. In the case where a SPE is defined for a SEK/PEK, the management (deletion) of the SEKs/PEKs is described here after.
The terminal SHOULD delete SEK/PEKs that are no longer needed in order to free up storage for new SEK/PEKs. For Smartcard-based key management, the terminal SHALL control the deletion of SEK/PEKs stored on the Smartcard using the OMA BCAST command in  SPE Deletion Mode (AppendixE: E.2.4 (note for the editor add a link to the corresponding section). 

The terminal SHALL send this command when it erases a piece of a recorded content (received through streaming or download) protected by one or more SEKs/PEKs on the Smartcard. The terminal SHALL send this Authenticate command with the UsedForRecording Tag present for each SPE involved in the protection of the content. The secure function, in this case, SHALL remove the flag associated to the SPE indicating that the SPE is used for recorded content (see §8.5) and then free a slot for a new recorded content. The secure function SHALL NOT erase the corresponding SPE that could still be valid and usable. This SPE will be deleted by the secure function when it detects that this SPE is no more valid (see deletion of expired PLAYBACK security policy extensions and SEK/PEK in the section 6.7.2.8) or by a new OMA BCAST command in SPE Deletion Mode sent by the terminal to the Smartcard on this SPE. 
 If several recorded contents in the terminal use the same SEK/PEK ID, Security Policy Extension and Key Validity Data, the terminal SHALL send the OMA BCAST command in the SPE Deletion Mode to remove the flag only when all associated contents have been erased in the terminal.
To discover which SPEs are stored in the Smartcard, the terminal SHALL use the OMA BCAST command in SPE audit mode (AppendixE: E.2.2. (note for the editor add a link to the corresponding section). The terminal MAY use the returned information, along with other local information (e.g. a list of currently active subscriptions linked to SEK/PEK IDs), to determine whether or not any SPEs should be deleted,
Change 3:  Changes to section 6.7.2 of CR682R01
6.7.2.7 Deletion of expired LIVE security policy extensions and SEK/PEK

The following text assumes that the STKM Message Validation check (see section 6.7.2.3 Editor please insert dynamic link) has been passed. The processing to support the following functions is implementation specific. 

The secure function SHALL delete all stored data related to an instance of a LIVE SPE (including the SPE value itself) if the instance of the LIVE SPE is associated to the SEK/PEK ID in the received STKM and the TS value contained in the received STKM is greater than the "TS high" value of the KV data associated to that instance of the SPE. Such action corresponds to the identification and deletion of expired LIVE SPEs 
Before the secure function deletes an instance of SPE 0x0C, if the keep_credit_flag associated to that instance of SPE 0x0C is set to LTK_FLAG_TRUE, the secure function SHALL add the value of the associated TEK counter to the to the value of the kept TEK counter associated to the SEK/PEK key group of the SEK associated to the instance of the SPE 0x0C being deleted.

When the secure function processes an STKM, if the STKM is protected by a SEK/PEK belonging to the same SEK/PEK Key Group as one or more SEKs/PEKs stored in the secure function, the secure function SHALL delete all stored data related to instances of LIVE SPEs associated to the older SEKs/PEKs. The secure function SHALL use the Key Number part of the SEK/PEK IDs to determine which SEK/PEKs are older than the SEK/PEK used to protect the current STKM.

Information relating to PLAYBACK security policy extensions SHALL NOT be deleted.  

If any of the processes described above results in there being no valid SPEs associated to a SEK/PEK, the secure function SHALL delete the SEK/PEK and all associated data.
6.7.2.8 Deletion of expired PLAYBACK security policy extensions and SEK/PEK
When a SPE for playback stored in the smartcard is obsolete (i.e.TS of a valid STKM exceed the ‘TS high’ of the KV associated to this SPE, or the SEK/PEK ID Key number part of a valid STKM received and belonging to the same Key group is greater than the Key number part of the SEK/PEK ID associated to this SPE) and this SPE has not been flagged as SPE used for recorded content (see Section 8.5) , then the secure function SHALL delete the SPE. If the deletion of this SPE results in there being no valid security policy extension associated to the SEK/PEK ID, the secure function SHALL delete the SEK/PEK and associated data. 
Note for Editor: the following section number will then change
Change 4:  Changes to section 8 of OMA-TS-BCAST_SvcCntProtection-V1_0-20070816-C 
8 Recording

8.1 Recording of Protected Streams

Service protection, whether it is provided using the DRM Profile or the Smartcard Profile, is an access-control mechanism only, i.e. once the SEK or PEK has been delivered to the user, access to a given broadcast stream is typically unrestricted.

However, certain broadcast content may have premium value and recording may be allowed only in protected form. This is achieved by using the protection_after_reception parameter of the STKM, as explained in Section Error! Reference source not found.. Both cases are explained below.
Recording can be governed by different flags. Depending on the profile, not all flags are considered to allow recording.

· The permissions associated with broadcast RTP streams, defined in the OMA DRM v2.0 Extensions for Broadcast Support document [XBS DRM extensions-v1.0], are sent in ROs for the DRM Profile. The value of the permissions_flag and the permissions_category (Section 10.1.5 of [XBS DRM extensions-v1.0]) for a programme that is part of the STKM must also be considered.
· Protection_after_reception values in the STKM define the type of protection provided for the recorded content. These are applicable to both DRM and Smartcard Profiles.

Depending on the above, content may be recorded in the clear or in protected form, as explained below.
8.2 Recording in the Clear

If recording in the clear is allowed, this SHALL be signalled in the Short Term Key Messages by setting the protection_after_reception to 0x03.
In this case, recording of content (unencrypted AUs) is possible in the clear, using appropriate file formats (provided by the BDS specifications, from other standards bodies or using proprietary formats). For BCAST, the existing DCF or PDCF file formats as defined in OMA DRM 2.0 [XBS DRM extensions-v1.0] MAY be used for recording in the clear [DRMCF-v2.0].  Other similar formats such as ISO or 3GPP can be used.

8.3 Recording in Protected Form Only
If recording in protected form only is allowed, this SHALL be signalled by setting protection_after_reception to 0x00, 0x01 or 0x02. In such cases, recording MUST be protected against access in the clear. This MAY be done by encrypting the content and protecting the decryption key(s) against access in the clear. This MAY be done using other means to protect content against access in the clear.

Access to the recorded content depends on the value of the protection_after_reception parameter. See Section Error! Reference source not found..

The broadcast stream can be encrypted at transport level (IPsec or SRTP) or content level (ISMACryp) as described in Section Error! Reference source not found..

If the broadcast stream in encrypted at content level using ISMACryp, recording in encrypted format may be achieved by recording the encrypted AUs without decryption in the adapted PDCF file format together with the TEK stream as explained in [XBS DRM extensions-v1.0]. Other methods and file formats may also be used.  Note that recording of encrypted broadcast streams is possible without having the appropriate service protection rights (i.e. SEK or PEK) when using ISMACryp. These can be acquired at a later stage using the information stored in the KeyInfo box. This allows automatic recording of programmes based on user profiles, for example, or pricing models based on the time at which rights are acquired for service protection, i.e. the value of recorded content reduces as time goes by.

If the broadcast stream is encrypted at transport level using IPsec or SRTP, then the recording may require first decryption of the content and then re-encryption in an appropriate file format. This method is only applicable in the case of DRM Profile. 
Recommendations for dealing with changes in rights are given in Section 0.
8.3.1 Recording of Streamed Content using (P)DCF File Format

Streamed protected content MAY be stored using the DCF file format [DRMCF-v2.0]. If the PDCF file format is used instead, the protected file MAY be stored using this file format. Both file formats are defined in OMA DRM 2.0 [DRMCF-v2.0].

Recording of super-distributable OMA assets containing a recording of broadcast content that is suitable for standard DRMv2 devices is described in section 7.4 of [XBS DRM extensions-v1.0]. This involves re-encryption with a single key and hence does not require recording of the key stream.
8.3.2 Recording of ISMACryp Protected Streamed Content using Adapted PDCF File Format
When recording content from a real-time delivery service using ISMACryp, the file MAY be created according to a modified version of OMA DRM PDCF 2.0 that allows usage of multiple encryption keys (TEKs) for content encryption in a single file [XBS DRM extensions-v1.0]. This is achieved by using the Access Unit header OMABCASTAUHeaderhich signals AU encryption and provides storage for the Key Indicator and IV. The Key Indicator identifies the TEK key used to encrypt Access Unit and the IV is used for the Counter mode of AES.  The STKMs are recorded in a STKM track. Note that repeated STKMs can be ignored i.e. if the same STKM is received as one already recorded, it SHOULD not be recorded.  The type of STKM is indicated in the adapted PDCF.

The Table below shows the appropriate location for parameters that need to be stored in the adapted PDCF file.
Table 1: Mapping of broadcast parameters to PDCF parameters

	Parameter
	Source Location
	Destination Location

	RightsIssuerURI
	SG Access Fragment
	RightsIssuerURL in CommonHeadersBox or

KeyIssuerURL in KeyInfoBox

	Service_BCI or Service_CID or Program_BCI or Program_CID
	SG Access Fragment and STKM
	ContentID in CommonHeadersBox

	STKMs
	STKM stream
	OMAKeySample in STKM track

	STKM type indication
	SDP
	sample_type in OMAKeySampleDescriptionEntry

	TerminalBindingKeyID (if TBK is used)
	SG Access Fragment
	entry in OMAKeySampleDescriptionEntry and KeyInfoBox

	RightsIssuerURI (for TBK)
	SG Access Fragment
	entry in OMAKeySampleDescriptionEntry and KeyInfoBox


This applies to both DRM and Smartcard profiles.

The Table below shows the content of the CommonHeadersBox fields when using the adapted PDCF. The equivalent table when using re-encryption with a single key for a DRMv2 format can be obtained from section 7.4 in [XBS DRM extensions-v1.0]. The Table shows which parameters are used for DRM and Smartcard Profiles.

Table 2: CommonHeaders box fields for adapted PDCF
	Field
	Contents DRM Profile
	Content Smartcard Profile

	EncryptionMethod
	NULL (0x00) if no encryption.

AES_128__BYTE_CTR (0x03) for ISMACryp encryption with TEKs.
	same

	PaddingScheme
	Determined by the recording device.
	same

	PlaintextLength
	Determined by the length of the recorded asset, calculated by the recording device.
	same

	ContentIDLength ContentID[]
	N/A
	N/A

	RightsIssuerURLLength RightsIssuerURL[]
	RightsIssuerURI if KeyIssuerURL not used in KeyInfoBox.
	N/A

	TextualHeadersLength TextualHeaders[]
	Determined by context information (original asset, service guide, session description protocol).
	N/A

	ExtendedHeaders[]
	Empty.
	same


In the definition of these fields, the base64() operation is defined by [RFC2045].
The Table below shows the content of the KeyIDBox fields when using the adapted PDCF. The Table shows which parameters are used for DRM and Smartcard Profiles.

Table 3: KeyInfo box fields for adapted PDCF

	Field
	Contents DRM Profile
	Content Smartcard Profile

	KeyID Type
	0x00
	0x01

	KeyID
	base64Binary(Service_BCI) for recording of stream protected by SEK

base64Binary(Program_BCI) for recording of stream protected by PEK
	base64Binary(Key Domain ID|MSK ID)

	KeyIssuerURL
	RightsIssuerURI
	PermissionsIssuerURI

	TBK_ID
	N/A
	TerminalBindingKeyID 

	TBKIssuerURL
	N/A
	RightsIssuerURI for TBK

	STKM[]
	N/A as have STKM track
	same


The following section provides recommendations for how change of rights is handled when recording.

8.4 Change of Rights and Recommendations for Recording

The following rules SHALL be observed when recording streamed content in a PDCF:

1. If the user has a valid Rights and the end of a program / event is reached, a new track MAY be created for the new program / event. Alternatively, a new file MAY be created for the new program / event, rather than using the same file.

2. If the user has a valid Service Rights and PEKs are used to protect TEKs, then new tracks or files MAY be created when PEKs change, rather than using the same track.

3. If a program / event is being recorded for which the user has the appropriate Rights and a new program / event starts for which the user has NO valid Rights, a new track or a new file SHOULD be created, rather than using the same track.

4. If a program / event is being recorded for which the user has no Rights, a new track or file MAY be created for a new program / event, rather than using the same track, if the user still has no valid Rights for the new program / event.

5. If the user has valid Rights for the new program / event, a new track or file SHOULD be created, rather than using the same track.

6. In all cases, if different rights or a different GRO is required, a different track or file SHALL be used.
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7. 
8. 
9. 
10. 
11. 
12. 
8.5 Signalling of Recording to the Smartcard in Smartcard Profile
In order to allow the efficient management of the SEKs/PEKs stored on the Smartcard, the terminal SHALL signal the recording of streamed content or storage of downloaded content protected by a specific SEK/PEK to the Smartcard using the OMA BCAST command in Record Signalling mode (AppendixE: E.2.3 (note for the editor add a link to the corresponding section). The terminal SHALL send this OMA BCAST command for each SPE involved in the protection of the recorded content.
To discover the SPE stored in the Smartcard, the terminal SHALL use the OMA BCAST command in SPE audit mode (AppendixE: E.2.2 (note for the editor add a link to the corresponding section). The terminal MAY use the returned information, along with other local information (e.g. information in the STKM stream corresponding to the recorded content), to determine which SPE stored in the Smartcard are involved in the protection of the recorded content.

At the reception of the OMA BCAST Command in Record Signalling mode, the SPE used to protect the content is flagged as being required for the playback of recorded (or stored) protected content. This flag MAY then be used to inform key deletion/management policies (see section 6.7.2.8).. In addition, the flag MAY be used to enforce a limit on the number of SEKs/PEKs that can be stored on the Smartcard to allow access to recorded/stored content, thereby ensuring that a certain number of SEKs/PEKs can be stored for access to live content.  A description of this command may be found in AppendixE: E.2.3(note for the editor add a link to the corresponding section)
Changes to Appendix E
Appendix E. Terminal/USIM interface (Normative)
E.2 Extension of the  MBMS Security Context command

The parameters of the Authenticate command response for the MBMS security Context Mode, defined in 3GPP TS 31.102, have been extended to enable BCAST information to be returned to the Terminal .
Additional Parameters and Data are defined for BCAST to the MBMS security context response in case of failure in the processing of MTK Generation Mode or MSK Update Mode for

· security_policy_extension

· parental control

· location based restriction
· 
· 
· 
· 
E.3 MTK Generation Mode

In case of BCAST successful operation in the processing of MTK Generation Mode, the parameters and data defined for MBMS security context in 3GPP TS 31 102 SHALL be  used.

E.4 In case of failure in the BCAST processing of MTK Generation Mode, the additional parameters and data defined here after for the response of the Authenticate Command SHALL be used.

E.5 If the BCAST processing of MTK Generation Mode fails during operation on Security Policy Extension (i.e. during the update of purses, Tek counter and Playback counter), the OMA BCAST operation response for security policy extension operation described below, SHALL be returned to the Terminal.
If the BCAST processing of MTK Generation Mode fails during operation on parental control enforcement, the OMA BCAST operation response for parental control operation described below, SHALL be returned to the Terminal.
If the BCAST processing of MTK Generation Mode fails during operation on location based restriction enforcement, the OMA BCAST operation response for location based restriction operation described below, SHALL be returned to the Terminal.
E.5.1.1 OMA BCAST operation response:  security_policy_extension operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘73’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2
	OMA BCAST operation response TLV tag = 'AE' 
	
	1

	A+3 to A+2+B
	OMA BCAST operation response Data Object  TLV Length (L1)
	
	B

	 A+2+B+1
	Security_policy_extension operation response Data Object  tag (‘80’)
	
	1

	A+2+B+2
	Security_policy_extension operation response Data Object length (L)
	
	1

	A+2+B+3
	Security policy extension operation Data Object 
	
	1


Coding of Security policy extension operation Data Object
	Byte(s)
	Description
	Coding
	Length

	1
	Security policy extension operation Status code
	See below
	1


Security policy extension operation Status code coding:
	Value
	Description

	0x00
	RFU

	0x01
	Lack of credit in the live ppt  purse

	0x02
	Lack of credit in the playback_ppt_ purse

	0x03
	Lack of credit in the TEK counter

	0x04
	lack of credit in the user purse

	0x05
	Play_back counter invalid or equal to zero





E.5.1.2 OMA BCAST operation response:  Parental control operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘73’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2
	OMA BCAST operation response  tag (‘AE’)
	
	1

	A+3 to A+2+B
	OMA BCAST operation response Data Object  TLV Length (L1)
	
	B

	(A+2+B) +1
	Parental control operation response Data Object  tag (‘81’)
	
	1

	(A+2+B) +2
	Parental control operation response Data Object length (4)
	
	1

	(A+2+B) + 3 to (A+2+B) +6
	Parental control operation Data Object 
	
	4

	
	
	
	

	
	
	
	

	
	
	
	


Coding of Parental control operation Data Object
	Byte(s)
	Description
	Coding
	Length

	1
	Parental control operation Status code
	See below
	1

	2
	Key reference of the second application PIN defined for the parental control
	See below
	1

	3
	Rating_type for the current program
	See below
	1

	4
	Level_granted value for the current rating_type
	See below
	1


Parental control operation Status code coding: 
	Value
	Description

	0x06
	User not authorized

	0x07
	PINCODE required

	0x08
	PINCODE not initialized


· 
· 
· 
Key reference of the second application PIN coding:

The key references are defined in the [ETSI TS 102.221]. The PIN used for the parental control SHALL be a second application PIN.

The values of the key references are in the range of ‘81’ to ‘88’

Rating_Type for the current program coding:
This field indicates the rating_type of the current program. See Error! Reference source not found. in Section Error! Reference source not found. for the coding of this field.

Level_granted value for the current rating_type coding:
This field indicates the level_granted value for the rating_type of the current program. See Error! Reference source not found. in Section Error! Reference source not found. (rating_value column) for the coding of this field.
E.5.1.3 OMA BCAST operation response: Location based restriction operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘73’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2
	OMA BCAST operation response  tag (‘AE’)
	
	1

	A+3 to A+2+B
	OMA BCAST operation response Data Object  TLV Length (L1)
	
	B

	(A+2+B ) +1
	Location based restriction operation response Data Object  tag (‘82’)
	
	1

	(A+2+B) +2
	Location based restriction operation response Data Object length (1)
	
	1

	(A+2+B) +3
	Location based restriction operation Data Object
	
	1


Coding of Location based restriction operation Data Object
	Byte(s)
	Description
	Coding
	Length

	1
	Location based restriction operation Status code
	See below
	1


Location based restriction operation Status code coding: 
	Value
	Description

	0x09
	Blackout

	0x0A
	Need specific permissions


· 
· 
E.6 MSK Update Mode

E.6.1.1 OMA BCAST operation response:  security_policy_extension operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘73’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2
	OMA_BCAST operation response tag = 'AE' 
	
	1

	A+3 to A+2+B
	OMA BCAST operation response Data Object  Length (L1)
	
	B

	A+2+B to A+2+B+L1
	OMA BCAST operation response Data Object  
	See below
	L1

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	


Coding of OMA BCAST Operation Data Object
	Byte(s)
	Description
	Coding
	Length

	1
	Security_policy_extension operation response Data Object  tag (‘80’)
	
	1

	2
	Security_policy_extension operation response Data Object length (L)
	
	1

	3
	Security_policy_extension operation response Data Object
	See below
	1

	4
	Parental rating Data Object Tag (‘83’) (NOTE 2)
	
	1

	5
	Parental rating Data Object Length
	
	1

	6 to 7
	Parental rating Data Object
	See below
	2

	3+4n+1 
	MIKEY message Data Object Tag (‘84’) (NOTE 1)
	
	1

	3+4n+2 to 3+4n+1+C
	MIKEY message Data Object Length (L1)
	
	C

	3+4n+1+C+1 to 3+4n+1+C+L1
	MIKEY Message Data
	
	L1

	NOTE 1:Data Object present if a MIKEY verification message is returned.
NOTE 2: The response data may contain none or multiple Parental Ratings Data Objects (n = number of Parental rating Data Objects)


Coding of Security policy extension operation Data Object
	Byte(s)
	Description
	Coding
	Length

	1
	Security policy extension operation Status code
	See below
	1


Security policy extension operation Status code coding:
	Value
	Description

	0x0B
	security policy extension not supported


Coding of Parental rating Data object

	Byte(s)
	Description
	Status
	Value
	Length

	1
	Rating type
	M
	See table 31
	1

	2
	Level_granted
	M
	See table 31
	1



· 
· 
· 
Number_of_rating_types

The number of data objects with tag'83' indicates the number of rating_types received in the current LTKM

Rating_type: 

This field indicates the rating_types stored in the Smartcard after the update caused by the received LTKM. See Error! Reference source not found. in Section Error! Reference source not found. for the coding of this field.

Level_granted:

This field indicates the level_granted value stored in the Smartcard after the update caused by the received LTKM and associated to the rating_type above. See Error! Reference source not found. in Section Error! Reference source not found. (rating_value column) for the coding of this field.


· 
· 
· 
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OMA BCAST COMMAND

Command description

A new command has been defined in 3GPP/ETSI for OMA BCAST Key management system. 

USIM operations of this command are supported if service n°68 and service n°75 are set "available" in the EFUST.

The command can be used in several modes:
· SPE Audit mode

· SPE Record Signalling mode 
· SPE Deletion mode
Other modes may be defined in the future, for future release of OMA BCAST specification.

SPE Audit Mode is used by the terminal to retrieve in the card the SEK/PEK ID Key group or all SPE instances corresponding to a specific SEK/PEK ID Key group.

Record Signalling Mode is used by the terminal to signal to the card that a SPE instance is used for a recorded content. This command results in flagging the corresponding SPE instance in the Smartcard as a SPE that should not be deleted by the Key management system, and could be used for further playback of the content.

 SPE Deletion Mode is used by the terminal to delete the Security Policy Extension and associated data stored in the card
	Code
	Value

	CLA
	As specified in TS 31.101 [11]

	INS
	'XX' to be defined by 3GPP-CT6/ ETSI

	P1
	See table below

	P2
	See table below

	Lc
	Length of subsequent data field

	Data
	See below

	Le
	‘00’


P1 Parameter

Parameter P1 is used to control the data exchange between the terminal and the UICC and is dependant of the mode used for the command. The definition of this P1 parameter is then defined in the section of each command. 

P2 Parameter
Parameter P2 specifies the Mode of the OMA BCAST Command as follows:

Coding of the reference control P2

	Coding

b8-b1
	Meaning

	0x01
	SPE Audit Mode

	0x02
	SPE Record Signalling Mode

	0x03
	SPE Deletion Mode

	0x03 -0xFF
	RFU


Coding of Data is specified in the following sections for each mode of the command.
SPE Audit Mode

Z.2.1.1 Description of the command

USIM operations of this command are supported if service n°68 and service n°75 are set "available" in the EFUST.

The response data of the OMA BCAST command in SPE Audit command is retrieved from the UICC using one or more separate SPE Audit APDUs with a chaining mechanism. The UICC performs the segmentation of the data, and the terminal the concatenation of the response data. The first part of the response data of the OMA BCAST command in SPE Audit APDU is sent when P1 is indicating "First block of data". Following OMA BCAST command in SPE Audit Mode APDUs are sent with P1 indicating "Next block of data". As long as the UICC has not sent all segments of the response data it shall answer with SW1 SW2 '62 F1'. When all segments of the response data are sent, the UICC shall answer with SW1 SW2 '90 00'.

In case the USIM does not receive the Key Domain ID TLV in the SEK/PEK Audit command, it SHALL return in the response data the list of all Key DomainID and SEK/PEK ID Key group part stored in the card.
In case the USIM receives the Key Domain ID and the SEK/PEK ID Key Group part in the SEK/PEK Audit command, it SHALL return in the response data all SEK/PEK ID and their associated parameters corresponding to the Key Group defined by  this Key Domain ID and this SEK/PEK ID Key Group part.

If at least one SEK/PEK ID shall be returned in the response, the "Successful Key Availability Check operation" tag is returned. 

If there is no SEK/PEK ID to be returned in the response, the command fails and the status word '6A88' (Referenced data not found) is returned.

If P1 indicates "First block of data" 

Input:

‑
None or Key Domain ID and SEK/PEK ID Key Group part 

Output:

-
List of  SPE and their associated data  stored in the card or list of Key DomainID and SEK/PEK ID Key group part

If P1 indicates "Next block of data" 

Input:

‑
None

Output:

-
remaining part of the List of  SPE and their associated data  stored in the card or remaining part of the list of Key DomainID and SEK/PEK ID Key group part

Z.2.1.2 Command Parameters and Data

If the P2 parameter in the OMA BCAST Command is ‘01’: SEK/PEK Audit mode, the command parameters shall be coded as follows

Coding of P1

	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1
	Meaning

	
	
	
	X
	X
	X
	X
	X
	RFU

	1
	0
	0
	-
	-
	-
	-
	-
	First block of data

	0
	0
	0
	-
	-
	-
	-
	-
	Next block of data


If  P1 indicates "Next block of data" 

Input Data field is absent

If  P1 indicates "First block of data" 

	Byte(s)
	Description
	Coding
	M/O
	Length

	1
	 SPE Audit Data Object tag (‘XX’)
	As defined in TS 31.101 [11] for BER-TLV data object
	M
	1

	2 to 1+A bytes (A ≤ 4)
	SPE Audit Data Object length (L1)
	As defined in TS 31.101 [11] for BER-TLV data object
	M
	A

	A+2 to A+6
	Key Domain ID TLV 
	See below
	O
	5

	A+7 to A+10
	SEK/PEK ID Key Group part TLV 
	See below
	O
	4


If one of the TLVs Key Domain ID TLV or SEK/PEK ID Key Group part TLV is present, these two TLVs SHALL be present.

Coding of Key Domain ID TLV
	Description
	Value
	M/O
	Length (bytes)

	Key Domain ID Tag
	'80'
	M
	1

	Length
	3
	M
	1

	Key Domain ID
	Coded as defined in 3GPP TS 33.246 
	M
	3


Coding of SEK/PEK ID Key Group part TLV

	Description
	Value
	M/O
	Length (bytes)

	SEK/PEK ID Key Group part Tag
	'81'
	M
	1

	Length
	2
	M
	1

	SEK/PEK ID Key Group part
	Coded as defined in 3GPP TS 33.246
	M
	2


If the OMA BCAST command (SEK/PEK Audit mode) is successful the response parameters/data, SHALL be coded as follows:

	Byte(s)
	Description
	Coding
	Length

	1
	SPE Audit operation response Data Object tag (‘73’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	SPE Audit operation response Data Object length (L1)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2 to (A+2+L1)
	OMA BCAST Key Group description TLV or OMA BCAST SPE description TLV
	See below
	L1


In case Key Domain ID TLV and SEK/PEK ID Key Group part TLV are absent in the SPE Audit command, The OMA BCAST Key Group description TLV is returned. One or more OMA BCAST Key Group description TLV are returned.
The OMA BCAST Key Group description TLV coding is as follow: 

Coding of OMA BCAST Key Group description TLV

	Byte(s)
	Description
	M/O
	Length

	1
	OMA BCAST Key description tag =  ‘85’
	M
	1

	2
	OMA BCAST Key description length
	M
	1

	3 to 5
	Key Domain ID
	M
	3

	6 to 7
	SEK/PEK ID Key Group part
	M
	2


In case Key Domain ID TLV and SEK/PEK ID Key Group part TLV are present in the SPE Audit command, The OMA BCAST SPE description TLV is returned. One or more OMA BCAST SPE description TLV are returned.

The OMA BCAST SPE description TLV coding is as follow:
Coding of OMA BCAST SPE description TLV

	Byte(s)
	Description
	M/O
	Length

	1
	OMA BCAST SPE description tag =  ‘86’
	M
	1

	2
	OMA BCAST SPE description length
	M
	1

	3 to 5
	Key Domain ID
	M
	3

	6 to 7
	SEK/PEK ID Key Group part
	M
	2

	7 to 9
	SEK/PEK ID Key Number part
	M
	2

	10 to 13
	TS low
	M
	4

	14 to 17
	TS high
	M
	4

	18
	Key properties
	M
	1

	19 
	Security_policy_extension
	M
	1

	20 to 21
	Cost_value
	O
	2

	22
	Play_back counter
	O
	1

	23 to 26
	Purse/TEK_counter content value
	O
	4

	
	
	
	


The Key properties byte shall be coded as follows

	
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	Used For Recording, bit = 1 / Not Used For Recording, bit = 0

	
	
	
	
	
	
	
	
	
	RFU, bit = 0


If Security_policy_extension is 0x00, 0x01, 0x02, 0x03, 0x08 or 0x09, the Cost_value byte SHALL be present.

If Security_policy_extension is 0x07,  the Play back counter byte SHALL be present

If Security_policy_extension is 0x00, the Purse/TEK_counter content value bytes SHALL be present, and the value is the content value of the live_ppt_purse associated to the SEK/PEK ID Key Group part and SPE

If Security_policy_extension is 0x01 the Purse/TEK_counter content value bytes SHALL be present, and the value is the content value of the playback_ppt_purse associated to the SEK/PEK ID Key Group part and SPE

If security_policy_extension is 0x02, 0x03, 0x08, 0x09, the Purse/TEK_counter content value bytes SHALL be present, and the value is the content value of the user purse associated to the NAF_ID part of the SMK_ID

If security_policy_extension is 0x0C, 0x0D, the Purse/TEK_counter content value bytes SHALL be present, and the value is the content value of the TEK_counter associated to the SEK/PEK ID and KV and SPE
Record Signalling Mode

Z.2.1.3 Description of the command

The USIM operations in this security context are supported if service n°68 and service n°75  are set to "available" in the EFUST.

The terminal SHALL send this command to the USIM when it records or stores protected content using the mechanisms described in sections 8.1 and 8.3.

At the reception of this command, the USIM SHALL flag the SPE instance corresponding to the Key Domain ID, SEK/PEK ID Key group part, SEK/PEK ID Key number part and Key Validity Data and Security Policy Extension found in the command as a SPE required for the playback of recorded/stored content. This key in the USIM SHALL be associated to a security policy extension allowing the play-back.

The USIM SHALL return (in the response data) the number of SPE records available for SPEs instance required for the playback of recorded/stored content after the execution of this command. 

In the case that the USIM doesn’t store a SPE instance corresponding to the parameters in the command or the security policy extension associated to the SEK/PEK doesn’t allow the play-back recorded/stored content, the command fails and the status word ‘6A88’ (Referenced data not found) is returned.

In the case that there is no available SPE record for a SEK/PEK required for the playback of recorded/stored content, the command fails and the status word ‘9866’ (Authentication error, no available memory space) is returned.

Input:

‑
Key Domain ID, SEK/PEK ID Key Group part, SEK/PEK ID Key number part , Key Validity Data and Security Policy Extension

Output:

-
Key slot giving the free key slots available for recorded-content keys.

Z.2.1.4 Command Parameters and Data

If the P2 parameter of the OMA BCASTCommand  is ‘02’: Record Signalling mode, the command parameters SHALL be coded as follows:

Coding of P1

	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1
	Meaning

	0
	0
	0
	0
	0
	0
	0
	0
	


Input data SHALL be coded as follows:

	Byte(s)
	Description
	Coding
	Length

	1
	 Record Signalling Data Object tag (‘73’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	Record Signalling Data Object length (L1)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2 to (A+2+L1)
	Key Identifier of Recording TLV


	See below
	L1


Coding of Key Identifier of Recording TLV

	Description
	Value
	M/O
	Length (bytes)

	Key Domain ID Tag
	'80'
	M
	1

	Length
	3
	M
	1

	Key Domain ID
	Coded as defined in 3GPP TS 33.246 
	M
	3

	SEK/PEK ID Key Group part Tag
	'81'
	M
	1

	Length
	2
	M
	1

	SEK/PEK ID Key Group part
	Coded as defined in 3GPP TS 33.246
	M
	2

	SEK/PEK ID Key Number part Tag
	'82'
	M
	1

	Length
	2
	M
	1

	SEK/PEK ID Key Number part
	Coded as defined in 3GPP TS 33.246
	M
	2

	Key Validity Data Tag
	'83'
	M
	1

	Length
	8
	M
	1

	TS Low || TS High
	Coded as defined in 3GPP TS 33.246
	M
	8

	Security Policy Extension Tag
	'84'
	M
	1

	Length
	1
	M
	1

	Security Policy Extension
	4 MSB coded as 0x0 and 4 LSB Coded as defined in 6.6.2.2
	M
	1


If the command (Record Signalling mode) is successful, the response parameters/data SHALL be coded as follows:

	Byte(s)
	Description
	Coding
	Length

	1
	Record Signalling operation response Data Object tag (‘xx’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 
	Record Signalling operation response Data Object length 
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	4
	OMA BCAST SPE Records TLV
	
	1


Coding of OMA BCAST SPE Records TLV

	Byte(s)
	Description
	M/O
	Length

	1
	OMA BCAST SPE Records tag =  ‘87’
	M
	1

	2
	OMA BCAST SPE Records length = ‘2’
	M
	1

	3 to 4
	Available SPE records
	M
	2


The ‘Available SPE records’ field SHALL be binary coded and SHALL indicate the number of empty SPE records available for the storage of SEKs/PEKs required for the playback of recorded content, e.g. with their UsedForRecording Flag set, after the execution of this command

Z.2.2 SPE Deletion Mode
Z.2.2.1 Description of the command

USIM operations of this command are supported if service n°68 and service n°75 are set "available" in the EFUST.

The USIM receives from the terminal in OMA BCAST command using the SPE deletion Mode,  the Key Domain ID and SEK/PEK ID Key group part and optionally  the SEK/PEK ID Key Number part, the Key Validity Data and the Security Policy Extension of the SEK/PEK that define the SPE to delete and optionally the UsedForRecording Flag.The USIM shall identify all SPEs matching with all TLV received. If the Key Validity Data TLV is present, a SEK/PEK is matching only if its values for TS Low and TS High match the TS Low and TS High values in the command data. If the UsedForRecording Flag TLV is present, the SEK/PEK is matching only if it is flagged as being required for the playback of recorded.

If no match can be found on the USIM for the SPE defined in the command data,, the USIM SHALL abandon the function and return the status word '6A88' (Referenced data not found).

If one or several matches can be found on the USIM for the SPE defined in the command data, the USIM SHALL delete all corresponding SPE and associated data  if the UsedForRecording Flag tag is not present.. 

If one or several matches can be found on the USIM for the SPE defined in the command data, and the UsedForRecording Flag tag is present, the USIM SHALL remove the flag of all corresponding SPE, flag indicating that these SPE are used for recorded content. In this case the USIM SHALL not delete the corresponding SPE that could still be usable.

If in the command, only mandatory TLV are present (i.e Key Domain ID and SEK/PEK ID Key group part), the USIM SHALL delete all SPE, SEK/PEKs associated to the Key group and other  information associated to the Key group as live_ppt_purse, playback_ppt_purse, kept_TEK_counter,…. 

Input:

‑
Key Domain ID and SEK/PEK ID Key Group part and optionally the SEK/PEK ID Key Number part , the Key Validity Data and the Security Policy Extension and optionally the UsedForRecording Flag

Output:

-
None

Z.2.2.2 Command Parameters and Data

If the P2 parameter of the OMA BCAST Command  is ‘03’: SPE Deletion mode, the command parameters SHALL be coded as follows:

Coding of P1

	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1
	Meaning

	0
	0
	0
	0
	0
	0
	0
	0
	


Input data SHALL be coded as follows:
	Byte(s)
	Description
	Coding
	Length

	1
	 SPE Deletion Data Object tag (‘73’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	SPE Deletion Data Object length (L1)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2 to (A+2+L1)
	Key Identifier TLV


	See below
	L1


Coding of Key Identifier TLV

	Description
	Value
	M/O
	Length (bytes)

	Key Domain ID Tag
	'80'
	M
	1

	Length
	3
	M
	1

	Key Domain ID
	Coded as defined in 3GPP TS 33.246 
	M
	3

	SEK/PEK ID Key Group part Tag
	'81'
	M
	1

	Length
	2
	M
	1

	SEK/PEK ID Key Group part
	Coded as defined in 3GPP TS 33.246
	M
	2

	SEK/PEK ID Key Number part Tag
	'82'
	O
	1

	Length
	2
	O
	1

	SEK/PEK ID Key Number part
	Coded as defined in 3GPP TS 33.246
	O
	2

	Key Validity Data Tag
	'83'
	O
	1

	Length
	8
	O
	1

	TS Low || TS High
	Coded as defined in 3GPP TS 33.246
	O
	8

	Security Policy Extension Tag
	'84'
	O
	1

	Length
	1
	O
	1

	Security Policy Extension
	4 MSB coded as 0x0 and 4 LSB Coded as defined in 6.6.2.2
	O
	1

	UsedForRecording Flag Tag
	'88'
	O
	1

	Length
	0
	O
	1


If present, the TLV shall be present in the order defined in the table.
If one of the TLVs SEK/PEK ID Key Number Part, Key Validity Data, Security Policy Extension is present, these three TLVs SHALL be present.
If the command (SPE deletion Mode) is successful the response parameters/data, SHALL be coded as follows:

	Byte(s)
	Description
	Coding
	Length

	1
	SPE Deletion response Data Object tag (‘53’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 
	SPE Deletion  response Data Object length 
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	4
	"Successful SPE Deletion operation" tag = 'DB' 
	
	1


If the command fails (no available SPE stored in the Smartcard corresponding to the SPE defined in the command), the status word ‘9866’ (Authentication error, no available memory space) is returned.
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