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1 Reason for Change

There is an inconsistency between TS Services and the AD and TS SPCP. TS Services states that the BCAST client should send a Service Request message in response to the Smartcard Profile Trigger message while both the AD (section 5.4.7.2.9) and TS SPCP (section 6.10.3) clearly state that the BCAST client should send a Registration message in response to the Smartcard Profile Trigger. The sending of the Service Request message in TS Services appears to be incorrect – the Service Request message is used to purchase an item but in the case that the Smartcard Profile Trigger the purchase has already taken place via the web portal. Therefore, this CR simply proposes to change TS Services to align it with the defined use of the Smartcard Profile Trigger in TS SPCP and TS AD. 
No new functionality or mechanism is added.
R01: 
Changed introductionary sentence to 5.1.8.1. in light of discussions in Bangkok. I also added “ ” around Registration (as is done in other sections) to make it clear(er) that BCAST does not actually define a Registration message. 
Added sentence to sections in TS Services and TS SPCP to make it clear that the Registration procedure may also be initiated in response to a Smartcard Profile Trigger message.

All changes in R01 are shown highlighted in yellow.
2 Impact on Backward Compatibility

None identified
3 Impact on Other Specifications

None identified
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To approve the change below to OMA-TS-BCAST_Services-V1_0-20070427-D
6 Detailed Change Proposal

Change 1:  Change to OMA-TS-BCAST_Services-V1_0-20070529-C
5.1.8.1 Smartcard Profile Trigger Message

This XML message may be sent to the terminal by the server in the web-based service provisioning scenario, as described above, in order to trigger the terminal to initiate the Registration procedure defined in section 5.1.6.7  send a BCAST Registration message.
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	SmartcardProfileTrigger
	E
	
	
	Smartcard Profile Trigger

Contains the following attributes:

version

keyManagementType

permissionsIssuerURI
Contains the following sub-elements:

PurchaseItem
BackOffTiming
	

	version
	A
	NM/
TM
	1
	Version of this message.
0x00 identifies BCAST 1.0
	unsignedByte

	keyManagementType
	A
	NM/TM
	1
	Indicates whether GBA_U is required for the “Registration” message
true indicates GBA_U is required

false indicates GBA_U is not required
	boolean

	permissionsIssuerURI
	A
	NM/TM
	1
	Identifies the URL to which the “Registration” message is sent.
	anyURI

	PurchaseItem
	E1
	NM/TM
	1..N
	References the set of PurchaseItems in the Service Guide to which the Terminal subscribed over web-based interface  

Contains the following attributes:

   globalIDRef
   purchaseDataIDRef
Contains the following sub-elements:

   ProtectionKeyID
	

	globalIDRef
	A
	NM/TM
	1
	Identifies the GlobalPurchaseItemID in the Service Guide to which the requested service belongs. Used by the terminal to create the service ID used in the “Registration” message.
	anyURI

	purchaseDataIDRef
	A
	NM/TM
	1
	Identifies the PurchaseDataID in the Service Guide to which the terminal subscribed. Used by the terminal to create the service ID used in the “Registration” message.
	anyURI

	ProtectionKeyID
	E2
	NM/TM
	0..N
	Optional list of key identifiers needed to access protected content. This information allows the terminal to determine whether or not it has the correct key material to access services within a PurchaseItem. How this is used is out of scope and is left to implementation.

ProtectionKeyID has attribute:

- type
	base64Binary

	type
	A
	NM/TM
	1
	Type of ProtectionKeyID:

0: ProtectionKeyID = Key Domain ID concatenated with SEK/PEK ID, where both values are as used in the Smartcard Profile [BCAST10-ServContProt]

1-127 Reserved for future use

128-255 Reserved for proprietary use 
	unsignedByte

	BackOffTiming
	E1
	NM/TM
	0..1
	This optional element, specifies default timing behaviour for the “Registration”  message request sent by the terminal. Its purpose is to provide a mechanisms that ensures distribution over time of “Registration”  messages sent from receivers, e.g. in order to avoid overload in nodes or links. 

If present, the “Registration” message SHALL be sent back in the time interval [OffsetTime, OffsetTime+RandomTime] after the event reception of this message. The exact time within the allowed time window shall be random with uniform probability.

If this element is not present the terminal can send the “Registration” message immediately following reception of this message.
	

	offsetTime
	A
	NM/TM
	1
	The OffsetTime specifies the minimum time that a device SHALL wait after reception of this message before sending the “Registration” message. The unit is seconds.
	decimal 


	randomTime
	A
	NM/TM
	1
	The RandomTime refers to the time window length over which a device SHALL calculate a random time for the transmission of the “Registration” message. The method provides for statistically uniform distribution over a relevant period of time. 

The device SHALL calculate a uniformly distributed random time out of the interval between 0 and RandomTime. The unit is seconds.
	decimal


Table 20: Structure of Smartcard Profile Trigger Message
Change 2:  Change to OMA-TS-BCAST_Services-V1_0-20070529-C
5.1.6.7 Registration Procedure

The Registration procedure is invoked by the terminal upon power-up and upon re-establishing connectivity to the interactivity network after having lost coverage or in response to a Smartcard Profile Trigger Message (see Section 5.1.8.1).
The Registration procedure is used by the terminal to notify the BSM that it is available to receive LTKMs. The Registration procedure is not used in OMA BCAST to request any change in the subscription/ purchase status of the terminal. This functionality is provided by the Service Provisioning messages, e.g. Service Request. For the (U)SIM Smartcard Profile terminal, this procedure is the MBMS User Service Registration procedure as defined by [3GPP TS 33.246], in which the MBMS User Service IDs are given by the concatenation of GlobalPurchaseItemID and PurchaseDataReference. This procedure is not applicable in the case of the (R-)UIM/CSIM Smartcard Profile, i.e., when BCMCS is the underlying BDS.

Note that for the Smartcard Profile, (U)SIM Smartcard Profile terminals shall not release the Packet Data Protocol (PDP) context [3GPP TS 23.060] used by the "Registration" until a "De-registration" procedure has been performed. This is to ensure that the BSM is aware of the correct terminal IP address for the purpose of performing LTKM deliveries. The network may initiate the release of terminal PDP contexts, as defined in [3GPP TS 23.060], in the case that there is a limit on the number of active PDP contexts that it can maintain.
Change 3:  OMA-TS-BCAST_SvcCntProtection-V1_0-20070504-D
6.6 Layer 2: Service Provisioning and LTKM Delivery
To access a protected service a terminal must obtain the necessary LTKM(s). To receive the LTKM(s) the terminal must subscribe to or purchase a BCAST purchase item. Subscription MAY be achieved using one of the following Service Provisioning messages, as defined in [BCAST10-Services]:

· “Service Request”

· “Token Purchase Request”

Alternatively, subscription MAY be achieved via other channels, e.g. the user may subscribe to the service via a web portal/shop (see Section ‎6.10.3 for more details). 
The BSM SHALL authenticate the sender of the Service Provisioning and/or Registration message(s) sent by the terminal, by following the HTTP DIGEST authentication procedure defined in section 6.3.2.1A of [3GPP TS 33.246 v7], e.g. the BSM shall ensure that a valid SRK is used for in the HTTP DIGEST authentication. If authenticated is successful the request SHALL be acknowledged using an HTTP 200 OK message. Note that the requirement for a valid SRK also ensures that a valid SMK has been established. 

Following a successful service registration, the LTKMs corresponding to the services to which the terminal is subscribed SHALL be delivered by the BSM to the terminal as a result of a push or pull procedure as defined in sections 6.3.2.2 and 6.3.2.3 of [3GPP TS 33.246 v7]. This provides support for the scenarios described below:

· The BSM MAY push an LTKM to the terminal in order to provide a new SEK/PEK to a terminal or to update the Key Validity data (KV) associated with a SEK or PEK that has previously been delivered. Pushing LTKMs to registered terminals allows the BSM to spread the delivery of SEKs/PEKs required by a large number of users to manage network congestion, e.g. the BSM determines when the LTKM is pushed to the terminal.  Pushing an LTKM to a terminal to update the KV data provides a means to extend or reduce the lifetime of a SEK or PEK.
The “Registration” message, as defined in [BCAST10-Services], SHALL be sent by the terminal after the application is started and the terminal re-establishes connectivity to the interactive network associated with its service provider. In addition, the “Registration” message SHALL be sent by the terminal in response to the Smartcard Profile Trigger message [BCAST10-Services]. This message indicates to the BSM that the terminal is available to receive any LTKMs that it may have missed while it was unreachable. Note that when a terminal establishes connectivity with an interactive network that is not associated with its service provider, e.g. in the case of roaming between cellular networks, the terminal MAY send the Registration message.

The sending of the “Registration” message also ensures that the terminal establishes the necessary IP connectivity required to enable the BSM to push the LTKM(s) over UDP. Note that the “Registration Request” message corresponds to the MBMS “User Service Registration” message, as defined in [3GPP TS 33.246 v7].
When the BSM wishes to push an LTKM, if the network is able to retrieve a valid IP address for the terminal, the LTKM can be pushed over UDP. Otherwise, the BSM can use the BSM Solicited Pull Procedure Initiation over SMS Bearer feature described below to deliver the LTKM.
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